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1. About this Manual

Thank you for purchasing a Weidm{ller managed Industrial Ethernet switch. Read this user's manual
to learn how to connect your Weidmdiller switch to Ethernet-enabled devices used for industrial
applications.

The following chapters are covered in this user manual:

O Getting Started
This chapter explains how to connect to the Weidmiller Switch for configuration. There are
three ways to access the Switch's configuration settings:

e Serial console
e Telnet console and
e Web console

O Featured Functions
This chapter explains how to access the Switch's various configuration, monitoring, and
administration functions. These functions can be accessed by serial, Telnet, or Web console.
The Web console is the most user-friendly way for configuring and monitoring. In this chapter,
we use the Web console interface to introduce the functions.

O Communication Redundancy
This chapter explains how to use the various implemented redundancy features

e Turbo Ring (original version V1) and Turbo Ring V2
e Turbo Chain
e STP/RSTP

O Industrial Protocol Guide
This chapter explains how to use the Switch the implemented industrial automation protocols

e Profinet
e Modbus TCP

O Weidmuller Switch Configuration Utility

This chapter explains how to use external PC-tool Switch Configuration Utility which is very
helpful

e to detect Weidmdilller switches which are attached to the same LAN as the PC host
(regardless of whether or not you know the IP addresses of the switches)

e to connect to an Weidmiller switch whose IP address is known

e to modify the network configurations of one or multiple Weidmdller switches

e and to update the firmware of one or more Weidmdller Switches.
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2. Getting Started

In this chapter we explain how to install a Weidmdller switch for the first time. There are three ways to
access the Weidm{ller switch’s configuration settings: serial console, Telnet console, or web console.
If you do not know the Weidm{ller switch’s IP address, you can open the serial console by
connecting the Weidmiuiller switch to a PC’s COM port with a short serial cable. You can open the
Telnet or web console over an Ethernet LAN or over the Internet.

The following topics are covered in this chapter:

RS-232 Console Configuration (115200, None, 8, 1, VT100)
Configuration by Telnet Console

Configuration by Web Browser

O Oooo

Disabling Telnet and Web Browser Access
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2.1 Serial Console Configuration (115200, None, 8, 1, VT100)

o

Note about simultaneously connections
You cannot connect to the Ethernet Switch simultaneously by serial console and Telnet.

You can connect to the Ethernet Switch simultaneously by web browser and serial
console or by web browser and Telnet. However, we strongly suggest that you do NOT
use more than one connection method at the same time. Following this advice will allow
you to maintain better control over the configuration of your Ethernet Switch.

&

Useful tools for serial communiction

Windows XP: We recommend using Hyper Terminal Program, which is installed under
Windows XP operating system.

Windows 7: Unfortunately the Hyper Terminal Program is no longer available in Windows
7. Either use a commercial tool for serial communication or alternatively you can use a
freeware tool like PUTTY or ucon.

Example of serial connection via Hyper Terminal

Before running Hyper Terminal Program, use an RJ45 to DB9-F (or RJ45 to DB25-F) cable to
connect to the Ethernet Switch’s RS-232 Console port to your PC’'s COM port.

After starting Hyper Terminal Program perform the following steps to access the RS-232 Console

utility.

From the Windows desktop, click Start > Programs - Accessories - Communications -
Hyper Terminal.

Start Hyper Terminal and enter a name of your choice for the new connection. Select the appropriate
COM port for console connection in the “New Connection” window.

20
% New Connection

Enter a name and choose an icon for the connection:
Name:

JIE-SwAVLOSM

Iconc

= 20
E =YW :

LI Enter detais for the phone number that you want to dial:

Country/region: I L 43 L]

Area code: I

Phone number. |

Copnect using: | ETYT I ~
0K | Concel |
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The Communication Parameter for console connection are:

115200 for Baud Rate, 8 for Data Bits, None for Parity, 1 for Stop Bits, and None for Flow control.
Click OK to continue.

20
Hmsahm|

Bispecsecond: [115200 7]

Databts[5 7]

Panty: INone =

stopbts 1 7]

Flow contiot |2 ~ |

Restore Defaults I
[0k ] canca | Aoy |

Type 1 to select ansi/VT100 terminal type, and then press Enter.

EtherDevice Switch TIE-SH-YLOSMT-8TH
Console terminal type (1: ansi/vt100, 2: wi52) : 1_

The Console login screen will appear. Press Enter to open the Account pop-up selector and then
select either admin (read/write access) or user (read access only). Use the keyboard’s down arrow
to move the cursor to the Password field, enter the default Console Password “Detmold”. This
password will be required to access any of the consoles (web, serial, Telnet). Leave the Password
field blank if a console password has not been set), and then press Enter.

Model : TE-SH-VLOBMT-8TH
Name :
Location :

Firmware Version : V¥3.3.16 build 14032117

Serial No : 03502
IP : 192.168.1.110
MAC Address : 00-15-7E-09-00-58
ladnin RS
| Account : [EGIFGWI} user | |
| Password : Ao + |

_______________________________
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The Main Menu of the Switch’s serial console will be displayed.

Weidmueller Switch Configuration V¥3.3.16 build 14032117

1.B Settings - Basic settings for network and system parameter.
2.SNHP Setilngs - The settings for SNMP
3.Comm. Redundancy - Establish Ethernet communication redundant path.
4. Traffic Prioritization- Prioritize Ethernet traffic to help determinism.
5.Virtual LAN - Set up a VLAN by IEEE802.10 YLAN or Port-based VLAN.
6.Multicast Filtering - Enable the multicast filtering capability.
7.Bandwidth Management - Restrict unpredictable network traffic.
8.Auto Warning - Warning email and/or relay output by events.
9. Line Swap - Fast recovery after moving devices to different ports.
a.Set Device IP - Assign IP addresses to connected devices.
b.Diagnosis - Ping command and the settings for Mirror port, LLDP.
c.Monitor - Monitor a port and network status.
d.MAC Address Table - The complete table of Ethernet MAC Address List.
$.Eystem log - Ehe settings for Svslog and Event log.

JExit - Exit

- Use the up/down arrow keys to select a category,
and then press Enter to select. -

After entering the Main Menu, use the following keys to move the cursor, and to select options.

Key

Function

Up/Down/Left/Right arrows, or Tab Move the onscreen cursor

Enter

Display & select options

Space

Toggle options

Esc

Previous Menu

2.2 Configuration by Telnet Console

Opening the Weidmuller switch’s Telnet or web console over a network requires that the PC host and
Weidmiiller switch are on the same logical subnet. You may need to adjust your PC host’s IP address
and subnet mask. By default, the Weidmiller switch’s IP address is 192.168.1.110 and the switch’s
subnet mask is 255.255.255.0 (for a Class C network). If you do not change these values, and your
PC host's subnet mask is 255.255.255.0, then its IP address must have the form 192.168.1.xxx

&

NOTE: When connecting to the switch’s Telnet or web console ensure that your
PC host and the switch are on the same logical subnet.

&

NOTE: When connecting to the switch’s Telnet or web console, first connect one of
the switch’s Ethernet ports to your Ethernet LAN or directly to your PC’s Ethernet
port. You may use either a straight-through or cross-over Ethernet cable.

0 NOTE:

The Weidmiiller switch’s default IP address is 192.168.1.110

The default password is Detmold
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After making sure that the Weidmdiller switch is connected to the same LAN and logical subnet as
your PC, open the Weidmiller switch’s Telnet console as follows:

Click Start = Run from the Windows Start menu and then Telnet to the Weidmdller switch’s IP
address from the Windows Run window. You may also issue the Telnet command from a DOS

prompt.
Run d 3

Typea the name of & program, folder, document, or
Inkarnet rasource, and Windows vill open it for you.,

Open: | teinet 192.168.1.110 =

In the terminal window, the Telnet console will prompt you to select a terminal type. Type 1 to choose
ansi/vt100, and then press Enter.

M Telnet 192.168.1.110

EtherDevice Switech ITE-S BEHT-8TX
Console terminal €ype isotlB@, 2: oweh2) o 1_

The Telnet console will prompt you to log in. Press Enter and then select admin (read/write access)
or user (read access only). Use the down arrow key on your keyboard to select the Password field
and enter a password if desired. This password will be required to access any of the consoles (web,
serial, Telnet). If you do not wish to create a password, leave the Password field blank and press

Enter.

M Telnet 192.168.1.110 i

Model : IE-SU-ULBBMT-8TX

Nane :
Location :

Firnvare VUersion : U3.3.16 build 14832117
Serial No : #3582

IP : 192.168.1.118

MAC Address : 88-15-7E-89-80-58

+ ' +

M
}

count : [EXEOR
+

sword :

*
'
'
'
N
+

The Main Menu of the Switch’s Telnet console will be displayed.

10
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N Telnet 192.168.1.110

H mim~
rm log

- Uze the M aAre
and then pr

After entering the Main Menu, use the following keys to move the cursor, and to select options.

I"Ill'lf-: Address List.

nid Event log.

a category,
=1

Key

Function

Up/Down/Left/Right arrows, or Tab

Move the onscreen cursor

Enter Display & select options
Space Toggle options
Esc Previous Menu

\rl

NOTE: The Telnet Console looks and operates in precisely the same manner as the
RS-232 Console.

2.3 Accessing configuration interface via Web Browser

2.3.1 Accessing the Webinterface via HTTP

The Ethernet Switch’s web browser interface provides a convenient way to modify the switch's
configuration and access the built-in monitoring and network administration functions. The
recommended web browser is Microsoft Internet Explorer 8.0 or higher with JVM (Java Virtual

Machine) installed.

connected to the same LAN as the switch, you must make sure that the PC host and the
Switch are on the same logical subnet.

0 NOTE: To use the Switch's management and monitoring functions from a PC host

sure your PC host is on the management VLAN.

0 NOTE: If the Weidmidiller switch is configured for other VLAN settings, you must make

11
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RJ45 Ethernet ports to your Ethernet LAN, or directly to your PC's Ethernet card (NIC).
You can establish a connection with either a straight-through or cross-over Ethernet
cable.

o NOTE: Before accessing the Switch’s web browser interface, first connect one of its

0 NOTE: The Weidmiiller switch’s default IP address is 192.168.1.110.

The default password is Detmold

After making sure that the Weidmiller switch is connected to the same LAN and logical subnet as
your PC, open the switch’s web console as follows:

Open your web browser and type the Switch’s IP address in the Address or URL field. Press Enter
to establish the connection.

/2 Internet Explorer cannot display the webpage - Windows Internet Explorer

=" o 1521681110 hal B -
e~

Ly Favockes M internet Explorer cannot display the webpage | | M

The web login page will open. Select the login account (admin or user) and enter the default
Password “Detmold” (this is the same as the serial console or telnet password), and then click Login
to continue. Leave the Password field blank if a password has not been set.

Weidmiiller <~

1921681110 MAC Address | 00-15-7€-00-00-58 PWRI - PR FAULT
Bertal No | 03502 Fimmware Version © V3316 bulld 14032117  MSTRMEAD CPLRTAIL

Account admin 'I
Password I
Login

After logging in, you may need to wait a few moments for the web console to appear. Use the menu
tree in the left navigation panel to open the function pages to access each of Ethernet Switch's
functions.

12
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Weidmiiller %

MAC Address . 00-15-7€-00-00-58 PWR1 - PWR2
Fimware Version = V3316 bulld 14032117  MSTRMEAD CPLRITAIL

=3/ Mol Menn Welcome to the Web Console
) Overdew

#() Basic Seftings See below for a brief description of each function groups. and then click on the item in the left pane to access the item
3 Shue setings
) Communication Redundancy Bask Settings - Basic settings for network and system g

® () Trafic Prioritization SNMP Settings - The settings for SNMP.

®() Vitual LAN C ation Ethernet ¢ path

B Mulicast Filtering Traffic Prioritization - Prioritize Ethemnet traffic to increase determinism

#1(] Bandwidth Management Virtual LAN

B Auto Waming
03 Ling-Swap Fast Recovery
®() SetDwice IP

Multicast Filtering
Banawidth Management

- Set up a VLAN by IEEE 802 1Q VLAN or Port-based VLAN
- Enable the multicast fitering capability
- Restrict unpredictable network traffic

- Auto Waming - Automatically send waming email and/or trigger relay output by event
) Diagnosts Line-Swap Fast Recovery - Fast recovery after moving devices to different ports
ot Set Device IP - Assign P addresses to connected devices
m;’ w Diagnosis ~ The Settings for Mirror port, LLDP and use Ping command to test network integrity
e Monitor - Monitor port and network status
MAC Address Table - The complete list of Ethemet MAC Addresses
System log - The settings for Sysiog and Event log

Industrial Protocol

- The settings for EthemnetAP Modbus TCP and PROFINET 10

2.3.2 Accessing the Webinterface via HTTPS

This function is not implemented in the Weidmuller Ethernet Switch
Family “Value Line”.

To secure your HTTP access, the Weidmdller switch supports HTTPS/SSL to encrypt all HTTP traffic.
Perform the following steps to access the Weidmdller switch web browser interface via HTTPS/SSL.

Open Internet Explorer and enter https://<Switch’s IP address> in the address field. Press Enter to
establish the connection.

= Blank Page - Windows Internet Explorer

—

="1"="] : R
E1S] ‘g, https: {192, 168.1,110 | > || X
Fle Edit Wiew Favorites Tools Help

{2 Favarites ‘ @Blank Page | ‘ ﬁ -

Warning messages will pop out to warn the user that the security certificate was issued by a
company they have not chosen to trust.

13



User Manual Managed Switches Weidmiiller 3t

(= Certificate Error: Navigation Blocked - Windows Internet Explorer,

—— - — —
ke (Bl e es 1) ][4 x]

File Edit Wiew Favorites Tools Help

i Favarites ‘ /& Certificate Errar: Navigation Blacked ‘ | fil -

l@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data
you send to the sarver.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@ Centinue to this website (not recommended).

® More information

Select “Continue to this website” to enter the Weidmiller switch’s web browser interface and
access the web browser interface secured via HTTPS/SSL.

/2 https://192.168.1.110/auth/auth.asp - Windows Internet Explorer

(€ IS 23 rirmre TR ] cattcmnmor | (3] 4 & [T
4 Favortes 48 hetps:/192.168.1.110/authjauth.asp B8 -

Mode! ;| [E-SW-PL18M-26C14TQ2SCS IP:1921868.1.110 MAC Address 00-15-7€-08-00-33 PWR1 - PYWR2
Name , Managed Swiich 00935 Serlal No 00935 Fimware Versiork3.3.1 bulld 13100210 MSTRHEAD CPLRITAIL.
Location

Account : ladmm
Password |
Login |

2.4 Accessing configuration interface via SSL

The console port can be accessed via a SSL/SSH connection using port 22. For configuration eg. a
tool like PUTTY can be used. The procedure to configure the switch via SSL/SSH is the same as it
has to be done for the serial interface.

14
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2.5 Disabling Telnet and Browser Access

If you are connecting the Weidmiller Switch to a public network, but do not intend to use its

Weidmiiller 3t

management functions over the network, we suggest disabling both Telnet and Web consoles. This
is done from the serial console by navigating to System Identification under Basic Settings. Disable

or enable the Telnet Console and Web Configuration as shown below:

& TE-5W -¥LOBM - Hyper Terminal
Filz Edt View Cal Trancfer Help

Dls| 13 o]

) EtherDevice Switch IE-SW-YVLOBMT-8TH
Basic Settings

| [Password] [Accessible TIP] [Port] [Hetwork] [Timel [DIP] [GARP Timer]
[Backup Medial [Restart] [Factory default] [Upgradel [Activatel [Main menul

Sustem Identification
E5SC: Previous menu Enter:
Switch Name

Switch Location

Switch Description
Haintainer Contact Info

Serial NO.
Firmware Yersion
HAC Address

Telnet Console

Heb Configuration
Heb Auto-logout (s)
Age-time (s

Select

[
[

%IE—SH—ULB&HT—ETH

Space bar: Togale

23502
V3.3.16 build 14032117
ap-15-7E-09-00-58

A ——— e

Wnable W
[Enable 1} Disable |
[Enable Je+-------== *
]

[ 300

15
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3. Featured Functions

In this chapter, we explain how to access the Weidmdiller Switch’s various configuration, monitoring,
and administration functions. These functions can be accessed by serial, Telnet, or Web console.
The serial console can be used if you do not know the Weidmdller Switch’s IP address and requires
that you connect the Weidmiiller switch to a PC’s COM port. The Telnet and web consoles can be
opened over an Ethernet LAN or the Internet.

The web console is the most user-friendly interface for configuring a Weidmuller Switch.

[41921681110/home.asp %

€« - C # [1192168.1.110/homeasp

Weidmiiller

19M-5GC-4 6T Pyl = FAULT
14050716 HEAD == CFLRITAL =

Lacation

£ L Welcome to the Web Console

{0 Oveniew
B ] Basic Seftings See below for a brief description of each function groups, and then click on the item in the left pane fo access the item.
F{_] PortTrunking
{7 SNMP Settings Basic Setiings - Basic settings for network management parameters and system configurations.
-] Communication Redundancy Port Trunking - Allows multiple-ports to be aggregated as a link.
B Traffic Prioritization SNMP Settings - The seftings for SNMP.
B0 Virtual LAN Communication Redundancy - Establish Ethernet communication redundant path.
] Mullicast Filtering Traffic Prioritization - Prioritize Ethernet traffic to increase determinism.
] Bandwidth Management Virtual LAN - Set up a VLAN by IEEE 802.1Q VLAN or Port-based VLAN.
I Auto Waming Multicast Filtering - Enable the multicast fitering capability.
3 Line-Swap Fast Recovery Bandwidith Management - Restrict unpredictable network traffic.
B SEiEEE Auto Warning - Automatically send warning email and/or trigger relay ouiput by event.
i) RERIEES Line-Swap Fast Recovery - Fast recovery after moving devices to different poris.
i) (s Set Device IP _ Assign IP addresses to connected devices.
(] MAC Address Table ) )
BT Syeterm Log Diagnosis. - The Settings for Mirror port, LLDP and use Ping command to test network integrity.
e ——— Monitor - Monitor port and network status.
MAC Address Table - The complete list of Ethernet MAC Addresses.
Sysiem log - The setiings for Syslog and Event log.
Industrial Protocol - The setiings for Ethernet/IP Modbus TCP and PROFINET 10

Bast viewsd with IE 7 sbove at resolution 1024 x T68

+ r
In this chapteln this document we will use the Web interface for feature description. There are only a
few differences between the web console, serial console, and Telnet console.

The following topics are covered in this chapter:
e Configuring Basic Settings
e Using Port Trunking (Premium Line Models only)
e Configuring SNMP
e Using PoE (PoE Models only)
e Using Communication Redundancy
e Using Traffic Prioritization
e Using Virtual LAN
e Using Multicast Filtering
e Using Bandwidth Management
e Using Auto Warning
e Using Line-Swap-Fast-Recovery
e Using Set Device IP
e Using Diagnosis
e Using Monitor
e Using the MAC Address Table
e Using System Log
e Using Industrial Protocols

16
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3.1 Configuring Basic Settings

The Basic Settings section includes the most common settings required by administrators to
maintain and control a Weidmdller switch.

3.1.1 System Identification

The system identification items are displayed at the top of the web page, and will be included in alarm
emails. You can configure the System Identification items to make it easier to identify different
switches that are connected to your network.

System ldentification

Suitth Mame |

Switch Location |

Swiich Descripbon II[-5'.'.'-".'L.'IEF.I'.'-:':_.'

Maintaier Comact info |

Web Auto-logout (s) [

Age Time (s) [300

CPU Loading (past 5 seconds |u %

CPU Loading (past 30 seconds |1':~*+

CPU Loading (past 5 minutes) 4%

Free hemory JasesaTe
Activale

Switch Name

. o Factory
Settin Description
g P Default
Max. 30 This option is useful for differentiating between the
) roles or applications of different units. Example: None
characters

Factory Switch 1.

Switch Location

Setting Description Factory

Default
Max. 80 This option is useful for differentiating between the None
characters locations of different units. Example: Production line 1.

Switch Description

Setting Description Factory
Default

Max. 30 This option is useful for recording a more detailed Name of

characters description of the unit. type

Maintainer Contact Info

Setting Description Factory
Default
Max. 30 This option is useful for providing information about None

who is responsible for maintaining this unit and how to

17
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characters contact this person.

Web Auto-logout (sec)

Setting Description Factory
Default

60 to 86400 Disable or extend the auto-logout time for the 0 (disabled)

(seconds) web management console.

Age Time (sec)

Setting Description Factory

Default
15 to 3825 The length of time that a MAC address entry 300
(seconds) can remain in the Weidmiiller switch’s MAC

address table. When an entry reaches its aging
time, it “ages out” and is purged from the switch,
effectively cancelling frame forwarding to that
specific port.

CPU Loading
Setting Description Factory
Default
Read-only The CPU usage volume in the past 5 seconds, None
30 seconds, and 5 minutes
Free Memory
Setting Description Factory
Default
Read-only The immediately free memory of the switch None

3.1.2 Password
The Weidmdiller switch provides two levels of access privileges. The admin account gives read/write
access to all switch configuration parameters, and the user account gives read access only. A user

account will only be able to view the configuration, but will not be able to make modifications.

Password Setting

Account Name :

Old Password : mEEEEE

Type Old Password |:|
New Password : |:|
Retype Password : |:|

18
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NOTE: The Switch's default Password is "Detmold”. If this Password is changed,
0 then you will be required to type the new Password when logging into the serial
console, Telnet console, or Web console.
Account
Setting Description Factory
Default
admin This account can modify the Weidmuller
switch’s configuration. admin
user This account can only view the Weidmd{iller
switch’s configurations.
Password
Setting Description Factory
Default
Old password Enter the current password
(max. 16 Detmold
characters)
New password Enter the desired new password. Leave it blank
(Max. 16 if you want to remove the password. None
characters)
Retype password Enter the desired new password again. Leave it
(Max. 16 blank if you want to remove the password. None
characters)

3.1.3 Accessible IP List

The Weidmdller switch uses an IP address-based filtering method to control access to the device.

Accessible IP List

[Tl Enable the accessible IP list ("Disable” will allow all IP's connection)

w0~ g th A WN =

| I
| I
| I
| I
| I
| I
| I
| I
| I
| I

-
o

Activate
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You may add or remove IP addresses to limit access to the Weidmdller switch. When the accessible
IP list is enabled, only addresses on the list will be allowed access to the Weidmiller switch. Each IP
address and netmask entry can be tailored for different situations:

e Grant access to one host with a specific IP address
For example, enter IP address 192.168.1.1 with netmask 255.255.255.255 to allow access to
192.168.1.1 only.

e Grant access to any host on a specific subnetwork
For example, enter IP address 192.168.1.0 with netmask 255.255.255.0 to allow access to all IPs
on the subnet defined by this IP address/subnet mask combination.

e Grant access to all hosts
Make sure the accessible IP list is not enabled. Remove the checkmark from Enable the
accessible IP list.

The following table shows additional configuration examples:

Hosts That Need Access Input Format

Any host Disable

192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 t0 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 t0 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 / 255.255.255.128

3.1.4 Port Settings

Ethernet Port Settings

Port settings are included to give the user control over Port Access, Port Transmission Speed, Flow
Control, and Port Type (MDI or MDIX). An explanation of each configuration item follows:

Port Settings

1 100TX RJ45. | | [Auo v |Disable v =
2 100TX RJ45. | | | Auto v| | Disable v

3 100TX RJ45. | | | Auto v| | Disable v

4 100TX RJ45. | | | Auto v| | Disable v

5 100TX RJ45. | | | Auto v| | Disable v

6 100TX RJ45. | | [Auto v| Disable v

7 100TX RJ45. | | [Auto v| Disable v

8 100TX RJ45. | | [Auto v| | Disable v

9 100TX RJ45. | | [Auto v| | Disable v

10 100TX RJ45. | | [Auto v| | Disable v |
11 100TX RJ45. | | [Auto v| | Disable v

12 100TX RJ45. | | [Auto v| Disable v

13 100TX RJ45. | | Auto v| Disable v|
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Enable
Setting Description Factory
Default
Checked Allows data transmission through the port. Enabled
Unchecked Immediately shuts off port access.
NOTE: If a connected device or sub-network is wreaking havoc on the rest of the
0 network, the Disable option gives the administrator a quick way to shut off access
through this port immediately.
Description
Setting Description Factory
Default
Media type Displays the media type for each module’s port N/A
Name
Setting Description Factory
Default
Max. 63 Specifies an alias for the port to help None
characters administrators differentiate between different
ports. Example: PLC 1
Speed
Setting Description Factory
Default
Allows the port to use the IEEE 802.3u protocol
to negotiate with connected devices. The port
Auto . . .
and connected devices will determine the best
speed for that connection.
1G-Full
Auto
100M-Full . . .
00M-Fu Choose one of these fixed speed options if the
100M-Half connected Ethernet device has trouble
LOM-Full auto-negotiating for line speed.
10M-Half
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FDX Flow Ctrl

This setting enables or disables flow control for the port when the port’s Speed is set to Auto. The
final result will be determined by the Auto process between the Weidmdiller switch and connected

devices.
Setting Description Factory
Default
Enables flow control for this port when the
Enable , .
port’'s Speed is set to Auto.
Disabled
. Disables flow control for this port when the
Disable , .
port's Speed is set to Auto.
MDI/MDIX
Setting Description Factory
Default
Allows the port to auto-detect the port type of
Auto the connected Ethernet device and change the
port type accordingly.
Auto
MDI Choose MDI or MDIX if the connected Ethernet
device has trouble auto-negotiating for port
MDIX type.

Note about Auto-Negotiation (possible lost of data packages in case of “Duplex
0 mismatching”)

If an active AutoNeg-Port of the Switch is connected to a non-negotiating device, then the
Switch will set its port transmission speed same as the connected device but is unable to
correctly detect the duplex mode. As result the AutoNeg-port is set to the correct speed
but is using always the half duplex mode as required by the IEEE 802.3u standard in such
cases. For correct transmission between an AutoNeg-Port and a non-negotiating port the
port with fixed values has to be set to half-duplex mode (speed either 10 or 100 Mbit/s).

3.1.5 Network Parameters

Network configuration allows users to configure both IPv4 and IPv6 parameters for management
access over the network. The Weidmdiller switch supports both IPv4 and IPv6, and can be managed
through either of these address types.

See a brief explanation of each configuration item below.
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Network IP Settings

General Settings

Pvs
Auto P Configuration Onsabie 2
Switch IP Address 192 168.1 110
Switch Subnet Mask 255255 255.0
Defaul Gateway [—
151 DNS Server @ Address |
2nd DNS Server I° Address
Ohcp Retry Penoas f_ (1-30)
Dhcp Retry Times r—m_g'”m
Pve
Gloval Unk ast Agdress Prefix |
Global Unkast Address |
Link-Local Address |
Actaate
IP4 Settings

The IPv4 settings include the switch’s IP address and subnet mask, as well as the IP address of the
default gateway. In addition, input cells are provided for the IP addresses of a 1st and 2nd DNS
server.

Auto IP Configuration

. . Factory
Settin Description
‘N9 Pt Default
. The Weidmdller switch’s IP address must be set
Disable
manually.
The Weidmdller switch’s IP address will be assigned .
By DHCP D I
yDHC automatically by the network’s DHCP server. isable
Bv BootP The Weidmiiller switch’s IP address will be assigned
y automatically by the network’s BootP server.
Switch IP Address
. A Factory
D
Setting escription Default
IP address for the
Assi he Weidmdill itch’s IP
Weidmiiller ssigns the Weidmiller Switch’s IP address on a 192.168.1.110
. TCP/IP network.
Switch

Switch Subnet Mask

Setting

Description

Factory
Default

Subnet mask for
the Weidmduller
Switch

Identifies the type of network to which the Switch is
connected (e.g., 255.255.0.0 for a Class B network, or
255.255.255.0 for a Class C network).

255.255.255.0
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Setting Description Factory
Default
IP address for the The IP address of the router that connects the LAN to None
gateway an outside network.
DNS IP Address
. . Factory
tt D t
Setting escription Default
The IP address of the DNS Server used by your
network. After entering the DNS Server's IP address,
1st DNS Server's you can input the Weidmiller Switch's URL (e.g.,
IP address www.VLO8M.company.com) in your browser's address| NOne
field, instead of entering the
IP address.
ond DNS Server's The IP address of the.secor?dary DNS Server used by
IP address your network. The Switch will use the 2nd DNS Server| None
if the 1st DNS Server fails to connect.
DHCP Retry Periods
Setting Description Factory
Default
1to 30 Users can configure the DHCP retry period manually 1
DHCP Retry Times
. . Factory
D
Setting escription Default
0 to 65535 Users can configure the times of DHCP retry manually 0
IP6 Settings

IPv6 setting includes two distinct address types—Link-Local Unicast address and Global Unicast
address. A Link-Local address makes the switch accessible over IPv6 for all devices attached to the

same local subnet. To connect to a larger network with multiple segments, the switch must be

configured with a Global Unicast address.

Global Unicast Address Prefix (Prefix Length: 64 bits) Default Gateway

. o Factory
Setting Description Default
The prefix value must be formatted according to RFC
Global 2373 "IPv6 Addressing Architecture," using 8
Unicast colon-separated 16-bit hexadecimal values. One None
Address double colon may be used in the address to indicate
Prefix the appropriate number of zeros required to fill the

undefined fields.
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. . Factory
Sett D t
etting escription Default
Displays the IPv6 Global Unicast address. The
network portion of the Global Unicast address can be
configured by specifying the Global Unicast Prefix and
None using an EUI-64 interface ID in the low order 64 bits. None
The host portion of the Global Unicast address is
automatically generated using the modified EUI-64
form of the interface identifier (Switch’s MAC address).
Link-Local Address
. o Factory
tt D t
Setting escription Default
The network port?on of the L!nk—LocaI address !s FE8O FES0 :: (EUI-64
and the host portion of the Link-Local address is
None form of the

automatically generated using the modified EUI-64
form of the interface identifier (Switch’s MAC address)

MAC address)

Neighbor Cache

IPv6 Address

Link Layer (MAC) Address

fe80::215:Tefffa09:58 00-15-7e-09-00-58 Reachable
Neighbor Cache
Setting Description Factory
Default
None The information in the neighbor cache that includes the neighboring None

node’s IPv6 address, the corresponding Link-Layer address, and the
current state of the entry.

3.1.6 GARP Timer Parameters

GARP Timer Parameters

Join Time (ms)
Leave Time (ms)

Leaveall Time (ms)

200
600
10000
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Join Time
Setting Description Factory Default
None Specifies the period of the join time 200
Leave Time
Setting Description Factory Default
None Specifies the period of leave time 600
Leaveall Time
Setting Description Factory
Default
None Specifies the period of leaveall time 10000

NOTE Leave Time should be at least two times more than Join Time, and Leaveall Time should
be larger than Leave Time.

3.1.7 Time

3.1.7.1 System Time Settings

The Time configuration page lets users set the time, date, and other settings. An explanation of each
setting is given below the figure.

System Time Settings

Current Time
Current Date
Daylight Saving Time
Start Date

End Date

Offset

System Up Time

Time Zone

1st Time Server IP/Name
2nd Time Server IP/Mame

Time Server Query Period

[ |- ;|- (ex: 04:00-04)

[— - - (ex: 2002/11/13)

Manth Week Day Hour
I e I e R
F® 3 3 3

IU = hour(s)

O0d4ham21s

|[G['-;]T_:Greenv-xich Mean Time: Dublin, Edinburgh, Lishon, Londaon j

|time nist.gov

SECS

53]
[=]
[=]
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The Weidmuller switch has a time calibration function based on information from an NTP server or
user specified time and date. Functions such as automatic warning emails can therefore include time
and date stamp.

the Current Time and Current Date to set the initial time for the Weidmdiller switch after
each reboot, especially when the network does not have an Internet connection for an
NTP server or there is no NTP server on the LAN.

0 NOTE: The Weidmiller switch does not have a real time clock. The user must update

Current Time

. . Factory
Settin Description
g P Default
e Allows configuration of the local time in local
User-specified time. None
24-hour format.
Current Date
. - Factory
Settin Description
L P Default
- Allows configuration of the local date in None
User-specified date.
yyyy-mm-dd format.

Daylight Saving Time
The Daylight Saving Time settings are used to automatically set the Weidmuller switch’s time forward
according to national standards.

Start Date
Setting Description Factory
Default
User-specified Specifies the date that Daylight Saving Time None
date. begins.
End Date
Setting Description Factory
Default
User-specified Specifies the date that Daylight Saving Time None
date. ends.
Offset
Setting Description Factory
Default
User-specified Specifies the number of hours that the time None
hour. should be set forward during Daylight Saving
Time.

27



\rl

User Manual Managed Switches

System Up Time
Indicates how long the Weidmiuiller switch remained up since the last cold start.

Time Zone
Setting Description Factory
Default
User Specifies the time zone, which is used to GMT
selectable determine the local time offset from GMT (Greenwich
time zone (Greenwich Mean Time). Mean
Time)
NOTE: Changing the time zone will automatically correct the current time. Be
0 sure to set the time zone before setting the time.
Time Server IP/Name
Setting Description Factory
Default
1st Time IP or Domain address (e.g., 192.168.1.1 or time.nist.gov
Server time.stdtime.gov.tw or time.nist.gov).
IP/Name
2nd Time The Weidmdller Switch will try to locate the
Server 2nd NTP Server if the 1st NTP Server fails
IP/Name to connect.
3.1.7.2 IEEE 1588 PTP
NOTE:
0 Protocol 1588 PTP is not implemented in the Weidmiller “Value Line”

managed Switches.

The following information is taken from the NIST website at http://ieee1588.nist.gov/intro.htm:

“Time measurement can be accomplished using the IEEE Standard for a Precision Clock
Synchronization Protocol for Networked Measurement and Control Systems (IEEE 1588-2008) to
synchronize real-time clocks incorporated within each component of the electrical power system for
power automation applications.

IEEE 1588, which was published in November 2002, expands the performance capabilities of
Ethernet networks to control systems that operate over a communication network. In recent years an
increasing number of electrical power systems have been using a more distributed architecture with
network technologies that have less stringent timing specifications. IEEE 1588 generates a
master-slave relationship between the clocks, and enforces the specific timing requirements in such
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power systems. All devices ultimately get their time from a clock known as the grandmaster clock. In
its basic form, the protocol is intended to be administration free.”

How does an Ethernet switch affect 1588 synchronization?

The following content is taken from the NIST website at http: //ieee1588.nist.gov/switch.htm:

“An Ethernet switch potentially introduces multi-microsecond fluctuations in the latency between the
1588 grandmaster clock and a 1588 slave clock. Uncorrected these fluctuations will cause
synchronization errors. The magnitude of these fluctuations depends on the design of the Ethernet
switch and the details of the communication traffic. Experiments with prototype implementations of
IEEE 1588 indicate that with suitable care the effect of these fluctuations can be successfully
managed. For example, use of appropriate statistics in the 1588 devices to recognized significant
fluctuations and use suitable averaging techniques in the algorithms controlling the correction of the
local 1588 clock will be the good design means to achieve the highest time accuracy.”

Can Ethernet switches be designed to avoid the effects of these fluctuations?

A switch can be designed to support IEEE 1588 while avoiding the effects of queuing. In this case
two modifications to the usual design of an Ethernet switch are necessary:

Grandmaster Boundary Clock

Clock Slave to the Ordinary Clock
Determines the grandma Slave to its maste
time base for the and master to its

system slave

The Boundary Clock and Transparent Clock functionalities defined by IEEE 1588 must be
implemented in the switch.

The switch must be configured such that it does not pass IEEE 1588 message traffic using the
normal communication mechanisms of the switch.

Such an Ethernet switch will synchronize clocks directly connected to one of its ports to the highest
possible accuracy.

NOTE: The Weidmiller Premium Line managed Switches only supports
software-based IEEE 1588 PTP V1.
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Configuring PTP

PTP Setting

Operation IEEE 1588/PTP

\rl

Operation Enable PTP
Configuration IEEE 1588/PTP
Clock Mode viBC -
logSyncinterval 0(1sec) +
logMinDelayReqginterval hd
Subdomain Name _DFLT -
Transport of PTP IPvd =
Preferred Master False
Status
Offset To Master(nsec)
Grandmaster UUID
Parent UUID
Clock Stratum
Clock Identifier
PTP Port Settings
[ Pot | PortEnable [ PortStas |
G1 Enable =
G2 Enable
G3 Enable =
G4 Enable
G5 Enable
G6 Enable
G7 Enable -
IEEE 1588/PTP Operation
Operation
Setting Description Factory
Default
Enable Globally disables or enables IEEE 1588 .
i Disabled
PTP operation.
Clock Mode (sets the switch’s clock mode)
Setting Description Factory
Default
vl BC Operates as an IEEE 1588 v1 boundary clock. vl BC
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logSyncinterval (sets the synchronization message time interval)

\rl

Setting Description Factory
Default
0,1,2,3,0r 0(1s),1(2s),2(45s),3(8s),0r4(165s). 0
4 Supported in IEEE 1588 V1.
logMinDelayRegInterval
Setting Description Factory
Default
0,1,2, 3,4, Minimum delay request message interval 0 (1sec)
or5
Subdomain Name
Setting Description Factory
Default
_DFLT (0), Subdomain name (IEEE 1588-2002) or the _DFLT (0)
_ALT(1), domain Number (IEEE 1588-2008) fields in
_ALT(2), or PTP messages
_ALT(3)
Transport of PTP (transport protocol of an IEEE 1588 PTP message)
Setting Description Factory
Default
IPv4 IEEE 1588 PTP V1 supports IPv4 only IPv4
Preferred Master
Setting Description Factory
Default
True or Set this switch to be the Grand Master. False
False
Status
Setting Description Factory
Default
N/A Shows the current IEEE 1588 PTP status. N/A

PTP Port Settings

Shows the current switch PTP port settings.
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Enable or disable the settings for Turbo Ring redundancy by the 4 DIP switches located on the

top of the Switch housing.

Selection of used redundancy protocol Turbo Ring V1 or Turbo Ring V2 if enabled in this menu.

Turbo Ring DIP Switch

I” Disable the Turbo Ring DIP Switch

1. To enable the entire set of Hardware DIP switches, uncheck the "Disable the Turbo Ring DIP Switch" option.
2. To disable the entire set of Hardware DIP switches, check the "Disable the Turbo Ring DIP Switch" option.

" Set DIP switch as Turbo Ring
& Set DIP switch as Turbo Ring V2

Activate

3.1.8 Turbo Ring DIP Switch (Menu item and DIP switches)

The menu item Turbo Ring DIP Switch can be used as follows:

&

By default Turbo Ring V2 is activated and will be used when configuring Turbo Ring

redundancy by DIP switches (as shown in above screenshot).

a0

Turbo Ring DIP Switches are supported by all Weidmuller managed Switches

except Premium Line switch series 16/18-Ports (IE-SW-PL16M / IE-SW-PL18M)

&

For a detailed description of Turbo Ring V1 and Turbo Ring V2 please refer to chapter
Using Communication Redundancy.

The external DIP switches only can be used if they
are not disabled in menu ‘Turbo Ring DIP Switch’
(default value).

By factory defaults the Turbo Ring DIP Switches
are set to the OFF position.

Turbo Ring (either V1 or V2) will be activated
immediately (without reboot) when setting DIP
switch 4 to ON.

The used Turbo Ring version depends on
parameter ‘Set DIP switch as Turbo Ring...” in
Webinterface menu ‘Turbo Ring DIP Switch’
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o |f DIP switch 4 is set to ON then the Webinterface menu ‘Communication Redundancy’is locked,
showing the selected Turbo Ring version. DIP switch 4 overrules the redundancy settings of the
Webinterface.

e The role of the switch (Master yes/no, Coupler yes/no) will be set by DIP switches 2 and 3.

Behavior of DIP Switch settings when protocol is set to ‘Turbo Ring V1’

DIP 1 DIP 2 DIP 3 DIP 4
ON: Enables this ON: Enables the ON: Activates DIP
SWITCH as the Ring | default “Ring switches 1, 2, 3 to
Master. Coupling” ports. configure Turbo
Reserved for future Ring settings.

use. e e
OFF: This SWITCH | OFF: Do not use this | OFF: DIP switches 1,

will not be the Ring | SWITCH as the ring |2, 3 will be disabled.
Master. coupler.

Behavior of DIP Switch settings when protocol is set to ‘Turbo Ring V2’

DIP 1 DIP 2 DIP 3 DIP 4

ON: Enables the ON: Enables this ON: Enables the ON: Activates DIP

default “Ring SWITCH as the Ring | default “Ring switches 1, 2, 3 to
Coupling (backup)” | Master. Coupling” port. configure Turbo
port. Ring V2 settings.
OFF: Enables the OFF: This SWITCH | OFF: Do not use this | OFF: DIP switches 1,
default “Ring will not be the Ring | SWITCH as a ring 2, 3 will be disabled.
Coupling (primary)” | Master. coupler.

port.

section Communication redundancy (Chapter 3.5.3.1 Configuring Turbo Ring V1,

0 Regarding the used ports for Ring redundancy and Ring coupling please refer to
Chapter 3.5.3.2 Configuring Turbo Ring V2 ).

By factory defaults the Turbo Ring DIP Switches are set to the OFF position.

=

The Turbo Ring Ports and Coupling Ports will be added automatically to all VLANS if
you set DIP Switch 4 to the “ON” position.
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a0

If you do not enable any of the managed Weidmdiiller Ethernet Switches to be the Ring
Master, the Turbo Ring protocol will automatically choose the Ethernet Switch with the
smallest MAC address range to be the Ring Master. If you accidentally enable more than
one Ethernet Switch to be the Ring Master, these switches will auto-negotiate to

determine which one will be the Ring Master.

&

If you use the browser interface to enable the DIP switches (by un-checking the “Disable
the Turbo Ring DIP switch” checkbox), and then flip DIP switch 4 from ON to OFF, the
Ring Ports and Coupling Ports that were added to all VLANSs will be restored to their
previous software settings. (For details, please refer to the “Using Virtual LANs” section of

this manual).

3.1.9 System File Update (Firmware and Configuration)

3.1.9.1 Update System Files by Remote TFTP

Following saving and restoring functions are available via a remote TFTP server:

e Upload the current configuration to remote TFTP server

e Download the current configuration from remote TFTP server

e Download new firmware from remote TFTP server (The information how to download new
firmware is described in Appendix C).

e Upload the current logging data to remote TFTP server

Update System Files by Remote TFTP

TETP Server IP/Name
Configuration Files Path and Name
Firmware Files Path and Name
Log Files Path and Name

TFTP Server IP/Name

[ Download ] [Upload]

\rl

. . Factory
Settin Description
g P Default
IP Address of Specifies the IP address or name of the remote
TFTP server. Must be set up before None
TFTP Server . L
downloading or uploading files.
Configuration Files Path and Name
Setting Description Factory
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Default

Specifies the path and file name of the
Weidmdiller switch’s configuration file on the None
TFTP server.

Max. 40
characters

Firmware Files Path and Name

. . Factory
tt D t
Setting escription Default
Max. 40 Specifies the path and file name of the None
characters Weidmiller switch’s firmware file.
Log Files Path and Name
. . Factory
tt D t
Setting escription Default
Max. 40 Specifies the path and file name of the None
characters Weidmdller switch’s log file.

After setting the desired path and file names, click Download to download the prepared file from the
remote TFTP server, or click Upload to upload the desired file to the remote TFTP server.

3.1.9.2 Update System Files by Local Import/Export
Following saving and restoring functions are available via file-based data transfer:

e Export the current configuration to connected PC

e Export the current logging data

e Upgrade of firmware by importing a firmware file (*.rom). The information how to download
new firmware is described in Appendix C.

e Loading a new configuration by importing a configuration file

Update System Files by Local Import/Export

Configuration File Export |
Log File Export |

Upgrade Firmware

browse | Import |

|
Upload Configure Data | browse | Import |

Configuration File
To export the configuration file of the Ethernet Switch, click Export to save it to the local host.
Log File

To export the Log file of the Ethernet Switch, click Export to save it to the local host.
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NOTE: Some operating systems will open the configuration file and log file directly
0 in the web page. In such cases, right click the Export button to save the file.

Upgrade Firmware

To import a new firmware file into the Weidmdiller switch, click Browse to select the firmware file that
is saved on your computer. The upgrade procedure will proceed automatically after clicking Import.

Upload Configure Data

To import a configuration file into the Weidmidiller switch, click Browse to select the configuration file
already saved on your computer. The upgrade procedure will proceed automatically after clicking
button Import.

3.1.9.3 System File Update by EBR-Module

You can use Weidmiller's External Backup and Restore Module (can be ordered separately under
article no.: 1241430000) to save and load the Weidmdiller switch’s configurations using the switch’s
RS-232 console port (RJ45 connector on top of the housing).

EBR-Module (External Backup and Restore Module)

Auto load EBR-Module's system configurations when system boots up
Save the current configurations to EBR-Module
Load the EBR-Module's configurations to Switch

Auto load EBR-Module’s system configurations when system boots up

. . Factory
Settin Description
g p Default
Enable Enables Auto load system configurations from
EBR-Module when system boots up
Enable
Disable Disables Auto load system configurations from
EBR-Module when system boots up

If enabled the configuration of a connected EBR-Module will be loaded and saved automatically into
the Switch when the device is booting.

Save the current configurations to the EBR-Module

To export the current configuration file of the Weidmdller switch, click on button Save to save it to the
EBR-Module.
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Load the EBR-Module's configurations to the Switch

To import the configuration file into the Weidmidiller switch, click button Load to load it to the Switch.

If you want to use an EBR-Module to import the configuration of Switch A (stored in the
EBR-Module) into Switch B then both models must be of the same type.

3.1.10 Security

o RADIUS and TACACS+ for user login authentication
o RADIUS for 802.1x port authentication
are only available for Weidmdller Premium Line managed switches.

o The Security software function’s

Security can be categorized in two levels: the user name/password level, and the port access level.
For user name/password level security, Weidm{ller switches provide two different user login options:
Terminal Access Controller Access-Control System Plus (TACACS+) and Remote Authentication
Dial In User Service (RADIUS). The TACACS+ and RADIUS mechanism is a centralized “AAA”
(Authentication, Authorization and Accounting) system for connecting to network services. The
fundamental purpose of both TACACS+ and RADIUS is to provide an efficient and secure
mechanism for user account management.

3.1.10.1 User Login Authentication
User Login Settings

Both TACAS+ and RADIUS authentication are available options.

User Login Settings

User Login Option Tacacs+ R

Auth Server Setting

The detailed configuration settings of TACACS+ and RADIUS are displayed in the table below:
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Server type TACACS+

Auth Server Setting

Server Type

Server IP/Name
Server Port

Server Shared Key
Authentication Type

Server Timeout

Server type Radius
Auth Server Setting

Server Type

Server IP/Name
Server Port

Server Shared Key
Authentication Type

Server Timeout

Weidmiiller 3t

Tacacs+ ~
localhost
49
(Max.15 characters)
ASCII v

30 (1~255 sec)

Radius ~
localhost
1812
(Max.15 characters)
EAP-MD5 ~
5 (1~255 sec)

Setting Description Factory Default

Server Type Authentication server types selection TACACS+

Server IP/Name Set IP address of an external TACACS+/RADIUS Localhost
server as the authentication database

Server Port Set communication port of an external TACACS+: 49
TACACS+/RADIUS server as the authentication RADIUS : 1812
database

Server Shared Set specific characters for server authentication None

Key verification

Authentication The authentication mechanism is EAP-MD5 for ASCII for

Type RADIUS TACACS+

Server Timeout The timeout period to wait for a server response TACACS+: 30

RADIUS : 5
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3.1.10.2 Using Port Access Control

The Weidmdller Premium Line switches provide two kinds of Port-Based Access Control:

e Static Port Lock
e |EEE 802.1X

Static Port Lock

In this case the Weidmiller switch can be configured to protect static MAC addresses for a specific
port. With the Port Lock function, these locked ports will not learn any additional addresses, but only
allow traffic from preset static MAC addresses, helping to block hackers and careless usage.

Access control according IEEE 802.1X

The IEEE 802.1X standard defines a protocol for client/server-based access control and
authentication. The protocol restricts unauthorized clients from connecting to a LAN through ports
that are open to the Internet, and which otherwise would be readily accessible. The purpose of the
authentication server is to check each client that requests access to the port. The client is only
allowed access to the port if the client's permission is authenticated.

Three components are used to create an authentication mechanism based on 802.1X standards:
Client/Supplicant, Authentication Server, and Authenticator.

Client/Supplicant: The end station that requests access to the LAN and switch services and
responds to the requests from the switch.

Authentication server: The server that performs the actual authentication of the supplicant.

Authenticator: Edge switch or wireless access point that acts as a proxy between the supplicant
and the authentication server, requesting identity information from the supplicant, verifying the
information with the authentication server, and relaying a response to the supplicant.

The Weidmdller switch acts as an authenticator in the 802.1X environment. A supplicant and an
authenticator exchange EAPOL (Extensible Authentication Protocol over LAN) frames with each
other. We can either use an external RADIUS server as the authentication server, or implement the
authentication server in the Weidm{ller switch by using a Local User Database as the authentication
look-up table. When we use an external RADIUS server as the authentication server, the
authenticator and the authentication server exchange EAP frames between each other.

Authentication can be initiated either by the supplicant or the authenticator. When the supplicant
initiates the authentication process, it sends an EAPOL-Start frame to the authenticator. When the
authenticator initiates the authentication process or when it receives an EAPOL Start frame, it sends
an EAP Request/ldentity frame to ask for the username of the supplicant. The following actions are
described below:
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Message Exchange
Authentication

. server
Shent (RADIUS)
] =]

i—" -I

EAPOL-Start
EAP-Request/Identity

A

EAP-Response/ldentity RADIUS Access-Request
P EAP-Request/OTP ] __RADIUS Access-Challenge ]
) EAP-Response/OTP _ ) RADIUS Access-Request
EAP-Success ] _ RADIUS Access-Accept ]

< <

Port Authorized
EAPOL-Logoff

>

Port Unauthorized

1. When the supplicant receives an "EAP Request/Identity" frame, it sends an "EAP
Response/ldentity" frame with its username back to the authenticator.

2. If the RADIUS server is used as the authentication server, the authenticator relays the "EAP
Response/ldentity” frame from the supplicant by encapsulating it into a "RADIUS
Access-Request" frame and sends to the RADIUS server. When the authentication server
receives the frame, it looks up its database to check if the username exists. If the username is not
present, the authentication server replies with a "RADIUS Access-Reject” frame to the
authenticator if the server is a RADIUS server or just indicates failure to the authenticator if the
Local User Database is used. The authenticator sends an "EAP-Failure" frame to the supplicant.

3. The RADIUS server sends a "RADIUS Access-Challenge," which contains an "EAP Request”
with an authentication type to the authenticator to ask for the password from the client. RFC 2284
defines several EAP authentication types, such as "MD5-Challenge," "One-Time Password," and
"Generic Token Card." Currently, only "MD5-Challenge" is supported. If the Local User Database
is used, this step is skipped.

4. The authenticator sends an "EAP Request/MD5-Challenge" frame to the supplicant. If the
RADIUS server is used, the "EAP Request/MD5-Challenge” frame is retrieved directly from the
"RADIUS Access-Challenge" frame.

5. The supplicant responds to the "EAP Request/MD5-Challenge" by sending an "EAP
Response/MD5-Challenge" frame that encapsulates the user's password using the MD5 hash
algorithm.

6. If the RADIUS server is used as the authentication server, the authenticator relays the "EAP
Response/MD5-Challenge” frame from the supplicant by encapsulating it into a "RADIUS
Access-Request" frame along with a "Shared Secret," which must be the same within the
authenticator and the RADIUS server, and sends the frame to the RADIUS server. The RADIUS
server checks against the password with its database, and replies with "RADIUS Access-Accept"
or "RADIUS Access-Reject" to the authenticator. If the Local User Database is used, the
password is checked against its database and indicates success or failure to the authenticator.

7. The authenticator sends "EAP Success" or "EAP Failure" based on the reply from the
authentication server.
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Configuring Static Port Lock
The Weidmdiller switch supports adding unicast groups manually if required.
Static Port Lock

Add Static Unicast MAC Address

MAC Address - - - . 5
Port 1 ~

Static Unicast MAC Address

\rl

Setting Description Factory
Default
MAC Address Add the static unicast MAC address into the address None
table.
Port Associates the static address with a dedicated port. 1
Configuring IEEE 802.1X
802.1X Settings
Database Option Local v
Re-Auth Enable ~
Re-Auth Period 3600 sec
Port
1 ["]Enable 2
2 [l Enable =
3 [C]Enable
4 ["]Enable
5 [l Enable
6 [C]Enable =
Database Option
Setting Description Factory
Default
Local Select this option when setting the Local User Local
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(Max. 32 users)

Database as the authentication database.

Radius Select this option to set an external RADIUS server as Local
the authentication database. The authentication
mechanism is EAP-MD5.
Radius, Local Select this option to make using an external RADIUS Local
server as the authentication database the first priority.
The authentication mechanism is EAP-MD5 The first
priority is to set the Local User Database as the
authentication database.
Radius Server
Setting Description Factory
Default
IP address or The IP address or domain name of the RADIUS server local host
domain name
Server Port
Setting Description Factory
Default
Numerical The UDP port of the RADIUS server 1812
Shared Key
Setting Description Factory
Default
alphanumeric A key to be shared between the external RADIUS None
(Max. 40 server and the Weidm{ller switch. Both ends must be
characters) configured to use the same key.
Re-Auth
Setting Description Factory
Default
Enable/Disable Select enable to require re-authentication of the client Disable
after a preset time period of no activity has elapsed.
Re-Auth Period
Setting Description Factory
Default
Numerical Specify how frequently the end stations need to 3600
(60 to 65535 sec) reenter usernames and passwords in order to stay
connected.
802.1X
Setting Description Factory
Default
Enable/Disable Checkmark the checkbox under the 802.1X column to Disable
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enable IEEE 802.1X for one or more ports. All end
stations must enter usernames and passwords before
access to these ports is allowed.

802.1X Re-Authentication

The Weidmdiller switch can force connected devices to be re-authorized manually.

802.1X Re-Authentication

802.1X Re-Authentication

Setting Description Factory
Default
Enable/Disable Enables or disables 802.1X Re-Authentication Disable

Local User Database Setup

When setting the Local User Database as the authentication database, set the database first.
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Local User Database Setup

Current Local Database

[ mar | igox | usordamo | Pasowora | Descipion |

\rl

Add New User
User Name
Password
Description
Local User Database Setup
. o Factory
Settin Description
g p Default
User Name
User Name for the Local User Database None
(Max. 30 characters)
Password
Password for the Local User Database None
(Max. 16 characters)
Description
Description for the Local User Database None

(Max. 30 characters)

o

NOTE: The user name for the Local User Database is case-insensitive.
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Dot1X Radius Server Setting

Dot1X Radius Server Setting

\rl

Same as Auth Server Setting &l
1st Server IP/Name [localhost
1st Server Port [1812
1st Server Shared Key | (Max.15 characters)
2nd Server IP/Name [localhost
2nd Server Port [1812
2nd Server Shared Key | (Max.15 characters)
Activate
Same as Auth Server Setting
Setting Description Factory
Default
Enable/Disable Enable to use the same setting as Auth Server Disable
Server Setting
Setting Description Factory
Default
Server Specifies the IP/name of the server localhost
IP/Name
Server Port Specifies the port of the server 1812
Server Specifies the shared key of the server None
Shared Key

Port Access Control Table

The port status will indicate whether the access is authorized or unauthorized.

Port Access Control Table

por

Mac Address

Status

Remove Select
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3.1.11 Restart

Restart

This function will restart the system.

This function is used to restart the Ethernet Switch.

3.1.12 Factory Default

Reset to Factory Default

This function will reset all settings to their factory default values.
Be aware that previous settings will be lost.

This function provides users with a quick way of restoring the Weidmiuiller switch’s configuration to
factory defaults. The function is available in the serial, Telnet, and web consoles.

network settings to re-establish the web or Telnet console connection with the

0 NOTE: After restoring the factory default configuration, you will need to use the default
Weidmiller switch.

3.1.13 Loop Protection

Avoid maintenance/installation crews from mistakenly placing one cable on the same switch
generating a loop problem.

Two ports that are looped will be blocked if the loop happens on the switch itself.

If triggered then the fault LED will light up.

Loop Protection

Enable
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3.2 Using Port Trunking

0 Port Trunking is only available for Weidmuller Premium Line

managed switches.

Link Aggregation allows one or more links to be aggregated together to form a Link Aggregation
Group. A MAC client can treat Link Aggregation Groups as if they were a single link.

The Weidmiller switch's Port Trunking feature allows devices to communicate by aggregating up to 4
trunk groups, with a maximum of 8 ports for each group. If one of the 8 ports fails, the other seven
ports will provide back up and share the traffic automatically.

Port Trunking can be used to combine up to 8 ports between two Weidm{ller switches. If all ports on
both switch units are configured as 100BaseTX and they are operating in full duplex, the potential
bandwidth of the connection will be 1600 Mbps.

The Port Trunking Concept

The Port Trunking protocol provides the following benefits:

e Gives you more flexibility in setting up your network connections, since the bandwidth of a
link can be doubled, tripled, or quadrupled.

¢ Provides redundancy—if one link is broken, the remaining trunked ports share the traffic
within this trunk group.

e Load sharing—MAC Client traffic may be distributed across multiple links.

To avoid broadcast storms or loops in your network while configuring a trunk, first disable or
disconnect all ports that you want to add to the trunk or remove from the trunk. After you finish
configuring the trunk, enable or re-connect the ports.

If all ports on both switch units are configured as 100BaseTX and they are operating in full duplex,
the potential bandwidth of the connection will be up to 1.6 Gbps on the Weidmdller switch. This
means that users can connect one Weidmdller switch to another Weidmiiller switch by Port Trunking
to double, triple, or quadruple the bandwidth of the connection.

Important note about Port Trunking:

Each Premium Line Weidmdiller switch can set a maximum of 4 Port Trunking groups
(Trk1/Trk2/Trk3/Trk4). When you activate Port Trunking, certain settings related to the trunking ports
will be reset to factory default values, or disabled:

e Communication Redundancy will be reset

e Traffic Prioritization will be reset

e Port-based VLAN or 802.1Q VLAN will be reset
e Multicast Filtering will be reset

e Port Lock will be reset and disabled

e Set Device IP will be reset

e  Mirror Port will be reset
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After port trunking has been activated, you can configure these settings again for each trunking port.

3.2.1 Port Trunking Settings

The Port Trunking Settings page is used to assign ports to a Trunk Group.

Port Trunking Settings

Trunk Group Trk1 = Trunk Type  Static =
Member Ports

__|Port| Enable | Descripion | ___MName | Speed | FDXFlow Ctrl

| Down |
Available Ports

__|Port| Enable | Description | ___MName | Speed | FDXFlow Ctrl

G1  Yes 1000TK RJ45. Auto Disable

G2 Yes 1000TX.RJ45. Auto Disable 3

G3  Yes 1000TK RJ45. Auto Disable

G4 Yes 1000TX. RJ45. Auto Disable AL
| Activate |

Step 1: Select the desired Trunk Group (Trk1, Trk2, Trk3, Trk4) from the drop-down box .
Step 2: Select Static, or LACP from the Trunk Type drop-down box.
Step 3: Select the desired ports under Available Ports and click Up to add to the Trunk group.

Step 4: Select the desired ports under Member Ports and click Down to remove from the group.

Trunk Group (maximum of 4 trunk groups)

Setting Description Factory
Default

Trk1, Trk2, Trk3, Specifies the current trunk group Trkl

Trk4

Trunk Type

Setting Description Factory
Default

Static Selects proprietary trunking protocol Static

LACP Selects LACP (IEEE 802.3ad, Link Aggregation Static

Control Protocol).
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Available Ports/Member Ports

Setting Description Factory
Default

Member/Available Lists the ports in the current trunk group and the N/A

ports ports that are available to be added.

Check box Selects the port to be added or removed from the Unchecked
group.

Port Port number. N/A

Port description Displays the media type for each port. N/A

Name Displays the specified name for each port. N/A

Speed Indicates the transmission speed for each port N/A
(1G-Full, 100M-Full, 100M-Half, 10M-Full, or
10M-Half)

FDX flow control Indicates if the FDX flow control of this port is N/A
"Enabled" or "Disabled."

Up Add selected ports into trunk group from available N/A
ports.

Down Remove selected ports from Member Ports (trunk N/A
group) to available ports.

Trunk Table

Trunk Group

Trkd G8 Success
(Static) Go Success
Trunk Table
Setting Description
Trunk group Displays the Trunk Type and Trunk Group.
Member port Display which member ports belong to the trunk group.
Status Success means port trunking is working properly.
Fail means port trunking is not working properly.
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3.3 Configuring SNMP

\rl

Weidmiller managed Switches supports SNMP V1, V2c, and V3. SNMP V1 and SNMP V2c use a
community string match for authentication, which means that SNMP servers access all objects with
read-only or read/write permissions using the community strings public and private by default. SNMP
V3 requires that you select an authentication level of MD5 or SHA, and is the most secure protocol.
You can also enable data encryption to enhance data security.

Supported SNMP security modes and levels are shown in the following table. Select the security
mode and level that will be used to communicate between the SNMP agent and manager.

Protocol
version

Ul Setting

Authentication

Encryption

Method

SNMP V1,
V2c

V1, V2c Read
Community

Community string

No

Uses a community string
match for authentication.

V1, V2¢ Write/Read
Community

Community string

No

Uses a community string
match for authentication.

SNMP V3

No-Auth

No

No

Uses an account with admin or
user to access objects

MD5 or SHA

Authentication based
on MD5 or SHA

No

Provides authentication based
on HMAC-MDS5, or
HMAC-SHA algorithms.
8-character passwords are the
minimum requirement for
authentication.

MD5 or SHA

Authentication based
on MD5 or SHA

Data
encryption
key

Provides authentication based
on HMAC-MD5 or HMAC-SHA
algorithms, and data
encryption key. 8-character
passwords and a data
encryption key are the
minimum requirements for
authentication and encryption.

These parameters are configured on the SNMP page. A more detailed explanation of each
parameter is given below the figure.
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SNMP

SNMP Read/Write Settings

SNMP

Versions W1, W2e -

V1,V2c Read Community public
V1. V2c Write/Read Community |private

Admin
Admin

Auth. Type

Data Encryption Key |

User Auth. Type

User Data Encryption Key |
Trap Settings

1st Trap Server IP/Name

15t Trap Community public

2nd Trap Server IP/Name

2nd Trap Community public

Trap Mode

Select

Private MIB

Switch

Trap/inform mode Trap =~
Retries (1~99)
Timeout (1~300s)
information

Object ID enterprise 38187.7.7

Activate

3.3.1 SNMP Read/Write Settings

SNMP Versions

\rl

. . Factory
Setting Description Default
V1, V2c, V3, or

ifies the SNMP I i
V1, V2c, or Speci |-est eS protocol version used to manage V1, V2c
the switch.
V3 only
V1, V2c Read Community

. . Factory

Sett D t
etting escription Default
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Specifies the community string to authenticate the

Max. 30 SNMP agent for read-only access. The SNMP agent Public
characters will access all objects with read-only permissions using
this community string.
V1, V2c Write/Read Community
. . Factory
ttin Description
Setting escriptio Default
Specifies the community string to authenticate the
Max. 30 SNMP agent for read/write access. The SNMP server Private
characters will access all objects with read/write permissions

using this community string.

For SNMP V3, there are two levels of privileges for different accounts to access the Weidmidiller
switch. Admin privilege allows access and authorization to read and write the MIB file. User privilege
allows reading the MIB file only.

Admin Auth. Type (for SNMP V1, V2c, V3 and V3 only)

. o Factory
Settin Description
'ng ‘Pt Default
Allows the admin account to access objects without
No-Auth L No
authentication.
Authentication will be based on the HMAC-MD5
MD5-Auth algorithms. 8-character passwords are the minimum No
requirement for authentication.
Authentication will be based on the HMAC-SHA
SHA-Auth algorithms. 8-character passwords are the minimum No
requirement for authentication.
Admin Data Encryption Key (for SNMP V1, V2c, V3, and V3 only)
Setting Description Factory
Default
Enable Enables data encryption using the specified data No
encryption key (between 8 and 30 characters).
Disable Specifies that data will not be encrypted. No
User Auth. Type (for SNMP V1, V2c, V3 and V3 only)
Setting Description Factory
Default
No-Auth Allows the admin account and user account to No
access objects without authentication.
MD5-Auth Authentication will be based on the HMAC-MD5 No

algorithms. 8-character passwords are the minimum
requirement for authentication.
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SHA-Auth Authentication will be based on the HMAC-SHA No
algorithms. 8-character passwords are the minimum
requirement for authentication.

User Data Encryption Key (for SNMP V1, V2c, V3 and V3 only)

Setting Description Factory
Default
Enable Enables data encryption using the specified data No

encryption key (between 8 and 30 characters).

Disable No data encryption No

3.3.2 Trap Settings

SNMP traps allow an SNMP agent to notify a Network Management System (NMS) of a significant
event. The switch supports two SNMP modes, Trap mode and Inform mode.

SNMP Trap Mode “Trap”

In Trap mode, the SNMP agent sends an SNMPv1 trap PDU to the NMS. No acknowledgment is sent
back from the NMS so the agent has no way of knowing if the trap reached the NMS.

Trap Mode

Select Trap/inform mode Trap ~
Retries (1~99)
Timeout (1~300s)

SNMP Trap Mode “Inform”

SNMPv2 provides an inform mechanism. When an inform message is sent from the SNMP agent to
the NMS, the receiver sends a response to the sender acknowledging receipt of the event. This
behavior is similar to that of the get and set requests. If the SNMP agent does not receive a response
from the NMS for a period of time, the agent will resend the trap to the NMS agent. The maximum
timeout time is 300 sec (default is 10 sec), and the maximum number of retries is 99 times (default is
3 time). When the SNMP agent receives acknowledgement from the NMS, it will stop resending the
inform messages.

Trap Mode

Select Trap/inform mode Inform ~
Retries (1~99) 3
Timeout (1~300s) 10
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1st Trap Server IP/Name

Setting Description Factory
Default
IP or name Specifies the IP address or name of the primary trap None
server used by your network.

1st Trap Community

Setting Description Factory

Default
character Specifies the community string to use for public
string authentication (maximum of 30 characters).

2nd Trap Server IP/Name

Setting Description Factory
Default
IP or name Specifies the IP address or name of the secondary None

trap server used by your network.

2nd Trap Community

Setting Description Factory

Default
character Specifies the community string to use for public
string authentication (maximum of 30 characters).

Inform Mode Select

Setting Description Factory
Default

Retries Enter Inform Retry number 3

Timeout Enter Inform Timeout window 10

3.3.3 Private MIB Information

Switch Object ID

Setting Description Factory
Default
Specific Indicates the Weidmiller switch’s enterprise value. Depends on
Weidmdiller the switch
Switch ID model type

NOTE: The Switch Object ID cannot be changed.
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3.4 Using PoE (PoE Models Only)

Power over Ethernet has become increasingly popular due in large part to the reliability provided by
PoE Ethernet switches that supply the necessary power to Powered Devices (PD) when AC power is
not readily available or cost-prohibitive to provide locally.

Power over Ethernet can be used with:

e Surveillance cameras
e Security I/O sensors

e Industrial
e Emergen

wireless access points
cy IP phones

\rl

In fact, it's not uncommon for video, voice, and high-rate industrial application data transfers to be
integrated into one network. Weidmiiller's PoE switches are equipped with many advanced PoE
management functions, providing vital security systems with a convenient and reliable Ethernet
network. Moreover, Weidmiller's PoE switches support the high power PoE+ standard (IEEE
802.3at), 24 VDC direct power input, and 20 ms fast recovery redundancy, Turbo Ring and Turbo

Chain.

3.4.1PoES

ettings

The settings are included to give the user control over the system’s PoE power budget, PoOE port

access, PoE port

power limit and PD failure check.

An explanation of each configuration item follows:

PoE Setting
PoE System Setting
PoE Power Budget Auto 'I 1204 'I

Port Setting
‘ . _ Power Limit PO Failure Check
1 ¥ Enable IAUtD ‘I |3D Watt I~ Enable TP Periodd] 10 Sec
2 W Enable IALIID 'I |3U Watt I~ Enable TP Periods|10 Sec
3 WEnable [Aue 7] [0 Watt [ Enable IR Detiods|10 Sec
4 W Enable IAUID | |3U Watt [~ Enable 1P| Periodd] 10 Sec

Activate

PoE Power Bu

dget

Indicates the POE power that can be supplied by the system

Setting Description Factory
Default
Auto Allows users to set the actual Power Limit value Auto
by each individual PoE port.
Manual The user can set the power limit value that
indicates the power supplied by the system.
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Enable
Setting Description Factory
Default
Checked Allows data and power transmission through Enable
the port
Unchecked Immediately shuts off port access Enable
Power Limit
Setting Description Factory
Default
Auto The amount of power assigned is determined Auto
according to the class that is read from the
powered device.
Manual The user can set the power limit value that Auto
indicates the maximum amount of power
available to the port.

The PoE Ethernet switch can monitor PD working status via its IP conditions. If the PD fails, the
switch will not receive a PD response after the defined period, and the authentication process is
restarted. This is an excellent function to ensure your network reliability and reduce management

burden.

PD Failure Check

Setting Description Factory
Default
Checked Enables the PD Failure Check function. Auto
Unchecked Disables the PD Failure Check function. Auto
IP
Setting Description Factory
Default
Max. 15 Enter the IP for the PD None
Characters
Period
Setting Description Factory
Default
Max. 5 Enter the time span for IP checking period None
Characters
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3.4.2 PoE Timetabling

Powered devices usually do not need to be running 24 hours ~ F°E Timetabling

a day, 7days a week. The PoE Ethernet switch provides a Rl |y
PoE timetabling mechanism to let users set a flexible working Sriie B
schedule for each PoE port to economize the system’s power ~ mmon = o4 [ex 00~24]
burden mTUE o - fex: 00~24]
' CWEN [0 - s [ex: 00~24)
FTHU | ~ o [ex: 00~24]
CFR 0 ~ [z [ex ; 00~24]
CsaT o ~ [z [&x; 00~24]
msUN o ~ o [ex: 00~24]
Activate
Port
Setting Description Factory Default
Port Enable a dedicated port Port 1
Enable
Setting Description Factory Default
Checked Enables the port for a defined time period Disable
Unchecked Disables the port for a defined time period
Weekly Timetabling
Day
Setting Description Factory Default
Checked Enables the port for a defined number of days Disable
Unchecked Disables the port for a defined number of days
Start/End Time
Setting Description Factory Default
Time for working Allows users to enter the start and end time for 0-24
period the PD’s working period

3.4.3 PoE Status

PoE Status
Pot  [status  |Consumption(w) oltage(V) Current(mA)

1 Enable 0 0 0
2 Enable 4 59 66
3 Enable 0 0 0
4 Enable 0 0 0

Iltem Description

Enable/Disable Indicates the PoE port status
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Consumption (W) Indicates the actual Power consumed value for PoE port
Voltage (V) Indicates the actual Voltage consumed value for PoE port
Current (mA) Indicates the actual Current consumed value for PoOE port

3.4.4 PoE Email Warning Events Settings

Since industrial Ethernet devices are often located at the endpoints of a system, these devices do not
always know what is happening elsewhere on the network. This means that a POE port connected to
a PD must provide system administrators with real-time alarm messages. Even when control
engineers are out of the control room for an extended period of time, they can still be informed of the
status of the PD almost instantaneously when exceptions occur. The PoE Ethernet switch supports
different methods for warning engineers automatically, such as email and relay output. It also

supports two digital inputs to integrate sensors into your system to automate alarms using email and
relay output. PoE Email Warning Events Settings
Port Events

Email Warning Event Types can be Fot

divided into two basic groups: ; i i
Power-Fail and PD-Failure. : i i
Activate
Port Events Warming e-mail is sent when...
Power-Fail When actual PD power consumption exceeds related PD power limit setting.
PD-Failure When the switch cannot receive a PD response after the defined period.
3.4.5 PoE Relay Warning Events Settings
Relay Warning Event Types can be PoE Relay Warning Events Settings
divided into two basic groups: Fort S
Power-Fail and PD-Failure. 1 [Dsable = [osbe =
Activate
Port Events Warning e-mail is sent when...
Power-Fail When actual PD power consumption exceeds related PD power limit settings.
PD-Failure When the switch cannot receive a PD response after the defined period.
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3.5 Communication redundancy

3.5.1 Introduction to Communication Redundancy

Setting up Communication Redundancy on your network helps protect critical links against failure,
protects against network loops, and keeps network downtime at a minimum.

Communication Redundancy allows you to set up redundant loops in the network to provide a
backup data transmission route in the event that a cable is inadvertently disconnected or damaged.
This is a particularly important feature for industrial applications, since it could take several minutes
to locate the disconnected or severed cable. For example, if the Weidmdller switch is used as a key
communications component of a production line, several minutes of downtime could cause a big loss
in production and revenue. The Weidmller switch supports following different protocols for
communication redundancy:

e Turbo Ring (V1, original version)

e Turbo Ring V2 (new version with higher performance)

e Turbo Chain

e RSTP (Rapid Spanning Tree) and STP (Spanning Tree Protocols) according to IEEE
802.1W/802.1D-2004

When configuring a redundant ring, all switches on the same ring must be configured to use the
same redundancy protocol. You cannot mix the Turbo Ring (V1), Turbo Ring V2, and STP/RSTP
protocols on the same ring. The following table lists the key differences between the features of each
protocol. Use this information to evaluate the benefits of each, and then determine which features are
most suitable for your network.

Turbo Ring V1| Turbo Ring V2 |Turbo Chain | STP RSTP
Topology Ring Ring Chain Ring, Mesh Ring, Mesh
Recovery Time |<300 ms <20 ms <20 ms Upto30sec. |Upto5sec

All of Weidmiiller’'s managed switches support following proprietary redundancy
protocols:

Turbo Ring (V1) refers to the original version of redundant ring protocol, which has a recovery
time of under 300 ms.

Turbo Ring V2 refers to the new generation Turbo Ring, which has a recovery time of under 20
ms. When using ring segments with Gigabit copper interfaces the recovery time is < 50 ms due to
a different ring health check method compared to Fast Ethernet interfaces.

Turbo Chain is a redundancy protocol with unlimited flexibility that allows you to construct any
type of redundant network topology. The recovery time is under 20 ms.

In this manual, we use the terminology Turbo Ring (V1) and Turbo Ring V2 to differentiate
between rings configured for one or the other of these protocols.

a0

Note: By factory default no redundancy protocol is activated.

By factory default the redundancy protocol RSTP generally is selected, but all Switch ports
are disabled for beeing a RSTP port.
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will increase the bandwidth of the backbone, and also provide redundancy. For example,
suppose that two physical ports, 1 and 2, are trunked to form trunk group Trk1, and then
Trk1 is set as one Turbo Ring path. If eg. port 1 gets disconnected, the remaining trunked
port 2 will share the traffic. If both ports 1 and 2 gets disconnected, then Turbo Ring
automatically is activating the backup path.

0 Note: Port trunking and Turbo Ring can be enabled simultaneously to form a backbone. Doing so

3.5.2 The Turbo Ring Concept

With the proprietaryTurbo Ring protocol you can optimize communication redundancy and achieve a
faster recovery time on the network.

The switches have implemented 2 versions of ring redundancy the old version Turbo Ring (V1) and
the new version Turbo Ring V2

Both versions of Turbo Ring protocol, original Turbo Ring (V1) and new Turbo Ring V2, identifies one
switch as the master of the network, and then automatically block packets from traveling through any
of the network’s redundant loops. In the event that one branch of the ring gets disconnected from the
rest of the network, the protocol automatically re-adjusts the ring so that the part of the network that
was disconnected can re-establish the contact with the rest of the network.

3.5.2.1 Topology Setup for “Turbo Ring (V1)” or “Turbo Ring V2”

Initial setup of a "Turbo Ring (V1)" or "Turbo Ring V2" ring

1. For each switch in the ring, select any two
ports as the redundant ports.

2. Connect redundant ports on neighboring
switches to form the redundant ring.

When configuring Turbo Ring (both versions) a user does not need to configure any of the switches
explicitly as master. If none of the switches in the ring is configured as the master, then the protocol
will automatically assign master status to one of the switches. In fact, the master is only used to
identify which segment in the redundant ring acts as the backup path. In the following subsections,
we explain how the redundant path is selected for rings configured for Turbo Ring (V1) and Turbo
Ring V2.

Determining the Redundant Path of a “Turbo Ring”

In this case, the redundant segment (i.e., the segment that will be blocked during normal operation) is
determined by the number of switches in the ring, and where the ring master is located.
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When the Number of Switches in the Turbo Ring (V1) is Even

"Turbo Ring (V1)" with an even number of switches

Master

D I

If there are 2N switches (an even number) in the
"Turbo Ring", then the backup segment is one of
the two segments connected to the (N+1) st
switch (i.e., the switch unit directly opposite the
master).

When the Number of Switches in the Turbo Ring (V1) is Odd

"Turbo Ring (V1)" with an odd number of switches

Master

Segment N+1

If there are 2N+switches (an odd number) in the
"Turbo Ring", with switches and segments labeled
counterclockwise, then segment N+1 will serve as
the backup path.

For the example shown here, N=1, so that N+1=2.

Turbo Ring V2

Determining the Redundant Path of a "Turbo Ring V2"

Master

For a "Turbo Ring V2", the backup segment is the
segment connected to the 2nd redundant port on
the master.

See Configuring "Turbo Ring V2" in the
Configuring "Turbo Ring (V1)" and "Turbo Ring
V2" section below.
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3.5.2.2 Ring Coupling Configuration

In some applicaions it may not be convenient to connect all devices in the system to form one large
redundant ring, though some devices are located in a remote area. For these systems, “Ring
Coupling” can be used to separate the devices into different smaller redundant rings, but in such a
way that they can still communicate with each other.

A

ATTENTION

In a VLAN environment, the user must set “Redundant Port”, “Coupling Port”, and “Coupling
Control Port” to join all VLANS, since these ports act as the backbone to transmit all packets of
different VLANS to different switches.

Ring coupling based on protocol Turbo Ring (V1, original version)

Ring Coupling for a "Turbo Ring (V1)"

Switch B Switch D
E Main Path E
Coupling

E Control Port E
\' - Backup Path e -_/
Coupling Port

Switch A: ,Coupler” Switch C

To configure the Ring Coupling function for a “Turbo Ring”, select two switches (e.g., Switch A and B
in the above figure) in the ring, and another two switches in the adjacent ring (e.g., Switch C and D).
Decide which two ports in each switch are appropriate to be used as coupling ports, and then link
them together. Next, assign one switch (e.g., Switch A) to be the “coupler” and connect the
coupler’s coupling control port with Switch B (for this example).

The coupler switch (i.e., Switch A) will monitor switch B through the coupling control port to determine
whether or not the coupling port’s backup path should be recovered.

Ring coupling based on protocol Turbo Ring V2 (new version)

Ring Coupling for a "Turbo Ring V2"

Switch B Switch D

Coupling Port (Primary)

/ E Main Path

\‘ ' Backup Path = _/

Coupling Port (Backup)

Switch A Switch C
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Note that the ring coupling settings for a “Turbo Ring V2” are different from a “Turbo Ring”. For Turbo
Ring V2, Ring Coupling is enabled by configuring the “Coupling Port” (Primary) on Switch B, and
the “Coupling Port” (Backup) on Switch A only. You do not need to set up a coupling control port,
so that a “Turbo Ring V2” does not use a coupling control line.

The “Coupling Port” (Backup) on Switch A is used for the backup path, and connects directly to an
extra network port on Switch C. The “Coupling Port” (Primary) on Switch B monitors the status of
the main path, and connects directly to an extra network port on Switch D. With ring coupling
established, Switch A can activate the backup path as soon as it detects a problem with the main
path.

ATTENTION
A Ring Coupling only needs to be enabled on one of the switches serving as the Ring Coupler. The
Coupler must designate different ports as the two Turbo Ring ports and the coupling port.

0 NOTE: You do not need to use the same Ethernet Switch for both Ring Coupling and Ring Master.

3.5.2.3 Dual-Ring Configuration (applies only to “Turbo Ring V2”)

The “dual-ring” option provides another ring coupling configuration, in which two adjacent rings
share one switch. This type of configuration is ideal for applications that have inherent cabling
difficulties.

Dual-Ring for a "Turbo Ring V2"

B

Master

3.5.2.4 Dual-Homing Configuration (applies only to “Turbo Ring V2”)

The “dual-homing” option uses a single Ethernet switch to connect two networks. The primary path
is the operating connection, and the backup path is a back-up connection that is activated in the
event that the primary path connection fails.
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Dual-Homing for a "Turbo Ring V2"

Master

08— B

Ring A E Ring B E
E\/ — —BackUP Path \ E/

Master

Weidmiiller 3t

3.5.3 Configuring “Turbo Ring (V1)” and “Turbo Ring V2”

Use the Communication Redundancy page to select “Turbo Ring (V1)”, “Turbo Ring V2”, or
“Turbo Chain”. Note that configuration pages for these three protocols are different.

3.5.3.1 Configuring Turbo Ring (V1, original version)

1. Select Turbo Ring in field Redundancy protocol.

2. Activate checkbox ‘Set as Master’ for the switch which shall be assigned as ring master.

3. Select the ‘Redundant ports’ which shall be used for the ring.

4. Optionally enable ‘Ring Coupling’ and select coupling ports if a ring coupling topology shall be

used.
Communication Redundancy

Current Status

Now Active None
Master/Slave

Redundant Ports Status
1st Port
2nd Port
Ring Coupling Ports Status -
Coupling Port
Coupling Control Port

Settings

Redundancy Protocol Turbo Ring

[] set as Master

Redundant

Ports 1st Port [

2nd Port 8
[C] Enable Ring Coupling

L]

Coupling Port 5 -
Coupling Control Port 6

4
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Explanation of “Current Status” Items

Now Active

It shows which communication protocol is in use: RSTP, Turbo Ring( V1), Turbo Ring V2, Turbo
Chain or none.

Master/Slave

It indicates whether this switch is the Master (or not) of the Turbo Ring. This field appears only when
Turbo Ring or Turbo Ring V2 modes are selected.

Ring protocol will assign master status to one of the switches in the ring. The master is only used to

0 NOTE: The user does not need to set the master to use Turbo Ring. If master is not set, the Turbo
determine which segment serves as the backup path.

Redundant Ports Status (1st Port, 2nd Port) and
Ring Coupling Ports Status (Coupling Port, Coupling Control Port)

The “Ports Status” indicators show “Forwarding” for normal transmission, “Blocking” if this port is
connected to a backup path and the path is blocked, and “Link down” if there is no connection.

Explanation of ‘Setting’items for selected redundancy protocol Turbo Ring

Set as Master

Setting Description Factory Default
Enabled Select this switch as Master Not checked
Disabled Do not select this switch as Master

Redundant Ports

Setting Description Factory Default

1st Port Select any port of the switch to be one of the redundant | See the following
ports. table

2nd Port Select any port of the switch to be one of the redundant | See the following
ports. table

Below table lists the default redundancy ports dependent on the used models.

Model Default 1st Port Default 2nd Port
IE-SW-VLO5M/08M Series The second from the last port of | The last port of the Switch
IE-SW-PLO6M/08M/09M/16M | the Switch (highest port number)
Series

IE-SW-PL18M Series Port G1 Port G2

IE-SW-PL10M Series Port G2 Port G3

Enable Ring Coupling

Setting Description Factory Default

Enable Select this switch as Coupler

- - - Not checked
Disable Do not select this switch as Coupler

Coupling Port

Setting Description Factory Default
Coupling Port Select any port of the switch to be the coupling port | See the following
table
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Coupling Control Port

Setting Description Factory Default
Coupling Control Select any port of the switch to be the coupling control | See the following
Port port table

Below table lists the default coupling ports dependent on the used models.

Model Default Coupling Port Default Coupling Control Port
IE-SW-VLO5M/08M Series | The fourth from the last port of the | The third from the last port
IE-SW-PLO6M/08M/16M Switch (highest port number) of the
Series Switch

IE-SW-PLO9M Series Port G7 Port G6

IE-SW-PL18M Series Port 15 Port 16

IE-SW-PL10M Series Port 7 Port G1

3.5.3.2 Configuring Turbo Ring V2 (new version)
1. Select Turbo Ring V2 in field Redundancy protocol.
2. If only a redundancy with 1 ring shall be created then do following:

e Activate checkbox ‘Enable Ring 1’

e Activate checkbox ‘Set as Master’ (for ring 1) if the switch shall be assigned as ring master
forring 1

e Select the ‘Redundant ports’ which shall be used for ring 1

3. If the switch is used to connect 2 Turbo rings (Topology Dual-Ring) then additionally do following:

e Activate checkbox ‘Enable Ring 2’

e Activate checkbox ‘Set as Master’ (for ring 2) if the switch shall be assigned as ring master
for ring 2

e Select the ‘Redundant ports’ which shall be used for ring 2

4. Optionally enable ‘Ring Coupling’ and select coupling ports if a ring coupling topology shall be
used.
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Communication Redundancy

Current Status

MNow Active None

Ring 1 Ring 2
Status -- Status
Master/Slave -- Master/Slave
1st Ring Port Status - 1st Ring Port Status
2nd Ring Port Status  -- 2nd Ring Port Status  --

Coupling
Mode =
Coupling Port status Primary Port - Backup Port

Settings
Redundancy Protocol  Turbo Ring V2 -
|Enable Ring 1 Enable Ring 2

Set as Master Set as Master

Redundant Ports gt port 7 ™ Redundant Ports 45t port

2nd Port 8 ~ 2nd Port

Coupling Mode
Primary Port
Backup Port

NOTE: When using the Dual-Ring architecture, users must configure settings for both Ring 1 and
Ring 2. In this case, the status of both rings will appear under “Current Status.”

Explanation of “Current Status” Items

Now Active

It shows which communication protocol is in use: Turbo Ring, Turbo Ring V2, Turbo Chain, RSTP,
or none.

Ring 1/2—Status

It shows Healthy if the ring is operating normally, and shows Break if the ring’s backup link is active.

Ring 1/2—Master/Slave

It indicates whether this switch is the Master (or not) of the Turbo Ring. This field appears only when
Turbo Ring or Turbo Ring V2 modes are selected.

Ring protocol will assign master status to one of the Switch units in the ring. The master is only used

0 NOTE: The user does not need to set the master to use Turbo Ring. If master is not set, the Turbo
to determine which segment serves as the backup path.

Ring 1/2—1st/2nd Ring Port Status

The “Ports Status” indicators show Forwarding for normal transmission, Blocking if this port is
connected to a backup path and the path is blocked, and Link down if there is no connection.

Coupling—Mode
It indicates either None, Dual Homing or Ring Coupling.

Coupling—Coupling Port status
It indicates either Primary Port status or Backup Port status.

67




User Manual Managed Switches

\rl

Explanation of ‘Setting’ items for selected redundancy protocol Turbo Ring V2

Enable Ring 1
Setting Description Factory Default
Enabled Enable the Ring 1 settings checked
Disabled Disable the Ring 1 settings Not checked
Enable Ring 2
Setting Description Factory Default
Enabled Enable the Ring 2 settings

- - ; ; Not checked
Disabled Disable the Ring 2 settings
Set as Master
Setting Description Factory Default
Enabled Select this Switch as Master Not checked
Disabled Do not select this Switch as Master

Redundant Ports

Setting Description Factory Default

1st Port Select any port of the Switch to be one of the redundant | See the following
ports. table

2nd Port Select any port of the Switch to be one of the redundant | See the following

ports.

table

Below table lists the default redundancy ports for Ring 1 dependent on the used models.

Model

Default 1st Port

Default 2nd Port

|IE-SW-VLO5M/08M Series
IE-SW-PLO6M/08M/09M/16M
Series

The second port from the last port
number

The last port of the switch
(highest port number)

|IE-SW-PL18M Series

Port G1

Port G2

IE-SW-PL10M Series

Port G2

Port G3

Below table lists the default redundancy ports for Ring 2 dependent on the used models

Model

Default 1st Port

Default 2nd Port

IE-SW-VLO5M/08M Series
IE-SW-PLO6M/08M/16M
Series

The fourth port from the last port
number

The third port from the last port
number of the switch

IE-SW-PLO9M Series Port G7 Port G6

IE-SW-PL18M Series Port 15 Port 16

IE-SW-PL10M Series Port G1 Port 7

Enable Ring Coupling

Setting Description Factory Default
Enable Select this Switch as Coupler Not checked
Disable Do not select this Switch as Coupler

Coupling Mode

Setting Description Factory Default

Dual Homing Select this item to change to the Dual Homing See the following
configuration page table

Ring Coupling Select this item to change to the Ring Coupling (backup) | See the following
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(backup) configuration page table
Ring Coupling Select this item to change to the Ring Coupling (primary) | See the following
(primary) configuration page table

Below table lists the default coupling ports dependent on the used models.

Model

Default Dual Homing (Primary)

Default Dual Homing (Backup)

All models

Port 1

Port 2

NOTE: The Turbo Ring DIP switches, located on top of the housing, alternatively can be used to

0 configure the Turbo Ring p

rotocols.

If you use the web interface, console interface, or Telnet interface to enable the Turbo Ring DIP

Switches, and then set DIP Switch 4 on the switch’s outer casing to the ON position, you will not be
able to use the web interface, console interface, or Telnet interface to change the status of the DIP
Switch. In this case, the Communication Redundancy settings will be grayed out in the web browser.

Communication Redu

Current Status

MNow Active
Ring 1
Status
Master/Slave
1st Ring Port Status
2nd Ring Port Status
Coupling
Mode
Coupling Port status

Settings

Redundancy Protocol

Enable Ring 1
Set as Master

Redundant Ports 4
2
Enable Ring Coupling
Coupling Mode
Primary Port
Backup Port

ndancy

Turbo Ring V2

Ring 2

Break Status -
Master Master/Slave -
Link down 1st Ring Port Status ==
Link down 2nd Ring Port Status  --

none

Primary Port - Backup Port

Enable Ring 2

Set as Master

st Port
nd Port

Redundant Ports 15t port

2nd Port
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3.5.4 The Turbo Chain Concept

Turbo Chain is an advanced software-technology that gives network administrators the flexibility of
constructing any type of redundant network topology. When using the “Turbo Chain” concept, you
first connect the Ethernet switches in a chain and then simply link the two ends of the chain to an
Ethernet network, as illustrated in the following figure.

Turbo Chain can be used on industrial networks that have a complex topology. If the industrial
network uses a multi-ring architecture, Turbo Chain can be used to create flexible and scalable
topologies with a fast media-recovery time.

How Turbo Chain generally works

e The Switches are connected as a daisy Chain to any other network

e Chain consists of one header switch (Head), any number of member switches (Member) and one
end switch (tail)

e The configured head-port of header switch and configured tail-port of tail are connected to an
existing network

e Tail switch blocks its redundancy line (prevent frame looping) and opens only when the main line
on head-switch is broken. The healing time inside the Turbo Chain is below 20 ms

Set Up Turbo Chain

Head Port ~ v Tail Port
Head Tail
Mem bez \gber Part
E Member Port E Member Port E

3.5.5 Configuring “Turbo Chain”

How to configure Turbo Chain generally:

1. Determine which switch shall be used as Head switch, asTail switch and which devices will
become Member switches.

2. Configure at Header Switch one port as Head port and one port as Member port.

3. Configure at Tail Switch one port as Tail port and one port as Member port.

4. Configure at all Member Switches two ports as Member ports.

5. Connect the Head switch, Tail switch and Member switches as shown in the diagram.

The connecting path from Head port to the network which shall be attached is the main path and the
connecting path to the Tail port is the backup path of the Turbo Chain. Under normal conditions,
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packets are transmitted through the Head Port to the attached network. If any Turbo Chain path is

disconnected, the Tail Port will be activated so that packet transmission can continue.

There is no need to change anything in the configuration of the network on which the Turbo Chain

switches will be attached.

3.5.5.1 Head Switch Configuration
Communication Redundancy

Current Status

Now Active Turbo Chain

Settings
Redundancy Protocol Turbo Chain -
Role Head -

[ PortRole | ___Porthum | ___ PortStatus |

Head Port 6 - Forwarding
Member Port 5 - Forwarding

3.5.5.2 Member Switch Configuration

Communication Redundancy

Current Status

Now Active Turbo Chain

Settings
Redundancy Protocol Turbo Chain -
Role Member =

[ PortRole | ___ PortNum | ____ PortStatus |

1st Member Port 2 - Forwarding
2nd Member Port 1~ Forwarding

3.5.5.3 Tail Switch Configuration

Communication Redundancy

Current Status
Now Active Turbo Chain
Settings
Redundancy Protocol Turbo Chain -
Role Tail -
Port Num
Tail Port 2~
Member Port 1
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Explanation of “Current Status” Item

Now Active

It shows which communication protocol is in use: Turbo Ring V1, Turbo Ring V2, RSTP, Turbo
Chain, or None.

The “Ports Status” indicators show Forwarding for normal transmission, Blocked if this port is
connected to the Tail port as a backup path and the path is blocked, and Link down if there is no
connection.

Explanation of ‘Settings’items for selected redundancy protocol Turbo Chain

Role

Setting Description Factory Default
Head Select this switch as Head Switch

Member Select this switch as Member Switch Member

Tall Select this switch as Tail Switch

Head Role (when selected as Head switch)

Setting Description Factory Default
Head Port Select any port of the Switch to be the head port. See the following table
Member Port Select any port of the Switch to be the member port. See the following table

Member Role (when selected as Member switch)

Setting Description Factory Default

1st Member port | Select any port of the Switch to be the 1st member port | See the following table

2nd Member port | Select any port of the Switch to be the 2nd member port | See the following table

Tail Role (when selected as Tail switch)

Setting Description Factory Default
Tail Port Select any port of the Switch to be the tail port. See the following table
Member Port Select any port of the Switch to be the member port. See the following table

Below tables lists the default redundancy ports used for Turbo Chain dependent on the used

models.

Model used as Head Default Head Port Default Member Port
IE-SW-VLO5M/08M Series The second port from the last port| The last port of the switch
IE-SW-PL0O6M/08M/09M/16M | number (highest port number)
Series

IE-SW-PL18M Series Port G1 Port G2

IE-SW-PL10M Series Port G2 Port G3

Model used as Member Default 1st Member Port Default 2nd Member Port
IE-SW-VLO5M/08M Series The second port from the last port| The last port of the switch
IE-SW-PLO6M/08M/09M/16M | number (highest port number)
Series

IE-SW-PL18M Series Port G1 Port G2

IE-SW-PL10M Series Port G2 Port G3

Model used as Tail Default Tail Port Default Member Port
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IE-SW-VLO5M/08M Series The second port from the last port | The last port of the switch (highest
IE-SW-PLO6M/08M/09M/16M | number port number)

Series

IE-SW-PL18M Series Port G1 Port G2

IE-SW-PL10M Series Port G2 Port G3

3.5.6 STP/RSTP

3.5.6.1 The STP/ RSTP Concept

Spanning Tree Protocol (STP) was designed to help reduce link failures on a network, and provide
an automatic means of avoiding loops. This is particularly important for networks that have a
complicated architecture, since unintended loops in the network can cause broadcast storms.
Weidmiiller switches’ STP feature is disabled by default. To be completely effective, you must enable
RSTP/STP on every Weidmdller switch connected to your network.

Rapid Spanning Tree Protocol (RSTP) implements the Spanning Tree Algorithm and Protocol
defined by IEEE 802.1D-2004. RSTP provides the following benefits:

e The topology of a bridged network will be determined much more quickly compared to STP.
e RSTP is backward compatible with STP, making it relatively easy to deploy.

For example:

o Defaults to sending 802.1D style BPDUs if packets with this format are received.
e STP (802.1D) and RSTP (802.1w) can operate on different ports of the same switch, which is
particularly helpful when switch ports connect to older equipment such as legacy switches.

You get essentially the same functionality with RSTP and STP. To see how the two systems differ,
see section ‘Differences between STP and RSTP’ later in this chapter.

NOTE: The STP protocol is part of the IEEE Std 802.1D, 2004 Edition bridge specification. The
following explanation uses “bridge” instead of “switch.”

STP (802.1D) is a bridge-based system that is used to implement parallel paths for network traffic.
STP uses a loop-detection process to:

e Locate and then disable less efficient paths (i.e., paths that have a lower bandwidth).
e Enable one of the less efficient paths if a more efficient path fails.

The figure below shows a network made up of three LANs separated by three bridges. Each segment
uses at most two paths to communicate with the other segments. Since this configuration can give
rise to loops, the network will overload if STP is NOT enabled.
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Bridge B

Bridge A

Bridge C

If STP is enabled, it will detect duplicate paths and prevent, or block, one of the paths from forwarding
traffic. In the following example, STP determined that traffic from LAN segment 2 to LAN segment 1
should flow through bridges C and A since this path has a greater bandwidth and is therefore more

efficient.

Bridge B

Bridge A

Bridge C

What happens if a link failure is detected? As shown in next figure, the STP process reconfigures the
network so that traffic from LAN segment 2 flows through bridge B.

Bridge B

Bridge A

Bridge C
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STP will determine which path between each bridged segment is most efficient, and then assign a
specific reference point on the network. When the most efficient path has been identified, the other
paths are blocked. In the previous 3 figures, STP first determined that the path through bridge C was
the most efficient, and as a result, blocked the path through bridge B. After the failure of bridge C,
STP re-evaluated the situation and opened the path through Bridge B.

3.5.6.2 How STP Works

When enabled, STP determines the most appropriate path for traffic through a network. The way it
does this is outlined in the sections below.

STP Requirements
Before STP can configure the network, the system must satisfy the following requirements:

e All bridges must be able to communicate with each other. The communication is carried out
using Bridge Protocol Data Units (BPDUSs), which are transmitted in packets with a known
multicast address.

e Each bridge must have a Bridge Identifier that specifies which bridge acts as the central
reference point, or Root Bridge, for the STP system—~bridges with a lower Bridge Identifier are
more likely to be designated as the Root Bridge. The Bridge Identifier is calculated using the
MAC address of the bridge and a priority defined for the bridge. For example, the default priority
setting of Weidmdller switches is 32768.

« Each port has a cost that specifies the efficiency of each link. The efficiency cost is usually
determined by the bandwidth of the link, with less efficient links assigned a higher cost. The
following table shows the default port costs for a switch:

Port Speed |Path Cost 802.1D, Path Cost

1998 Edition 802.1w-2001
10 Mbps 100 2,000,000
100 Mbps 19 200,000
1000 Mbps |4 20,000

STP Calculation

The first step of the STP process is to perform calculations. During this stage, each bridge on the
network transmits BPDUs. The following items will be calculated:

e Which bridge should be the Root Bridge. The Root Bridge is the central reference point from
which the network is configured.

e The Root Path Costs for each bridge. This is the cost of the paths from each bridge to the Root
Bridge.

e The identity of each bridge’s Root Port. The Root Port is the port on the bridge that connects to
the Root Bridge via the most efficient path. In other words, the port connected to the Root Bridge
via the path with the lowest Root Path Cost. The Root Bridge, however, does not have a Root
Port.

e The identity of the Designated Bridge for each LAN segment. The Designated Bridge is the
bridge with the lowest Root Path Cost from that segment. If several bridges have the same Root
Path Cost, the one with the lowest Bridge Identifier becomes the Designated Bridge. Traffic
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transmitted in the direction of the Root Bridge will flow through the Designated Bridge. The port
on this bridge that connects to the segment is called the Designated Bridge Port.

STP Configuration

After all of the bridges on the network agree on the identity of the Root Bridge, and all other relevant
parameters have been established, each bridge is configured to forward traffic only between its Root
Port and the Designated Bridge Ports for the respective network segments. All other ports are
blocked, which means that they will not be allowed to receive or forward traffic.

STP Reconfiguration

Once the network topology has stabilized, each bridge listens for Hello BPDUs transmitted from the
Root Bridge at regular intervals. If a bridge does not receive a Hello BPDU after a certain interval (the
Max Age time), the bridge assumes that the Root Bridge, or a link between itself and the Root Bridge,
has ceased to function. This will trigger the bridge to reconfigure the network to account for the
change. If you have configured an SNMP trap destination, when the topology of your network
changes, the first bridge to detect the change will send out an SNMP trap.

Differences between STP and RSTP

RSTP is similar to STP, but includes additional information in the BPDUs that allow each bridge to
confirm that it has taken action to prevent loops from forming when it decides to enable a link to a
neighboring bridge. Adjacent bridges connected via point-to-point links will be able to enable a link
without waiting to ensure that all other bridges in the network have had time to react to the change.
The main benefit of RSTP is that the configuration decision is made locally rather than network-wide,
allowing RSTP to carry out automatic configuration and restore a link faster than STP.

STP Example

The LAN shown in the following figure has three segments, with adjacent segments connected using
two possible links. The various STP factors, such as Cost, Root Port, Designated Bridge Port, and
Blocked Port are shown in the figure.
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LAN Segment 1

Port 1 Port 1 Port 1
(Designated (Root Port) (Root Port)
Bridge Port) Cost =100
Bridge A Bridge B Bridge X
Port 2 Port 2 Port 2
(Root Bridge) (Designated (Blocked Port)
A Bridge Port)

LAN Segment 2

Port 1 Port 1

(Root Port) (Root Port)
Bridge C Bridge Y

Port 2 Port 2

(Designated (Blocked Port)

Bridge Port)

LAN Segment 3

e Bridge A has been selected as the Root Bridge, since it was determined to have the lowest
Bridge Identifier on the network.

e Since Bridge A is the Root Bridge, it is also the Designated Bridge for LAN segment 1. Port 1 on
Bridge A is selected as the Designated Bridge Port for LAN Segment 1.

e Ports 1 of Bridges B, C, X, and Y are all Root Ports since they are nearest to the Root Bridge, and
therefore have the most efficient path.

e Bridges B and X offer the same Root Path Cost for LAN segment 2. However, Bridge B was
selected as the Designated Bridge for that segment since it has a lower Bridge Identifier. Port 2
on Bridge B is selected as the Designated Bridge Port for LAN Segment 2.

¢ Bridge C is the Designated Bridge for LAN segment 3, because it has the lowest Root Path Cost
for LAN Segment 3:
e The route through bridges C and B costs 200 (C to B=100, B to A=100)
e The route through bridges Y and B costs 300 (Y to B=200, B to A=100)

e The Designated Bridge Port for LAN Segment 3 is port 2 on bridge C.

Using STP on a Network with Multiple VLANs

IEEE Std 802.1D, 1998 Edition, does not take into account VLANs when calculating STP
information—the calculations only depend on the physical connections. Consequently, some
network configurations will result in VLANSs being subdivided into a number of isolated sections by
the STP system. You must ensure that every VLAN configuration on your network takes into account
the expected STP topology and alternative topologies that may result from link failures.

The following figure shows an example of a network that contains VLANs 1 and 2. The VLANSs are
connected using the 802.1Q-tagged link between switch B and Switch C. By default, this link has a
port cost of 100 and is automatically blocked because the other switch-to-switch connections have a
port cost of 36 (18+18). This means that both VLANs are now subdivided—VLAN 1 on switches A
and B cannot communicate with VLAN 1 on switch C, and VLAN 2 on switches A and C cannot
communicate with VLAN 2 on switch B.
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Switch A
100BaseTX VLANT 100BaseTX
full-duplex Link; VLANZ full-duplex Link;
only carries VLAN1 only carries VLANZ2
(path cost = 18) (path cost = 18)
Switch B Block Switch C
VLAN1 VLANA
802.1Q tagged,
VLAN2 10BaseTx VLAN2

half-duplex Link
carries VLAN1, 2
(path cost = 100)

To avoid subdividing VLANS, all inter-switch connections should be made members of all available
802.1Q VLANSs. This will ensure connectivity at all times. For example, the connections between
switches A and B, and between switches A and C, should be 802.1Q tagged and carrying VLANs 1
and 2 to ensure connectivity.

3.5.7 Configuring STP / RSTP

The following figures indicate which Spanning Tree Protocol parameters can be configured. A more
detailed explanation of each parameter follows.

Communication Redundancy

Current Status

Root/Not root

Settings
,Fff:tgggf‘"cy RSTP (IEEE 802.1D 2004) ~
Bridge Priority 32768 ~ Hello Time 2
Forwarding Delay 15 Max Age
-
Auto
2 B Auto 128 I— 2
3 Auto 128 [zo0000 o |
4 B Auto 128 [2oo000 |
5 Auto 128 [200000 | —~
6 [ Auto 128 l— e
7 | Auto 128 I—- 2
8 (&) Auto 128 [— -
9 B Auto 128 [200000 | -
10 E Auto 128 [200000 2 =

\'
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At the top of this page, the user can check the Current Status of this function. For RSTP, you will

See:

Root/Not Root

This field only appears when RSTP mode is selected. The field indicates whether or not this switch is
the Root of the Spanning Tree (the root is determined automatically).

At the bottom of this page, the user can configure the “Settings” of this function. For RSTP, you can

configure:

Explanation of ‘Settings’items for selected redundancy protocol RSTP

Bridge priority

Setting

Description

Factory Default

Numerical value
selected by user

Increase this device’s bridge priority by selecting a lower
number. A device with a higher bridge priority has a
greater chance of being established as the root of the
Spanning Tree topology.

32768

Forwarding Delay (sec)

Setting

Description

Factory Default

Numerical value
input by user

The amount of time this device waits before checking to
see if it should change to a different state.

15

Hello time (sec)

Setting

Description

Factory Default

Numerical value
input by user

The root of the Spanning Tree topology periodically
sends out a “hello” message to other devices on the
network to check if the topology is healthy. The “hello
time” is the amount of time the root waits between
sending hello messages.

Max. Age (sec)

Setting

Description

Factory Default

Numerical value
input by user

If this device is not the root, and it has not received a hello
message from the root in an amount of time equal to
“Max. Age,” then this device will reconfigure itself as a
root. Once two or more devices on the network are
recognized as a root, the devices will renegotiate to set
up a new Spanning Tree topology.

20

Enable RSTP per Port

Setting Description Factory Default
Enable/Disable Z(;Igg(; enable the port as a node on the Spanning Tree Disabled
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NOTE: We suggest not enabling the Spanning Tree Protocol once the port is connected to a device
(PLC, RTU, etc.) as opposed to network equipment. The reason is that it will cause unnecessary
negotiation.

Edge Port
Setting Description Factory Default
Auto 1. If the port does not receive a BPDU within 3

seconds, the port will be in the forwarding state.

2. Once the port receives a BPDU, it will start the

RSTP negotiation process. Auto

Force Edge The port is fixed as an edge port and will always be in the
forwarding state

False The port is set as the normal RSTP port
Port Priority
Setting Description Factory Default
Numerical value Increase this port’s priority as a node on the Spanning 128
selected by user Tree topology by entering a lower number.
Port Cost
Setting Description Factory Default
Numerical value Input a higher cost to indicate that this port is less suitable 200000
input by user as a node for the Spanning Tree topology.

Port Status

It indicates the current Spanning Tree status of this port. “Forwarding” for normal transmission, or
“Blocking” to block transmission.

Configuration Limits of STP/RSTP

The Spanning Tree Algorithm places limits on three of the configuration items described previously:

Rule/Limitation 1: 1sec = Hello Time = 10 sec
Rule/Limitation 2: 6 sec = Max. Age = 40 sec
Rule/Limitation 3: 4 sec = Forwarding Delay = 30 sec

These three variables are further restricted by the following two inequalities:

Rule/Limitation 4: 2 x (Hello Time + 1 sec) = Max. Age = 2 x (Forwarding Delay — 1 sec)

The firmware will alert you immediately if any of these restrictions are violated.

For example, setting  Hello Time =5 sec and
Max. Age = 20 sec and
Forwarding Delay = 4 sec
does not violate rule 1 through 3, but does violate rule 4 because in this case

2 x (Hello Time + 1 sec) = 12 sec and
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2 x (Forwarding Delay — 1 sec) = 6 sec.

You can remedy the situation in many ways. One solution is simply to increase the Forwarding Delay
value to at least 11 sec.

Perform the following steps to avoid repetitive approach:

Step 1: Assign a value to “Hello Time” and then calculate the left most part of rule 4 to get the lower
limit of “Max. Age”.

Step 2: Assign a value to “Forwarding Delay” and then calculate the right most part of rule 4 to get
the upper limit for “Max. Age”.

Step 3: Assign a value to “Forwarding Delay” that satisfies the conditions.

3.6 Using Traffic Prioritization

The Weidmdller switch’s traffic prioritization capability provides Quality of Service (QoS) to your
network by making data delivery more reliable. You can prioritize traffic on your network to ensure
that high priority data is transmitted with minimum delay. Traffic can be controlled by a set of rules to
obtain the required Quality of Service for your network. The rules define different types of traffic and
specify how each type should be treated as it passes through the switch. The Weidm{ller switch can
inspect both IEEE 802.1p/1Q layer 2 CoS tags, and even layer 3 TOS information to provide
consistent classification of the entire network. The implemented QoS capability improves the
performance and determinism of industrial networks for mission critical applications.

3.6.1 The Traffic Prioritization Concept

What is Traffic Prioritization?

Traffic prioritization allows you to prioritize data so that time-sensitive and system-critical data can be
transferred smoothly and with minimal delay over a network. The benefits of using traffic prioritization
are:

e Improve network performance by controlling a wide variety of traffic and managing
congestion.

e Assign priorities to different categories of traffic. For example, set higher priorities for
time-critical or business-critical applications.

e Provide predictable throughput for multimedia applications, such as video conferencing or
voice over IP, and minimize traffic delay and jitter.

e Improve network performance as the amount of traffic grows. This will save cost by reducing
the need to keep adding bandwidth to the network.

How Traffic Prioritization Works
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Traffic prioritization uses the four traffic queues that are present in your Weidmduller managed Switch
to ensure that high priority traffic is forwarded on a different queue from lower priority traffic. This is
what provides Quality of Service (QoS) to your network.

Weidmiller managed Switch traffic prioritization depends on two industry-standard methods:

e |EEE 802.1D - A layer 2 marking scheme.
o Differentiated Services (DiffServ) > A layer 3 marking scheme.

IEEE 802.1D Traffic Marking

The IEEE Std 802.1D, 1998 Edition marking scheme, which is an enhancement to IEEE Std 802.1D,
enables Quality of Service on the LAN. Traffic service levels are defined in the IEEE 802.1Q 4-byte
tag, which is used to carry VLAN identification as well as IEEE 802.1p priority information. The 4-byte
tag immediately follows the destination MAC address and Source MAC address.

The IEEE Std 802.1D, 1998 Edition priority marking scheme assigns an IEEE 802.1p priority level
between 0 and 7 to each frame. The priority marking scheme determines the level of service that this
type of traffic should receive. Refer to the table below for an example of how different traffic types can
be mapped to the eight IEEE 802.1p priority levels.

IEEE 802.1p IEEE 802.1D Traffic Type
Priority Level

Best Effort (default)

Background

Standard (spare)

Excellent Effort (business critical)

Controlled Load (streaming multimedia)

Video (interactive media); less than 100 milliseconds of latency and jitter

Voice (interactive voice); less than 10 milliseconds of latency and jitter

N[ o o A W[ N| | O

Network Control Reserved traffic

Even though the IEEE 802.1D standard is the most widely used prioritization scheme in the LAN
environment, it still has some restrictions:

e Itrequires an additional 4-byte tag in the frame, which is normally optional for Ethernet
networks. Without this tag, the scheme cannot work.

e The tag is part of the IEEE 802.1Q header, so to implement QoS at layer 2, the entire
network must implement IEEE 802.1Q VLAN tagging.

e Itis only supported on a LAN and not across routed WAN links, since the IEEE 802.1Q tags
are removed when the packets pass through a router.

Differentiated Services (DiffServ) Traffic Marking
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DiffServ is a Layer 3 marking scheme that uses the DiffServ Code Point (DSCP) field in the IP header
to store the packet priority information. DSCP is an advanced intelligent method of traffic marking
that allows you to choose how your network prioritizes different types of traffic. DSCP uses 64 values
that map to user-defined service levels, allowing you to establish more control over network traffic.

The advantages of DiffServ over IEEE 802.1D are:

e You can configure how you want your switch to treat selected applications and types of traffic by
assigning various grades of network service to them.

e No extra tags are required in the packet.

e DSCP uses the IP header of a packet to preserve priority across the Internet

e DSCP is backward compatible with IPV4 TOS, which allows operation with existing devices that
use a layer 3 TOS enabled prioritization scheme.

Traffic Prioritization

Weidmiller managed Switches classify traffic based on layer 2 of the OSI 7 layer model, and the
switch prioritizes received traffic according to the priority information defined in the received packet.
Incoming traffic is classified based upon the IEEE 802.1D frame and is assigned to the appropriate
priority queue based on the IEEE 802.1p service level value defined in that packet. Service level
markings (values) are defined in the IEEE 802.1Q 4-byte tag, and consequently traffic will only
contain 802.1p priority markings if the network is configured with VLANs and VLAN tagging. The
traffic flow through the switch is as follows:

e A packet received by the switch may or may not have an 802.1p tag associated with it. If it does
not, then it is given a default 802.1p tag (which is usually 0). Alternatively, the packet may be
marked with a new 802.1p value, which will result in all knowledge of the old 802.1p tag being
lost.

e Asthe 802.1p priority levels are fixed to the traffic queues, the packet will be placed in the
appropriate priority queue, ready for transmission through the appropriate egress port. When the
packet reaches the head of its queue and is about to be transmitted, the device determines
whether or not the egress port is tagged for that VLAN. If it is, then the new 802.1p tag is used in
the extended 802.1D header.

e The Weidmduller Switch will check a packet received at the ingress port for IEEE 802.1D traffic
classification, and then prioritize it based upon the IEEE 802.1p value (service levels) in that tag.
It is this 802.1p value that determines to which traffic queue the packet is mapped to.

Traffic Queues

The hardware of Weidm{ller switches has multiple traffic queues that allow packet prioritization to
occur. Higher priority traffic can pass through the Weidmdiller switch without being delayed by lower
priority traffic. As each packet arrives in the Weidmdller switch, it passes through any ingress
processing (which includes classification, marking/re-marking), and is then sorted into the
appropriate queue. The switch then forwards packets from each queue.

The Weidmdller switches support two different queuing mechanisms:

e Weight Fair: This method services all the traffic queues, giving priority to the higher priority
gueues. Under most circumstances, the Weight Fair method gives high priority precedence over
low priority, but in the event that high priority traffic does not reach the link capacity, lower priority
traffic is not blocked.
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e Strict: This method services high traffic queues first; low priority queues are delayed until no
more high priority data needs to be sent. The Strict method always gives precedence to high
priority over low priority.

3.6.2 Configuring Traffic Prioritization

Quality of Service (QoS) provides a traffic prioritization capability to ensure that important data is
delivered consistently and predictably. The Weidmdller switch can inspect IEEE 802.1p/1Q layer 2

CoS tags, and even layer 3 TOS information, to provide a consistent classification of the entire
network. The implemented QoS capability improves your industrial network’s performance and

determinism for mission critical applications.

3.6.2.1 QoS Classification

0 NOTE: Generally the priority of an ingress frame is determined in following order:

1. Port Priority
2. Inspect TOS
3. Inspect CoS

There are two QoS classification settings depending on the specific model of the switch.

Type Models Supported
Type 1 IE-SW-VLO5M/VLO8M series, IE-SW-PLO6M/PLO8M/PLO9M/PL10M series
Type 2 IE-SW-PL16M/PL18M series

Type 1 (IE-SW-VLO5M/VLO08M series, IE-SW-PL0O6M/PLO8M/PLO9IM/PL10M series)

QoS Classification

Queuing Mechanism

1

[ N T

=]

v

v

Vv

Weight Fair (8:4:2:1) =]

Inspect Tos Inspect CoS Paort Priority

v
b

b

b

3(Normal) = |
3(Normal) [x]
3{Normal) [
3(Normal) ¥
3(Normal) x|
3(Normal) [x]
3{Normal) [x |

3{Normal) | ¥ |

FS

m

The Weidmdller switch supports inspection of layer 3 TOS and/or layer 2 CoS tag information to
determine how to classify traffic packets.
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Queuing Mechanism — Type 1

\rl

medium, high priority queue option is applied to each
port.

. " Factory
Setting Description Default
The Weidmiiller switch has 4 priority queues. In the weight
fair scheme, an 8, 4, 2, 1 weighting is applied to the four
Weight Fair priorities. This approach prevents the lower priority frames
from being starved of opportunity for transmission with only
a slight delay to the higher priority frames.
In the Strict-priority scheme, all top-priority frames egress a Weight Fair
port until that priority’s queue is empty, and then the next
Strict lower priority queue’s frames egress. This approach can
cause the lower priorities to be starved of opportunity for
transmitting any frames but ensures that all high priority
frames will egress the switch as soon as possible.
Inspect TOS - Type 1
Setting Description Factory
Default
Enable/Disable Enables or disables the Weidmdiller switch for inspecting Enabled
Type of Service (TOS) bits in the IPV4 frame to determine
the priority of each frame.
Inspect COS - Type 1
Setting Description Factory
Default
Enable/Disable Select the option to enable the Switch to inspect the Enabled
802.1p COS tag in the MAC frame to determine the
priority of each frame.
Port Priority — Type 1
Setting Description Factory
Default
Port priority The port priority has 4 priority queues. Low, normal, 3(Normal)

Type 2 (IE-SW-PL16M/PL18M series)
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QoS Classification

Queuing Mechanism

Port Highest Priority Inspect ToS Inspect CoS
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Queuing Mechanism - Type 2

\rl

Setting

Description

Factory
Default

Weight Fair

The Weidmdller switch has 4 priority queues. In the
weight fair scheme, an 8, 4, 2, 1 weighting is applied
to the four priorities. This approach prevents the
lower priority frames from being starved of
opportunity for transmission with only a slight delay
to the higher priority frames.

Strict

In the Strict-priority scheme, all top-priority frames
egress a port until that priority’s queue is empty, and
then the next lower priority queue’s frames egress.
This approach can cause the lower priorities to be
starved of opportunity for transmitting any frames but
ensures that all high priority frames will egress the
switch as soon as possible.

Weight Fair

Port Highest Priority — Type 2

Setting

Description

Factory
Default

Enable/Disable

Enables or disables the priority inspection of each
port

Diabled

Inspect TOS - Type 2

Setting

Description

Factory
Default

Enable/Disable

Enables or disables the Weidmiiller switch for
inspecting Type of Service (TOS) bits in the IPV4
frame to determine the priority of each frame.

Enabled
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Inspect COS — Type 2

Setting Description Factory
Default
Enable/Disable Enables or disables the Weidm{ller Switch for Enabled

inspecting 802.1p COS tags in the MAC frame to
determine the priority of each frame.

instance, if a “hot” higher priority port is required for a network design, “Inspect TOS” and
“Inspect CoS” can be disabled. This setting leaves only port default priority active, which
results in all ingress frames being assigned the same priority on that port.

o NOTE: The designer can enable these classifications individually or in combination. For

3.6.2.2 CoS Mapping

Mapping Table of CoS Value and Priority Queues

Cos

0 Low v
1 Low v
2 Normal ~
3 Normal ~
4 Medium ~
5 Medium ~
6 High ~
7 High ~
CoS Value and Priority Queues
Setting Description Factory Default
Low/Normal/ Maps different CoS values to 4 0: Low
Medium/High different egress queues. 1: Low
2: Normal
3: Normal
4: Medium
5: Medium
6: High
7: High

3.6.2.3 ToS/DiffServ Mapping
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Mapping Table of ToS (DSCP) Value and Priority Queues

s

0x00(1) Low v 0x04(2) Low v 0x08(3) Low v 0x0C(4) Low -
0x10(5) Low v~ 0x14(6) Low v 0x18(7) Low

4

0x1C(8) Low  ~

0x20(9) Low ~ O0x24(10) Low ~ O0x28(11) Low ~ "(’1‘25’ Low v ||

0x30(13) Low  ~ 0x34(14) Low  ~ O0x38(15) Low =~ "(’1‘2‘): Low -~

0x40(17) Normal v 0x44(18) Normal ~ 0x48(19) Normal ~ 0(’2(3? Normal ~

0x50(21) Normal ~ 0x54(22) Normal ~ 0x58(23) Normal ~ "(’,“,i? Normal ~

0x60(25) Normal ~ 0x64(26) Normal ~ 0x68(27) Normal ~ "(’2‘58‘): Normal ~

0x70(29) Normal ~ 0x74(30) Normal v 0x78(31) Normal ~ 0(272? Normal ~

NvaNI22Y  Madinm « NvRAIRAY  Madiim « NvRK2AR) Madinm w 0x8C Madinm w 24

ToS (DSCP) Value and Priority Queues

Setting Description Factory Default

Low/Normal/ Maps different ToS values to 4 1to 16: Low

Medium/High different egress queues.. 17 to 32: Normal
33 to 48: Medium
49 to 64: High

3.7 Using Virtual LAN

Setting up Virtual LANs (VLANS) on your Weidmdiller switch increases the efficiency of your network
by dividing the LAN into logical segments, as opposed to physical segments. In general, VLANs are
easier to manage.

3.7.1 The Virtual LAN (VLAN) Concept

What is a VLAN?

A VLAN is a group of devices that can be located anywhere on a network, but which communicate as
if they are on the same physical segment. With VLANS, you can segment your network without being
restricted by physical connections—a limitation of traditional network design. With VLANSs you can
segment your network according into:

e Departmental groups—You could have one VLAN for the marketing department, another for
the finance department, and another for the product development department.

e Hierarchical groups—You could have one VLAN for directors, another for managers, and
another for general staff.

e Usage groups—You could have one VLAN for email users and another for multimedia users.
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Switch A

ackbone connects multiple switches
Switch B

“ . . . . . . Department

Department 1

VLAN 1

Benefits of VLANS

The main benefit of VLANS is that they provide a network segmentation system that is far more
flexible than traditional networks. Using VLANSs also provides you with three other benefits:

VLANS ease the relocation of devices on networks: With traditional networks, network
administrators spend most of their time dealing with moves and changes. If users move to a
different subnetwork, the addresses of each host must be updated manually. With a VLAN setup,
if a host on VLAN Marketing, for example, is moved to a port in another part of the network, and
retains its original subnet membership, you only need to specify that the new port is on VLAN
Marketing. You do not need to carry out any re-cabling.

VLANS provide extra security: Devices within each VLAN can only communicate with other
devices on the same VLAN. If a device on VLAN Marketing needs to communicate with devices
on VLAN Finance, the traffic must pass through a routing device or Layer 3 switch.

VLANS help control traffic: With traditional networks, congestion can be caused by broadcast
traffic that is directed to all network devices, regardless of whether or not they need it. VLANSs
increase the efficiency of your network because each VLAN can be set up to contain only those
devices that need to communicate with each other.

VLANs

Your Weidmuller switch provides support for VLANSs using IEEE Std 802.1Q-1998. This standard
allows traffic from multiple VLANSs to be carried across one physical link. The IEEE Std 802.1Q-1998
standard allows each port on your Weidm{ller switch to be placed in:

On a single VLAN defined in the Weidmller switch
On several VLANs simultaneously using 802.1Q tagging

The standard requires that you define the 802.1Q VLAN ID for each VLAN on your Weidmdiller switch
before the switch can use it to forward traffic:

Managing a VLAN

A new or initialized Weidmuller contains a single VLAN—the Default VLAN. This VLAN has the
following definition:

VLAN Name—Management VLAN
802.1Q VLAN ID—1 (if tagging is required)

All the ports are initially placed on this VLAN, and it is the only VLAN that allows you to access the
management software of the Weidmdller switch over the network.
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Communication between VLANS

If devices connected to a VLAN need to communicate to devices on a different VLAN, a router or
Layer 3 switching device with connections to both VLANS needs to be installed. Communication
between VLANS can only take place if they are all connected to a routing or Layer 3 switching device.

VLANSs: Tagged and Untagged Membership

The Weidmdller switch supports 802.1Q VLAN tagging, a system that allows traffic for multiple
VLANS to be carried on a single physical (backbone, trunk) link. When setting up VLANS you need to
understand when to use untagged and tagged membership of VLANS. Simply put, if a port is on a
single VLAN it can be an untagged member, but if the port needs to be a member of multiple VLANS,
tagged membership must be defined.

A typical host (e.qg., clients) will be untagged members of one VLAN, defined as "Access Port" in the
Weidmdiller switch, while inter-switch connections will be tagged members of all VLANSs, defined as
"Trunk Port" in the Weidmdiller switch.

The IEEE Std 802.1Q-1998 defines how VLANSs operate within an open packet-switched network. An
802.1Q compliant packet carries additional information that allows a switch to determine which VLAN
the port belongs. If a frame is carrying the additional information, it is known as a tagged frame.

To carry multiple VLANSs across a single physical (backbone, trunk) link, each packet must be tagged
with a VLAN identifier so that the switches can identify which packets belong to which VLAN. To
communicate between VLANS, a router must be used.

The Weidmdller switch supports three types of VLAN port settings:

e Access Port: The port connects to a single device that is not tagged. The user must define the
default port PVID that assigns which VLAN the device belongs to. Once the ingress packet of this
Access Port egresses to another Trunk Port (the port needs all packets to carry tag information),
the switch will insert this PVID into this packet so the next 802.1Q VLAN switch can recognize it.

e Trunk Port: The port connects to a LAN that consists of untagged devices, tagged devices
and/or switches and hubs. In general, the traffic of the Trunk Port must have a Tag. Users can
also assign a PVID to a Trunk Port. The untagged packet on the Trunk Port will be assigned the
port default PVID as its VID.

e Hybrid Port: The port is similar to a Trunk port, except users can explicitly assign tags to be
removed from egress packets.

The following section illustrates how to use these ports to set up different applications.

Sample Applications of VLANs Using Weidmuller Switches
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. X . Fort 7 (Access Port W'I“( Device |
Device A Switch A Switch B pyp 4) VLAN 4 Untagged
VLAN 5 Untagged Device Device
i : | = Port 3 (Trunk Part, PVID 1) | Fort 5 (Access Port < ”'
I' 1 Port 1 (Access Port PVID 3) I W Device H
PVID 5)

VLAN 3 Untagged
Device

Port 2 (Trunk Port PVID 2,
Fixed VLAN (Tagged)=3.4)

Port 4 (Access Port 6 (Access Port PVID 5)
Port PVID 2)
HUB i "
erl Device F ;
VLAN 2 Untagged (it |§i Device G
Device VLAN 5 Untagged Device
“} = > § Device E
[ : ” | VLAN 4 Tagged Device, VID 4
Device B Device D
VLAN 2 Untagged Device C VLAN 3 Tagged Device, VID 3
Device VLAN 2 Untagged

Device

In this application,

Port 1 connects a single untagged device and assigns it to VLAN 5; it should be configured as
"Access Port" with PVID 5.

Port 2 connects a LAN with two untagged devices belonging to VLAN 2. One tagged device with
VID 3 and one tagged device with VID 4. It should be configured as "Trunk Port" with PVID 2 for
untagged device and Fixed VLAN (Tagged) with 3 and 4 for tagged device. Since each port can
only have one unigue PVID, all untagged devices on the same port can only belong to the same
VLAN.

Port 3 connects with another switch. It should be configured as "Trunk Port." GVRP protocol will
be used through the Trunk Port.

Port 4 connects a single untagged device and assigns it to VLAN 2; it should be configured as
"Access Port" with PVID 2.

Port 5 connects a single untagged device and assigns it to VLAN 3; it should be configured as
"Access Port" with PVID 3.

Port 6 connect a single untagged device and assigns it to VLAN 5; it should be configured as
"Access Port" with PVID 5.

Port 7 connects a single untagged device and assigns it to VLAN 4; it should be configured as
"Access Port" with PVID 4.

After proper configuration:

Packets from device A will travel through "Trunk Port 3" with tagged VID 5. Switch B will
recognize its VLAN, pass it to port 6, and then remove tags received successfully by device G,
and vice versa.

Packets from device B and C will travel through "Trunk Port 3" with tagged VID 2. Switch B
recognizes its VLAN, passes it to port 4, and then removes tags received successfully by device
F, and vice versa.

Packets from device D will travel through "Trunk Port 3" with tagged VID 3. Switch B will
recognize its VLAN, pass to port 5, and then remove tags received successfully by device H.
Packets from device H will travel through "Trunk Port 3" with PVID 3. Switch A will recognize its
VLAN and pass it to port 2, but will not remove tags received successfully by device D.

Packets from device E will travel through "Trunk Port 3" with tagged VID 4. Switch B will
recognize its VLAN, pass it to port 7, and then remove tags received successfully by device I.
Packets from device | will travel through "Trunk Port 3" with tagged VID 4. Switch A will recognize
its VLAN and pass it to port 2, but will not remove tags received successfully by device E.
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3.7.2 Configuring Virtual LAN

3.7.2.1 VLAN Settings

To configure 802.1Q VLAN and port-based VLANs on the Weidmidiller switch, use the VLAN
Settings page to configure the ports.

802.1Q VLAN Settings

VLAN Mode 8021Q VLAN  ~
Management VLAN ID 1
Enable GVRP @]

PVID| Fixed VLAN (Tagged) |Fixed VLAN (Untagged)|  Forbidden VLAN

-

1 Access v 1 T

Access v 1

Access v 1

m

Access v 1

Access v 1

Access v 1

Access v 1

Access v 1

I I I
2 | I I
3 I | |
4 | I |
5 Access v 1 | [ [
6 | I I
7 I | |
8 | I |
9 I I |

| | I

10 Access v 1

VLAN Mode
Setting Description Factory
Default
802.1Q VLAN Set VLAN mode to 802.1Q VLAN 802.1Q VLAN
Port-based VLAN Set VLAN mode to Port-based VLAN
Management VLAN ID
Setting Description Factory
Default
VLAN ID from 1 to Assigns the VLAN ID of the Weidmdiller switch. 1
4094
Port Type
Settin Description Factory
g P Default
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Access

This port type is used to connect single devices without
tags.

Trunk

Select "Trunk" port type to connect another 802.1Q VLAN
aware switch.

Hybrid

Select Hybrid port to connect another Access 802.1Q
VLAN aware switch or another LAN that combines tagged
and/or untagged devices and/or other switches/hubs.

Access

VAN

ATTENTION

For communication redundancy in the VLAN environment, set Redundant Port,

Coupling Port, and Coupling Control Port as "Trunk Port," since these ports act as
the "backbone" to transmit all packets of different VLANSs to different Weidmiiller

switches.

Port PVID
Setting Description Factory
Default
VID ranges from 1 Sets the default VLAN ID for untagged devices that 1
to 4094 connect to the port.
Fixed VLAN (Tagged)
Setting Description Factory
Default
VID ranges from 1 This field will be active only when selecting the Trunk or None
to 4094 Hybrid port type. Set the VLAN ID for tagged devices that
connect to the port. Use commas to separate different
VIDs.
Fixed VLAN List (Untagged)
Setting Description Factory
Default
VID range from 1 This field will be active only when selecting the Hybrid None
104094 port type. Set the VLAN ID for tagged devices that
connect to the port and tags that need to be removed in
egress packets. Use commas to separate different VIDs.
Forbidden VLAN List
Setting Description Factory
Default
VID ranges from 1 This field will be active only when selecting the Trunk None

to 4094

or Hybrid port type. Set the VLAN IDs that will not be
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supported by this trunk port. Use commas to separate
different VIDs.

3.7.2.2 Port-Based VLAN Settings

Check each specific port to assign its VLAN ID in the table. The maximum VLAN ID is the same as
your number of switch ports.

Port-based VLAN Settings

VLAN Mode Port-based VLAN ~
b I P NN S N N TN I P 7 R R KSR K
1 A N A - N - A A -2 N2 R 2 B A 2 A A A A B - A - B 2 =
2 | B | 8| B | B | B ) B 8| B 5 B\ 8|5 5|85 85|5|B| 5
s | B | BB | B | B ) B B | B B B\ B| B @5 |8 8||B|5
4 B\ B B B\ &5 | .B| B ) B| =5 B 5|58 | 6| B|5)B5)| @
7 O - O 0 < < - < < 0 N -
(O - O < < < - < < O N
7 A0 ! O - O < < < - < < O N
O O - O < < - o 0 O O 1
C P = O - O < - < o < O -
) O - O < - < < o < - 1
) 0 O - O < - < < 0 . O
S0 (- O <] O O O < < Y- < 0 - < O <O < O
g 0 ) O <] 0 O 0 O << < Y- < 0 -0 < 1 O 0 - < O
0 - O <] 0 O 0 O << < - < O -0 < O 0 - O < O
15 B B B B &5 |.B| B B B B E B E e B E
16 ] N ] ] I ] .l I T | ] I | ™| ] I ] A | | e
[Activate |
Port
Setting Description Factory Default
Enable/Disable Set port to specific VLAN Group by Enable

activating checkbox. (all ports belong to

VLAN1)

3.7.2.3 VLAN Table
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VLAN Table

VLAN Mode

VLAN Mode 802.1Q VLAN
Management VLAN

Management VLAN 1
Current 802.1Q VLAN List

m Joined Access Port Joined Trunk Port Joined Hybrid Port

1 1 1,2.4,5,7.8, 3, g,

VLAN Table
VLAN Mode
VLAN Mode
Current Port-based VLAN List
index JvLAN  |Joined Port
1 1
3 2,

Port-based VLAN

In 802.1Q VLAN table, you can review the VLAN groups that were created, Joined Access Ports,

Trunk Ports and Hybrid Ports. In Port-based VLAN table, you can review the VLAN group and
joined ports.

0 NOTE: The Weidmiller managed switches have a maximum of 64 VLAN settings.

3.8 Using Multicast Filtering
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Multicast filtering improves the performance of networks that carry multicast traffic. This section
explains multicasts, multicast filtering, and how multicast filtering can be implemented on your
Weidmuller switch.

3.8.1 The Concept of Multicast Filtering

What is an IP Multicast?

A multicast is a packet sent by one host to multiple hosts. Only those hosts that belong to a specific
multicast group will receive the multicast. If the network is set up correctly, a multicast can only be
sent to an end-station or a subset of end-stations on a LAN or VLAN that belong to the multicast
group. Multicast group members can be distributed across multiple subnets, so that multicast
transmissions can occur within a campus LAN or over a WAN. In addition, networks that support IP
multicast send only one copy of the desired information across the network until the delivery path that
reaches group members diverges. To make more efficient use of network bandwidth, it is only at
these points that multicast packets are duplicated and forwarded. A multicast packet has a multicast
group address in the destination address field of the packet's IP header.

Benefits of Multicast

The benefits of using IP multicast are:

e ltuses the most efficient, sensible method to deliver the same information to many receivers with
only one transmission.

e Itreduces the load on the source (for example, a server) since it will not need to produce several
copies of the same data.

e It makes efficient use of network bandwidth and scales well as the number of multicast group
members increases.

e It works with other IP protocols and services, such as Quality of Service (QoS).

Multicast transmission makes more sense and is more efficient than unicast transmission for some
applications. For example, multicasts are often used for video-conferencing, since high volumes of
traffic must be sent to several end-stations at the same time, but where broadcasting the traffic to all
end-stations would cause a substantial reduction in network performance. Furthermore, several
industrial automation protocols, such as EtherNet/IP, Profibus, and Foundation Fieldbus HSE (High
Speed Ethernet), use multicast. These industrial Ethernet protocols use publisher/subscriber
communications models by multicasting packets that could flood a network with heavy traffic. IGMP
Snooping is used to prune multicast traffic so that it travels only to those end destinations that require
the traffic, reducing the amount of traffic on the Ethernet LAN.

Multicast Filtering

Multicast filtering ensures that only end-stations that have joined certain groups receive multicast
traffic. With multicast filtering, network devices only forward multicast traffic to the ports that are
connected to registered end-stations. The following two figures illustrate how a network behaves
without multicast filtering, and with multicast filtering.
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Network without multicast filtering

All hosts receive the multicast traffic, even if they don’t need it.

Group 1 Multicast Stream Group 2 Multicast Stream

1

] IL‘u

U

IGMP Group 2 IGMP Group 1 IGMP Group 2 IGMP Group 1

Network with multicast filtering

Hosts only receive dedicated traffic from other hosts belonging to the same group.

Group 1 Multicast Stream Group 2 Multicast Stream

L

l |

IGMP Group 2 IGMP Group 1 IGMP Group 2 IGMP Group 1

The Weidmdller switch has three ways to achieve multicast filtering: IGMP (Internet Group
Management Protocol) Snooping, GMRP (GARP Multicast Registration Protocol), and adding a
static multicast MAC manually to filter multicast traffic automatically.

IGMP (Internet Group Management Protocol)
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Snooping Mode

Snooping Mode allows your switch to forward multicast packets only to the appropriate ports. The
switch "snoops" on exchanges between hosts and an IGMP device, such as a router, to find those
ports that want to join a multicast group, and then configure its filters accordingly.

IGMP Snooping Enhanced Mode

Snooping Enhanced Mode allows your switch to forward multicast packets to the Weidmdiller switch
member port only. If you disable Enhanced Mode, data streams will run to the querier port as well as
the member port.

Querier Mode

Querier mode allows the Weidmiiller switch to work as the Querier if it has the lowest IP address on
the subnetwork to which it belongs. IGMP querying is enabled by default on the switch to help
prevent interoperability issues with some multicast routers that may not follow the lowest IP address
election method. Enable query mode to run multicast sessions on a network that does not contain
IGMP routers (or queriers).

IGMP querying is enabled by default on the Weidmdller switch to ensure proceeding query election.
Enable query mode to run multicast sessions on a network that does not contain IGMP routers (or
queriers). Query mode allows users to enable IGMP snooping by VLAN ID. Weidmdiller switches
support IGMP snooping version 1 and version 2. Version 2 is compatible with version 1.The default
setting is IGMP V1/v2. "

IGMP Multicast Filtering

IGMP is used by IP-supporting network devices to register hosts with multicast groups. It can be
used on all LANs and VLANSs that contain a multicast capable IP router, and on other network
devices that support multicast filtering. Weidmitiller switches support IGMP version 1 and 2. IGMP
version 1 and 2 work as follows:

e The IP router (or querier) periodically sends query packets to all end-stations on the LANs or
VLANS that are connected to it. For networks with more than one IP router, the router with the
lowest IP address is the querier. A switch with IP address lower than the IP address of any other
IGMP querier connected to the LAN or VLAN can become the IGMP querier.

e When an IP host receives a query packet, it sends a report packet back that identifies the
multicast group that the end-station would like to join.

e When the report packet arrives at a port on a switch with IGMP Snooping enabled, the switch
knows that the port should forward traffic for the multicast group, and then proceeds to forward the
packet to the router.

e When the router receives the report packet, it registers that the LAN or VLAN requires traffic for
the multicast groups.

e When the router forwards traffic for the multicast group to the LAN or VLAN, the switches only
forward the traffic to ports that received a report packet.

IGMP version comparison
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IGMP Version Main Features Reference
Vi Periodic query RFC-1112
V2 Compatible with V1 and adds: RFC-2236

e Group-specific query

e Leave group messages

e Resends specific queries to verify leave message was the
last one in the group

e Querier election

GMRP (GARP Multicast Registration Protocol)

Weidmiller managed switches support IEEE 802.1D-1998 GMRP (GARP Multicast Registration
Protocol), which differs from IGMP (Internet Group Management Protocol). GMRP is a MAC-based
multicast management protocol, whereas IGMP is IP-based. GMRP provides a mechanism that
allows bridges and end stations to register or de-register Group membership information dynamically.
GMRP functions similarly to GVRP, except that GMRP registers multicast addresses on ports. When
a port receives a GMRP-join message, it will register the multicast address to its database if the
multicast address is not registered, and all the multicast packets with that multicast address are able
to be forwarded from this port. When a port receives a GMRP-leave message, it will de-register the
multicast address from its database, and all the multicast packets with this multicast address are not
able to be forwarded from this port.

Static Multicast MAC

Some devices may only support multicast packets, but not support either IGMP Snooping or GMRP.
The Weidmuiller switch supports adding multicast groups manually to enable multicast filtering.

Enabling Multicast Filtering

Use the serial console or web interface to enable or disable IGMP Snooping and IGMP querying. If
IGMP Snooping is not enabled, then IP multicast traffic is always forwarded, flooding the network.

3.8.2 Configuring IGMP Snooping

IGMP Snooping provides the ability to prune multicast traffic so that it travels only to those end
destinations that require that traffic, thereby reducing the amount of traffic on the Ethernet LAN.

IGMP Snooping Setting

Current VLAN List

IGMP Snooping Enable [V Query Interval [125  (s)
IGMP Snooping Enhanced Mode

M IGMF.: Static Multicast Querier Port
Snooping
1 1 1 2 3 4 5 6 7 8

“|Enable [¥|Enable

2 2 [VIEnable [¥]Enable 1 2 3 4 5 6 7 8
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IGMP Snooping Enable

Setting Description Factory
Default

Enable/Disable Checkmark the IGMP Snooping Enable checkbox to Disabled

enable the IGMP Snooping function globally.
Query Interval

Setting Description Factory
Default

Numerical value, Sets the query interval of the Querier function globally. 125 seconds

input by the user Valid settings are from 20 to 600 seconds.

IGMP Snooping Enhanced Mode

Setting Description Factory
Default
Enable IGMP Multicast packets will be forwarded to: Disable
Auto-Learned Multicast Querier Ports
Member Ports
Disable IGMP Multicast packets will be forwarded to:
Auto-Learned Multicast Router Ports
Static Multicast Querier Ports
Querier Connected Ports
Member Ports
IGMP Snooping
Setting Description Factory
Default
Enable/Disable Enables or disables the IGMP Snooping function on Enabled if
that particular VLAN. IGMP
Snooping is
enabled
globally

&

e “IGMP Snooping Enable” - Enable

e “IGMP Snooping Enhanced Mode” - Disable

When the network consists entirely of Weidmiller switches:

¢ “IGMP Snooping Enable” - Disable

¢ “IGMP Snooping Enhanced Mode” > Enable

NOTE: We suggest the following IGMP Snooping configuration settings:

When the network is mixed with third party switches, such as Cisco:
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Querier
Setting Description Factory
Default
Enable/Disable Select the option to enable the querier function. Enabled if
IGMP
Snooping is
enabled
globally
Static Multicast Querier Port
Setting Description Factory
Default
Select/Deselect Select the ports that will connect to the multicast Disabled
routers. These ports will receive all multicast packets
from the source. This option is only active when IGMP
Snooping is enabled.
If a router or layer 3 switch is connected to the network, it will act as the Querier, and
0 consequently this Querier option will be disabled on all Weidmdiller layer 2 switches.

If all switches on the network are Weidmdiller layer 2 switches, then only one layer 2
switch will act as Querier.

3.8.3 IGMP Table

The IGMP table displays the current active IGMP groups that were detected.

IGMP Table (Current Active IGMP Groups)

Active IGMP Groups

Members Port

The information shown in the table includes:

e Auto-learned Multicast Router Port: This indicates that a multicast router connects to/sends
packets from these port(s)
e Static Multicast Router Port: Displays the static multicast querier port(s)

e Querier Connected Port: Displays the port which is connected to the querier.

e Act as a Querier: Displays whether or not this VLAN is a querier (winner of a election).
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3.8.4 Static Multicast MAC Addresses

If required, the Weidmiiller switch also supports adding multicast groups manually.

Static Multicast MAC Address

Current Static Multicast MAC Address List

MAC Address Join Port
| WAl Jindex| _ MACAddress [ JoinPort

Add New Static Multicast MAC Address to the List

MAC

Address 5

onpot 01 02 O3 O4 Os5 Oe6 O7 Os Do O O Ot
013 E14 E15 16 Be1 EG2

Add New Static Multicast Address to the List

Setting Description Factory

Default
MAC Input the multicast MAC address of this host. None
Address

MAC Address

Setting Description Factory
Default
Integer Input the number of the VLAN that the host with this None
MAC address belongs to.

Join Port
Setting Description Factory
Default
Select/Deselect Checkmark the appropriate check boxes to select the None
join ports for this multicast group.
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3.8.5 Configuring GMRP

GMRP is a MAC-based multicast management protocol, whereas IGMP is IP-based. GMRP
provides a mechanism that allows bridges and end stations to register or un-register Group
membership information dynamically.

GMRP Settings

e
woosamouhu»-lg

- e .-
N =2 O

GMRP enable

[C1Enable =
[C]Enable
[CEnable
[CEnable
[ClEnable
[C]Enable
[CEnable
[C1Enable
[1Enable
[C]Enable
[CEnable

[C]Enable -

m
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Setting

Description

Factory
Default

Enable/Disable

Select the option to enable the GMRP function for the
port listed in the Port column

Disable

3.8.6 GMRP Table

The GMRP table displays the current active GMRP groups that were detected.

GMRP Status

| |Multicast Address

Setting

Description

Fixed Ports

This multicast address is defined by static multicast.

Learned Ports

This multicast address is learned by GMRP.
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3.9 Using Bandwidth Management

In general, one host should not be allowed to occupy unlimited bandwidth, particularly when the
device malfunctions. For example, so-called “broadcast storms” could be caused by an incorrectly
configured topology, or a malfunctioning device. Weidmuller industrial Ethernet switches not only
prevents broadcast storms, but can also be configured to a different ingress rate for all packets,
giving administrators full control of their limited bandwidth to prevent undesirable effects caused by
unpredictable faults.

3.9.1 Configuring Bandwidth Management

There are two two types of bandwidth management settings available, depending on the specific
model of switch.

Type Models Supported
Type 1 IE-SW-VLO5M/VL0O8M series, IE-SW-PLO6M/PLO8M/PLO9M/PL10M series
Type 2 IE-SW-PL16M/PL18M series

Type 1 (IE-SW-VLOSM/VLO08M series, IE-SW-PLO6M/PL0O8M/PLO9M/PL10M series)

Traffic Rate Limiting Settings — Type 1

Control Description Factory
Mode Default
Normal Set the max. ingress rate limit for different packet types
Port When the ingress multicast and broadcast packets
Disable exceed the ingress rate limit, the port will be disabled Normal
for a certain period. During this period, all packets from
this port will be discarded.

Ingress Rate Limit - Normal — Type 1

Traffic Rate Limiting Settings

Control Mode Narmal -
1 Limit Broadcast (=] aM =] aM [x] aM [x] aM [x]
2 Limit Broadcast (=] aM (=] am [=] aM [x] am [x]
3 Limit Broadcast B3 aM (=] aM [x] am [ am [
4 Limit Broadcast B3 8M (=] Y aM [x] aM [x]
5 Limit Broadcast (=] aM (=] I am [x] am [x]
6 Limit Broadcast (=] aM (=] am [ am [ TR
7 Limit Broadcast B3 BM (=] M =] 8 [x] 8 [x]
8 Limit Broadcast B3 aM (=] I am [x] am [x]

Ingress Rate Limit - Normal — Type 1
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Policy Description Factory
Default
Limit All Select the ingress rate limit for
Limit Broadcast, Multicast, Flooded Unicast different packet types from the Limit
— : following options: Not Limited, Broadcast
Limit Broadcast, Multicast 128K, 256K, 512K, 1M, 2M, 4M, 8M
Limit Broadcast 8M
Egress Rate
Limit -Normal — Type 1 1 NotLimited ~
2 Mot Limited =
3 Mot Limited =
4 Mot Limited
5 Mot Limited -
& Mot Limited =
7 Mot Limited ~
8 Mot Limited -
Activate
Egress Rate Limit —=Normal — Type 1
Settin Description Factory
g P Default
Select the egress rate limit (% of max. throughput) for all
Egress rate packets from the following options: Not Limited, 3%, 5%, Not Limited

10%, 15%, 25%, 35%, 50%, 65%, 85%

Ingress Rate Limit — Port Disable

Traffic Rate Limiting Settings

Control Mode
Port Disable Duration (1~65535s) 30
|___Port | ___Ingress(fps of multicast and broadcast packets) |

1 Mot Limited ~

2 Mot Limited ~

3 Mot Limited ~

4 Mot Limited =

5 Mot Limited =

8 Mot Limited =

7 Mot Limited =

8 Mot Limited =

Activate

Ingress Rate Limit — Port Disable
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. . Factory
tt D t
Setting escription Default
When the ingress multicast and broadcast
Port disable duration pe'lckets .exceed the |rllgress., rate Ilmlt, the port
will be disabled for this period of time. During 30 second
(1~65535 seconds) o : .
this time, all packets from this port will be
discarded.
Select the ingress rate (fps) limit for all
packets from the following options: Not o
I f o Not Limit
ngress (fps) Limited, 4464, 7441, 14881, 22322, 37203, ot Limited
52084, 74405
Type 2 (IE-SW-PL16M/PL18M series)
Broadcast Storm Protection — Type 2
Broadcast Storm Protection
[¥] Broadcast Storm Protection
[7]  Include Multicast Packet
[ Include Unknown Multicast and Unknown Unicast Packet
Enable/Disable — Type 2
. . Factory
Settin Description
‘N9 Pt Default
Enables or disables Broadcast Storm Protection for
Enable
unknown broadcast packet globally
Enable/Disable
Enables or disables Broadcast Storm Protection for .
Disable

unknown multicast packets globally
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3.9.2 Traffic Rate Limiting Settings

Traffic Rate Limiting Settings

Control Mode Normal -~
Port | ___ingress | Eoress |
1 Not Limited —~ MNot Limited —~
2 MNot Limited —~ MNot Limited —~
3 Mot Limited —~ Mot Limited —~
4 Mot Limited —~ MNot Limited —~
5 Not Limited -~ Not Limited —~
=3 MNot Limited —~ MNot Limited —~
o Mot Limited —~ MNot Limited —~
8 Mot Limited —~ MNot Limited —~
S Not Limited —~ MNot Limited —~
10 MNot Limited -~ MNot Limited —~
11 Mot Limited -~ Mot Limited —~
12 Mot Limited —~ Mot Limited —~
13 MNot Limited -~ MNot Limited —~
14 MNot Limited —~ MNot Limited —~
15 Mot Limited -~ Mot Limited —~
16 Mot Limited -~ MNot Limited —~
G1 MNot Limited —~ MNot Limited —~
G2 MNot Limited -~ Mot Limited —~

Ingress and Egress Rate Limit - Normal

\{l

Egress rate

options:Nnot limited, 3%, 5%, 10%, 15%, 25%, 35%,
50%, 65%, 85%

. . Factory
D
Setting escription Default
Ingress rate Select the ingress/egress rate limit (% of max
throughput) for all packets from the following N/A

Traffic Rate Limiting Settings

Control Mode

Port Disable Duration

(1~655355)

Port

W W N ;A WN =

ol B =
W N = O

[Port Disable [ig
30

Ingress(fps of multicast and broadcast packets.)

Not Limited ~
Not Limited ~
Not Limited ~
Not Limited ~
Not Limited ~
Not Limited ~
Not Limited v
Not Limited ~
Not Limited ~
Not Limited ~
Not Limited ~
Not Limited ~

Not Limited v
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Ingress Rate Limit — Port Disable

. . Factory
Sett D t
etting escription Default
Period (1 ~ 65535 When the ingress packets exceed the ingress rate
lod ( g P X g 30 seconds

seconds) limit, the port will be disabled for a certain period.

Select the ingress rate (fps) limit for all packets from
the following options: Not limited, 4464, 7441, 14881, Not limited
22322, 37202, 52084, 74405

Ingress (frame
per second)

3.10 Using Auto Warning

Since industrial Ethernet devices are often located at the endpoints of a system, these devices will
not always know what is happening elsewhere on the network. This means that an industrial Ethernet
switch that connects to these devices must provide system maintainers with real-time alarm
messages. Even when control engineers are out of the control room for an extended period of time,
they can still be informed of the status of devices almost instantaneously when exceptions occur. The
Weidmiiller switch supports different approaches to warn engineers automatically, such as email and
relay output. It also supports two digital inputs to integrate sensors into your system to automate
alarms by email and relay output.

3.10.1 Configuring Email Warning

The Auto Email Warning function uses e-mail to alert the user when certain user-configured events
take place. Three basic steps are required to set up the Auto Warning function:

Configure Email Event Types

Select the desired Event types from the Console or Web Browser Event type page (a description of
each event type is given later in the Email Alarm Events setting subsection).

Configure Email Settings

To configure a Weidmiller switch’s email setup from the serial, Telnet, or web console, enter your
Mail Server IP/Name (IP address or name), Account Name, Account Password, Retype New
Password, and the email address to which warning messages will be sent.

Activate your settings and if necessary, test the email

After configuring and activating your Weidmiller switch’s Event Types and Email Setup, you can use
the Test Email function to see if your e-mail addresses and mail server address have been properly
configured.
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3.10.2 Event Types

Email Warning Events Settings
System Events
[ Switch Cold Start [ Switch Warm Start ~ [J Power Transition(On->0ff) [ Power Transition(Off->0On)

O DI 1(Of) O DI 1(On) O DI 2(0f) O DI 2(0n)

[ Config Change O Auth_ Failure [0 Comm. Redundancy Topology Changed
Port Events

Traffic-Overload Rx-Threshold(%)  [Traffic-Duration(s)

1 O O O 0 1

2 ] O ] 0 1

3 O O O 0 1

4 O O O 0 1

5 O O O 0 1

6 O O O 0 1

7 O ] O 0 1

8 O ] O 0 1

Event Types can be divided into two basic groups: System Events and Port Events. System Events
are related to the overall function of the switch, whereas Port Events are related to the activity of a
specific port.

System Events Warning e-mail is sent when...
Switch Cold Start Power is cut off and then reconnected.
Switch Warm Start Weidmouller switch is rebooted, such as when network

parameters are changed (IP address, subnet mask, etc.).

Power Transition (On->Off) Weidmdller switch is powered down.

Power Transition (Off>0n) Weidmdliller switch is powered up.

DI1 (On->Off) Digital Input 1 is triggered by on to off transition

DI1 (Off>0n) Digital Input 1 is triggered by off to on transition

DI2 (On->Off) Digital Input 2 is triggered by on to off transition

DI2 (Off>0n) Digital Input 2 is triggered by off to on transition

Configuration Change Any configuration item has been changed.

Activated

Authentication Failure An incorrect password was entered.

Comm. Redundancy If any Spanning Tree Protocol switches have changed their

Topology Changed position (applies only to the root of the tree).
If the Master of the Turbo Ring has changed or the backup path
is activated.

Port Events Warning e-mail is sent when...

Link-ON The port is connected to another device.

Link-OFF The port is disconnected (e.g., the cable is pulled out, or the
opposing device shuts down).
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Traffic-Overload The port’s traffic surpasses the Traffic-Threshold for that port

(provided this item is Enabled).

(0 to 100 %)

Traffic-Threshold (%) Enter a non-zero number if the port’s Traffic-Overload item is

Enabled.

(1 to 300 sec.)

Traffic-Duration (sec.) A Traffic-Overload warning is sent every Traffic-Duration

seconds if the average Traffic-Threshold is surpassed during
that time period.

&

NOTE: The Traffic-Overload, Traffic-Threshold (%) and Traffic-Duration (sec) Port Event
items are related. If the Traffic-Overload event is enabled, then ensure to set a nonzero
Traffic-Threshold percentage, as well as a Traffic-Duration between 1 and 300 seconds.

o

NOTE: If a warning mail is sent by the Switch the sender mail address automatically is
created by combination of the parameters “Switch Name”, “Location” (Menu Basic settings
- System) and character “@”.

Format of sender mail address: < Switch Name>@< Switch Location>.

If mail warnings will be used please ensure that the combination of parameters “Switch
Name” and “Location” results to be a valid mail address. For this reason the parameter
“Switch Name” must be a vaild mail prefix and the parameter “Location” has to be
configured like to be a domain name.

Example: Switch Name = Managed_Switch and Location = myDepartment.de
Automatically created sender mail address = Managed_Switch@myDepartment.de

» Do not use blanks or special characters for both parameters which would result in an
unvalid mail address otherwise the receiving mail server would not accept the warning
mail.

3.10.3 Email Settings

Email Warning Events Settings

Mail Server IP/Name: |

SMTP Port: 25

Account Name - |

Account Password :
Change Account Password

Old Password :

Mew Password :

Retype Password :

2nd email address :

3rd email address :

|
|
|
15t email address - |
|
|
|

4th email address :

| Activate | | Send Test E-mail
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Setting Description Factory
Default
IP address or The IP Address or name of your email server. None
name
SMTP Port
Setting Description Factory
Default
SMTP port Display the SMTP port number 25
Account Name
Setting Description Factory
Default
Max. 45 Your email account None
characters
Password Setting
Setting Description Factory
Default
Disable/Enable to To reset the password from the Web Browser Disable
change password interface, click the Change password
check-box, type the Old password, type the
New password, retype the New password, and
then click Activate (Max. of 45 characters).
Old password Type the current password when changing the None
password
New password Type new password when enabled to change None
password; Max. 45 characters.
Retype password If you type a new password in the Password None
field, you will be required to retype the
password in the Retype new password field
before updating the new password.
Email Address
Setting Description Factory
Default
Max. of 30 You can set up to 4 email addresses to receive alarm None
characters emails from the Weidmiiller switch.

Send Test Email

After you complete the email settings, you should first click Activate to activate those settings, and
then press the Send Test Email button to verify that the settings are correct.
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SMTP server that supports the CRAM-MD5, LOGIN, and PAIN methods of SASL

0 NOTE: Auto warning e-mail messages will be sent through an authentication protected
(Simple Authentication and Security Layer) authentication mechanism.

We strongly recommend not entering your Account Name and Account Password if auto
warning e-mail messages can be delivered without using an authentication mechanism.

3.10.4 Configuring Relay Warnings

The Auto Relay Warning function uses relay output to alert the user when certain user-configured
events take place. There are two basic steps required to set up the Relay Warning function:
Configure Relay Event Types

Select the desired Event types from the Console or Web Browser Event type page (a description of
each event type is given later in the Relay Warning Events Settings subsection).

Activate your settings

After completing the configuration procedure you will need to activate your Weidmuller switch’s
Relay Event Types.

Configuring Relay Warning Events Settings

Relay Warning Events Settings

System Events

[] Override Relay 1 Warning Settings [ Override Relay 2 Warning Settings
Power Input 1 failure(On->Off) | Disable v Power Input 2 failure(On-=0ff) | Disable ~
DI 1 (Off) | Disable v DI 2 (Off) | Disable
DI 1(On) | Disable e DI 2 (On)| Disable >
Turbo Ring Break | Disable -
Port Events
Traffic-Overload Rx-Threshold(%) Traffic-Duration(s)
1 Ignore v Disable v li li
2 Ignore v Disable v l— l—
3 Ignore e Disable e ’7 li
4 Ignore v Disable v [ [
5 Ignore v Disable v ’7 ’7
6 Ignore v Disable v li li
7 Ignore v Disable v l— l—
8 Ignore v Disable v li li

Event Types can be divided into two basic groups: System Events and Port Events. System Events
are related to the overall function of the switch, whereas Port Events are related to the activity of a
specific port.

The Weidmdller switch supports two relay outputs. You can configure which relay output is related to
which events, which helps administrators identify the importance of the different events.

System Events Warning Relay output is triggered when...
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Power Transition (On ->
Off)

Weidmdiller switch is powered down

Power Transition (Off ->
On)

Weidmdiller switch is powered up

DI1 (On->Off)

Digital Input 1 is triggered by on to off transition

DI1 (Off>0n)

Digital Input 1 is triggered by off to on transition

DI2 (On->Off)

Digital Input 2 is triggered by on to off transition

DI2 (Off>0n)

Digital Input 2 is triggered by off to on transition

Turbo Ring Break

The Turbo Ring is broken. Only the MASTER switch of Turbo
Ring will output warning relay.

Port Events

Warning e-mail is sent when...

Link-ON

The port is connected to another device.

Link-OFF

The port is disconnected (e.g., the cable is pulled out, or the
opposing device shuts down).

Traffic-Overload

The port’s traffic surpasses the Traffic-Threshold for that port
(provided this item is Enabled).

Traffic-Threshold (%)
(0 to 100 %)

Enter a nonzero number if the port’s Traffic-Overload item is
Enabled.

Traffic-Duration (sec.)

(1to 300 sec.)

A Traffic-Overload warning is sent every Traffic-Duration seconds
if the average Traffic-Threshold is surpassed during that time
period.

Event items are related. If you Enable the Traffic-Overload event, then be sure to enter a

0 NOTE: The Traffic-Overload, Traffic-Threshold (%), and Traffic-Duration (sec) Port

non-zero Traffic-Threshold percentage, as well as a Traffic-Duration between 1 and 300

seconds.

Override relay alarm settings

Select this option to override the relay warning setting temporarily. Releasing the relay output will
allow administrators to fix any problems with the warning condition.

Warning List

The Current Warning List can be used to see if any relay alarms have been issued.
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Current Warning List

DI 1 Off !
DI 2 Off |

B R e

Power Input 2 On-=0ff |

Port 3 Link Off !

3.11 Line-Swap-Fast-Recovery

1
1
2
1

\rl

The Line-Swap Fast Recovery function, which is enabled by default, allows the Weidmuiller switch to
return to normal operation extremely quickly after devices are unplugged and then re-plugged into

different ports. The recovery time is on the order of a few milliseconds (compare this with standard

commercial switches for which the recovery time could be on the order of several minutes). To
disable the Line-Swap Fast Recovery function, or to re-enable the function after it has already been
disabled, access either the Console utility’s Line-Swap recovery page, or the Web Browser
interface’s Line-Swap fast recovery page, as shown below.

3.11.1 Configuring Line-Swap Fast Recovery

Line Swap Fast Recovery

Y| Enable All Ports

Activate

Enable Line-Swap-Fast-Recovery

Setting Description Factory
Default
Enable/Disable Checkmark the checkbox to enable the Enable
Line-Swap-Fast-Recovery function
3.12 Set Device IP
. TCP/IP Properties HE
To reduce the effort required to set up IP addresses, the B | Adveced | NemDs |
Weidmiiller switch comes equipped with DHCP/BoOtP server and | eresn | s e bk Fces
An P address can be sutomatically assigned ta this computer
RARP protocol to set up IP addresses of Ethernet-enabled e R
. . the space below.
devices automatically.
. . . . & btain an [P addiess automatcalls
When enabled, the Set device IP function allows the Weidmdller € Speciy anlP addess
switch to assign specific IP addresses automatically to connected [

devices that are equipped with DHCP Client or RARP protocol. In
effect, the Weidmduller switch acts as a DHCP server by assigning
a connected device with a specific IP address stored in its internal
memory. Each time the connected device is switched on or

rebooted, the Weidmdiller switch sends the device the desired IP
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address.
Take the following steps to use the Set device IP function:
STEP 1 - Set up the connected devices

Set up those Ethernet-enabled devices connected to the Weidmdiller switch for which you would like
IP addresses to be assigned automatically. The devices must be configured to obtain their IP
address automatically.

The devices’ configuration utility should include a setup page that allows you to choose an option
similar to the Obtain an IP address automatically option.

For example, Windows’ TCP/IP Properties window is shown at the right. Although your device’s
configuration utility may look quite a bit different, this figure should give you some idea of what to look
for.

You also need to decide which of the Weidmiiller switch’s ports your Ethernet-enabled devices will
be connected to. You will need to set up each of these ports separately, as described in the following
step

STEP 2

Configure the Weidmiller switch’s Set device IP function, either from the Console interface or from
the Web Browser interface. In either case, you simply need to enter the Desired IP for each port that
needs to be configured.

STEP 3
Be sure to activate your settings before exiting.
When using the Web Browser interface, activate by clicking on the Activate button.

When using the Console interface, activate by first highlighting the Activate menu option, and then
press Enter. You should receive the Set device IP settings are now active! (Press any key to
continue) message.

3.12.1 Configuring Set Device IP

Automatic “Set Device IP” by DHCP/BootP/RARP
Automatic Set Device IP by DHCP/BootP/RARP

| Port | Device'scurrentlP | Active function | Desired IP address |
NA = =
NA =
NA -

m.

NA -
NA -
NA -
NA -
NA -

W 0 o~ @ ;A R 2

NA —

-
o

NA —

a
a

LAF:Y =
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Desired IP Address

Setting Description Factory
Default
IP Address Set the desired IP of connected devices. None

3.12.2 DHCP Relay Agent (Option 82)

The DHCP Relay Agent makes it possible for DHCP broadcast messages to be sent over routers.
The DHCP Relay Agent enables DHCP clients to obtain IP addresses from a DHCP server on a
remote subnet, or those that are not located on the local subnet.

DHCP Option 82 is used by the relay agent to insert additional information into the client's DHCP
request. The Relay Agent Information option is inserted by the DHCP relay agent when forwarding
client-originated DHCP packets to a DHCP server. Servers can recognize the Relay Agent
Information option and use the information to implement IP addresses to Clients.

When Option 82 is enabled on the switch, a subscriber device is identified by the switch port through
which it connects to the network (in addition to its MAC address). Multiple hosts on the subscriber
LAN can be connected to the same port on the access switch and are uniquely identified.

The Option 82 information contains 2 sub-options: Circuit ID and Remote ID, which define the
relationship between end device IP and the DHCP Option 82 server. The Circuit ID is a 4-byte
number generated by the Ethernet switch—a combination of physical port number and VLAN ID. The
format of the Circuit ID is as described below:

FF-VV-VV-PP

Where the first byte "FF" is fixed to "01", the second and the third byte "VV-VV" is formed by the port
VLAN ID in hex, and the last byte "PP" is formed by the port number in hex. For example,

01-00-0F-03 is the "Circuit ID" of port number 3 with port VLAN ID 15.
The "Remote ID" is to identify the relay agent itself and it can be one of the following:

e The IP address of the relay agent.

e The MAC address of the relay agent.

e A combination of IP address and MAC address of the relay agent.
e A user-defined string.
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Configuring DHCP Relay Agent

DHCP Relay Agent

Server IP Address

1st Server
2nd Server
3rd Server
4th Server
DHCP Option 82
[] Enable Option 82
Type P
Value
Display
DHCP Function Table
Port
1 01000101 [7]Enable =
2 01000102 71 Enable |2
3 01000103 [F]Enable ‘
4 01000104 [F1Enable
5 01000105 [F1Enable
6 01000106 [C1Enable
7 01000107 [71Enable -
Server IP Address
1st Server
Setting Description Factory Default
IP address for Assigns the IP address of the 1st DHCP server that None
the 1st DHCP the switch tries to access.
server
2nd Server
Setting Description Factory Default

IP address for the Assigns the IP address of the 2nd DHCP server that None
2nd DHCP server the switch tries to access.

3rd Server
Setting Description Factory Default
IP address for the Assigns the IP address of the 3rd DHCP server that None
3rd DHCP server the switch tries to access.
4th Server
Setting Description Factory Default

IP address for the Assigns the IP address of the 4th DHCP server that None
4th DHCP server the switch tries to access.
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Setting Description Factory
Default
Enable or Disable Enable or disable the DHCP Option 82 function. Disable
Type
Setting Description Factory
Default
IP Uses the switch’s IP address as the remote ID sub. IP
MAC Uses the switch’s MAC address as the remote ID sub. IP
Client-ID Uses a combination of the switch’s MAC address and IP
IP address as the remote ID sub.
Other Uses the user-designated ID sub. IP
Value
Setting Description Factory
Default
Max. 12 Displays the value that was set. Complete this field if Switch IP
characters type is set to Other. address
Display
Setting Description Factory Default
read-only The actual hexadecimal value configured in the COA87FFD
DHCP server for the Remote-ID. This value is
automatically generated according to the Value field.
Users cannot modify it.
DHCP Function Table
Option 82
Setting Description Factory
Default
Enable or Enable or disable the DHCP Option 82 function for this Disable
Disable port.
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3.13 Using Diagnosis

The Weidmdiller switch provides three important tools for administrators to diagnose network
systems.

3.13.1 Mirror Port

The Mirror port function can be used to monitor data being transmitted through a specific port. This
is done by setting up another port (the mirror port) to receive the same data being transmitted from,
or both to and from, the port under observation. This allows the network administrator to sniff the
observed port and thus keep tabs on network activity.

Mirror Port Settings

Monitored port P
Watch direction Bi-directional -
Mirror port P

Perform the following steps to set up the Mirror Port function:
STEP 1

Configure the Mirror Port function from either the Console interface or Web Browser interface. You
will need to configure three settings:

Mirror Port Settings

Setting Description

Monitored Port Select one port whose network activity will be monitored.
Watch Select one of the following three watch direction options:
Direction

. Input data stream
Select this option to monitor only those data packets coming in through the
monitored port.

e  OQutput data stream
Select this option to monitor only those data packets being sent out
through the monitored port.

Bi-directional
Select this option to monitor data packets both coming into, and being sent
out through, the monitored port.

Mirror Port Select one port that will be used to monitor the activity of the monitored
port.

STEP 2
Be sure to activate your settings before exiting.

e When using the Web Browser interface, activate by clicking Activate.

119



-

User Manual Managed Switches >

e When using the Console interface, activate by first highlighting the Activate menu option, and
then press Enter. You should receive the Mirror port settings are now active! (Press any key
to continue) message.

3.13.2 Ping

The Ping function uses the ping command to give users a simple but powerful tool for
troubleshooting network problems. The function's most unique feature is that even though the ping
command is entered from the user's PC keyboard, the actual ping command originates from the
Weidmdiller switch itself. In this way, the user can essentially sit on top of the Weidmuller switch and
send ping commands out through its ports.

To use the Ping function, type in the desired IP address, and then press Enter from the Console
utility, or click Ping when using the Web Browser interface.

Use Ping Command to test Network Integrity

IP address/Name

3.13.3 LLDP Function

3.13.3.1 Overview

Defined by IEEE 802.11AB, LLDP is an OSI Layer 2 Protocol that standardizes the methodology of
self-identity advertisement. It allows each networking device, e.g. a Weidmiller managed switch, to
periodically inform its neighbors about its self-information and configurations. As a result, all of the
devices would have knowledge about each other; and through SNMP, this knowledge can be
transferred to a Network Management Software for auto-topology and network visualization.

7y

I
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From the switch's web interface, users have the option of either enabling or disabling the LLDP, as
well as setting the LLDP transmit interval (as shown in the figure below). In addition, users are able to
view each switch's neighbor-list, which is reported by its network neighbors. Most importantly,
enabling the LLDP function allows a Network Management Software to automatically display the
network's topology as well as system setup details such as VLAN, and Trunking for the entire
network.

3.13.3.2 Configuring LLDP Settings

LLDP Settings

General Settings

LLDP Enable -
Message Transmit Interval |5 (5~32768s5ecs)
LLDP Table
Nelghbor Porl
M Neighbor ID Neighbor Port Neighbor System
00:15:7e:09:f2:d3 ixp1 |[E-WL-AP-BR-CL
5 00:15:7e:09:00:33 11 100TX,RJ45. |[E-SW-PL18M-2GC14TX2SCS

General Settings

LLDP
Setting Description Factory
Default
Enable or Disable Enables or disables the LLDP function. Enable
Message Transmit Interval
Setting Description Factory
Default
Numbers from 5 To set the transmit interval of LLDP messages. Unit is 5 (seconds)
to 32768 sec. in seconds.
LLDP Table
The LLDP Table displays the following information:
Port The port number that connects to the neighbor device.
Neighbor ID A unique entity (typically the MAC address) that identifies a neighbor
device.
Neighbor Port The port number of the neighbor device.
Neighbor Port A textual description of the neighbor device’s interface.
Description
Neighbor System Hostname of the neighbor device.
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3.14 Using Monitor

You can monitor statistics in real time from the Weidm{ller switch’s web console and serial console.

3.14.1 Monitor by Switch

Access the Monitor by selecting "System" from the left selection bar. Monitor by System allows the
user to view a graph that shows the combined data transmission activity of all of the switch's ports.
Click one of the four options—Total Packets, TX Packets, RX Packets, or Error Packets—to view
transmission activity of specific types of packets. TX Packets are packets sent out from the
Weidmdiller switch, RX Packets are packets received from connected devices, and Error Packets are
packets that did not pass TCP/IP's error checking algorithm. The Total Packets option displays a
graph that combines TX, RX, and TX Error, RX Error Packets activity. The graph displays data
transmission activity by showing Packets/s (i.e., packets per second, or pps) versus sec. (seconds).
In fact, three curves are displayed on the same graph: Unicast packets (in blue color), Multicast
packets (in red color), and Broadcast packets (in orange color). The graph is updated every few
seconds, allowing the user to analyze data transmission activity in real-time.

Monitor System : Total Packets

System - Total Packets ~ [ Reset |
PacketiSec Systern : Total Packets

an
64
43
3z
16
0

4380
Sec

0 240
Unicast hulticast

Utilized of switch bandwidth: 00%
Display format: Total Packets + Packets of previous 5 seconds (Update interval = 5 seconds)

[ Port | Tx | TxEror | ____Rx [ __ RxErmor____|
1 2805+26 0+0 3081+30 0+0 -
2 0+0 0+0 o+0 0+0
3 040 0+0 0+a 040 E
4 2321+20 0+0 2E62+27 0+0
5 43543 0+0 81+0 0+0
=] 0+0 0+0 o+0 0+0

3.14.2 Monitor by Port

Access the Monitor by Port function by selecting ALL 10/100M or 1G Ports, or Port i, in which i=1,
2, ..., G2 from the left pull-down list. The Port i options are identical to the Monitor by System
function discussed above, in that users can view graphs that show All Packets, TX Packets, RX
Packets, or Error Packets activity, but in this case, only for an individual port. The All Ports option is
essentially a graphical display of the individual port activity that can be viewed with the Console
Monitor function discussed above. The All Ports option shows three vertical bars for each port. The
height of the bar represents Packets/s for the type of packet, at the instant the bar is being viewed.
That is, as time progresses, the height of the bar moves up or down so that the user can view the
change in the rate of packet transmission. The blue colored bar shows Unicast packets, the red
colored bar shows Multicast packets, and the orange colored bar shows Broadcast packets. The
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graph is updated every few seconds, allowing the user to analyze data transmission activity in
real-time.

Monitor All 10/100M Ports : Total Packets

Al 10/100M Ports E| Total Packets ~
PacketiSec All 10/100M Parts : Total Packets
10

Port 1 2 3 4 3 7 g

Unicast Multicast

1 2 3 4 & G 7 g
Link on off off on on off off off
SFD 100 100 100
F.C. off off off
DPx Full Full Full
hA D122 A D1, hAD LY hAD 1
Load 0% 0% 0% 0% 0% 0% 0% 0%
SPD=Speed F.C.=FCX Flow Ctrl  DPX=Duplex Dzb=Drisable
103=10 GigaBit 1G=1 Gigabit 100=100 Megabit  10=10 Megabit

3.14.3 Monitor by SFP

Optical fiber is commonly used for long distance data transmission. However, when link issues occur,
it is very costly to trouble shoot the fiber cable and fiber transceiver at remote sites. To solve this
problem, Weidmuller industrial Ethernet switches provide digital diagnostic and monitoring functions
on Weidmiller SFP optical fiber links and allow users to measure optical parameters and its
performance from center site. This function can greatly facilitate the trouble shooting process for
optical fiber links and reduce costs for onsite debug.

Monitor SFP

SFP Status

. w
Model Name ;ElE:I:!'\pEratLlrEe ;\‘?l!tage Tx Power (dBm)  |Rx Power (dBm)

Parameter Description

Port No. Switch port number with SFP plugged in

Model Name Weidmiller SFP model name

Temperature (°C) SFP casing temperature

Voltage (V) Voltage supply to the SFP

Tx power (dBm) The amount of light being transmitted into the fiber optic cable
Rx power (dBm) The amount of light being received from the fiber optic cable
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0 NOTE: Certain tolerances exist between real data and measured data.
Parameters Tolerance
Temperature (°C) +3°C
Voltage (V) +0.1V
Tx power (dBm) + 3dB
Rx power (dBm) + 3dB

3.15 Using the MAC Address Table

This section explains the information provided by the Weidmidiller switch’s MAC address table.

All MAC Address List

All Page 111 -

M_

=]

00-15-7e-09-00-33 ucast(l) 5

2 00-15-7e-09-12-d3 ucast(l) 4
3 00-21-70-b4-77-11 ucast(l) 1
4

'S

a0-88-b4-73-73-a4 ucast(l)

The MAC Address table can be configured to display the following Weidmdiller switch MAC address
groups, which are selected from the drop-down list:

ALL Select this item to show all of the Weidmdtiller switch’s MAC addresses.
ALL Learned Select this item to show all of the Weidmdtiller switch’s Learned MAC
addresses.

ALL Static Lock Select this item to show all of the Weidm{ller switch’s Static Lock MAC
addresses (not supported by Value Line managed Switches).

ALL Static Select this item to show all of the Weidmiiller switch’s Static, Static Lock,
and Static Multicast MAC addresses.

ALL Static Select this item to show all of the Weidmiller switch’s Static Multicast
Multicast MAC addresses.
Port n Select this item to show all of the MAC addresses dedicated ports.

The table displays the following information:

MAC This field shows the MAC address.

Type This field shows the type of this MAC address.
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Port This field shows the port that this MAC address belongs to.

3.16 System Log

The following events will be recorded into the Switch’s Event Log table:

e Cold start

e Warm start

e Configuration change activated

e Power 1/2 transition (Off - On), Power 1/2 transition (On - Off)
e Authentication fail

e Topology changed

e Master setting is mismatched

e Port traffic overload

e dotlx Auth Fall

e Port link off/on

3.16.1 Using Event Log

Event Log Table

Page 11/11 «

System Startup Time

151 299 0d17h12m11s Port 4 link off

152 299 = = 0d17h12m12s Port 4 link on

153 299 = = 0d17h52m27s 192 168.1.50 admin Auth. ok
154 299 = = 0d19h12m43s Configuration change activated
155 299 = = 0d19h53m11s Configuration change activated
156 299 = = 0d19h53m11s Configuration change activated
157 300 - - 0d0hOmOs Port 4 link on

158 300 = = 0dOhOmOs Port 4 link off

159 300 = = 0dOhOmOs Warm start by Factory Default
160 300 - - 0d0hOm2s Port 4 link on

161 301 - - 0d0hOmOs Port 4 link on

162 301 - - 0dOhOmOs Port 4 link off

163 301 - - 0dOhOmOs Cold start

164 301 - - 0dOhOm2s Port 4 link on

The Event Log Table displays the following information:

Bootup This field shows how many times the Weidmiiller switch has been rebooted
or cold started.

Date The date is updated based on how the current date is set in the Basic Setting
page.

Time The time is updated based on how the current time is set in the Basic Setting
page.

System The system startup time related to this event.

Startup Time

Events Events that have occurred.

125



\rl

User Manual Managed Switches

3.16.2 Syslog Settings

This function provides the event logs for the syslog server. The function supports 3 configurable
syslog servers and syslog server UDP port numbers. When an event occurs, the event will be sent as
a syslog UDP packet to the specified syslog servers. The log data which will be sent to a syslog
server is the same as created for the internal Event Log.

Syslog Settings

Syslog Server 1 \ \

Port Destination (1~65535)

Syslog Server 2 ‘ ‘
Port Destination (1~65535)

Syslog Server 3

Port Destination (1~65535)

Syslog Server 1/2/3

Factory

Settin Description
g p Default

Enter the IP address of Syslog Server 1/2/3 used by

IP Address None
your network.

Port Destination

(1 to 65535)

Enter the UDP port of Syslog Server 1/2/3. 514
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4. Using Industrial Protocols

4.1 MODBUS/TCP MAP

Introduction

MODBUS TCP is a protocol commonly used for the integration of a SCADA system. It is also a
vendor-neutral communication protocol used to monitor and control industrial automation equipment
such as PLCs, sensors, and meters. In order to be fully integrated into industrial systems,
Weidmiuiller's switches support Modbus TCP/IP protocol for real-time monitoring in a SCADA system.

Data Format and Function Code

MODBUS TCP supports different types of data format for reading. The primary four types of them

are:
Function .
Data Access Type Function Name Note
Code
Physical Discrete .
y 2 Read Discrete Inputs
. Inputs
Bit access Internal Bits or
: . 1 Read Coils
Physical Coils
. Supported by
Physical Input : .
Word access y_ P 4 Read Input Registers Weidmuiller managed
. Registers .
(16-bit Switches
access Physical Output . .
) y_ P 3 Read Holding Registers
Registers

Weidmililler switches support Function Code 4 with 16-bit (2-word) data access for read-only
information and using Unit ID 1.

Configuring MODBUS/TCP on Weidmuller Switches

&) Ktz Modbus TCP
{0 Overview

#{] Basic Settings
{2 SNMP Setings W Enable
{1 Communication Redundancy
#{] Traffic Prioritization

H{] Virtual LAN

+1{] Bandwidth Management
£ Auto Warning

~{] Line-Swap Fast Recovery
#{] SetDevica IP

#{] Diagnosis

~{Z3 Monitor

~{Z] MAC Address Table
#{] System Log

E+2Y Industrial Protocol

~{Z] EtherNet/IP

~{] PROFINET IO

~{Z] Modbus TCP

£
£
{1 Multicast Filtering
E
E

Note: Modbus TCP is enabled by default. To disable Modbus TCP, uncheck Enable Modbus TCP
then click apply.

MODBUS Data Map and Information Interpretation of Weidmiuller Switches
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The data map addresses of Weidmdiiller switches shown in the following table start from MODBUS
address 30001 for Function Code 4. For example, the address offset 0x0000 (hex) equals MODBUS
address 30001, and the address offset 0x0010 (hex) equals MODBUS address 30017. Note that all
the information read from Weidmiiller switches are in hex mode. To interpret the information, refer to
the ASCII table for the translation (e.g. 0x4D = ‘M’, Ox6F = ‘0’).

Address Offset | Data Type ‘ Interpretation ‘ Description
System Information
0x0001 1 word Unit ID (Ethernet = 1)
0x0002 1 word HEX Product Code = 0x0003
0x0010 20 words ASCII Vendor Name = "Weidmueller"

Word 0 Hi byte ='W’
Word 0 Lo byte ='e'
Word 1 Hi byte =i’
Word 1 Lo byte ='d"’
Word 2 Hi byte ='m’
Word 2 Lo byte ='u’
Word 3 Hi byte ="'e'
Word 3 Lo byte ="'l
Word 4 Hi byte ='I'
Word 4 Lo byte ="e'
Word 5 Hi byte ='r'
Word 5 Lo byte ="'
Word 6 Hi byte ="\0'
Word 6 Lo byte ="\0'

0x0030 20 words ASCII Product Name = “|E-SW-VLO8M”
Word 0 Hi byte = ‘I’
Word 0 Lo byte = ‘E’
Word 1 Hi byte = ‘-’
Word 1 Lo byte =V’
Word 2 Hi byte = ‘L’
Word 2 Lo byte = ‘0’
Word 3 Hi byte = ‘8’
Word 3 Lo byte = ‘M’
Word 4 Hi byte = \0’
Word 4 Lo byte = \0’

0x0050 1 word Product Serial Number

0x0051 2 words Firmware Version

Word 0 Hi byte = major (A)
Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)

0x0053 2 words HEX Firmware Release Date

For example:

Word 0 = 0 x 0609

Word 1 =0 x 0705

Firmware was released on 2007-05-06 at 09
o’clock

0x0055 3 words HEX Ethernet MAC Address

Ex: MAC = 00-01-02-03-04-05
Word 0 Hi byte = 0 x 00

Word 0 Lo byte =0 x 01
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Word 1 Hi byte = 0 x 02
Word 1 Lo byte =0 x 03
Word 2 Hi byte =0 x 04
Word 2 Lo byte =0 x 05

0x0058

1 word

HEX

Power 1
0x0000: Off
0x0001: On

0x0059

1 word

HEX

Power 2
0x0000: Off
0x0001: On

0x005A

1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

0x0082

1 word

HEX

DO1
0x0000: Off
0x0001: On

Port Information

0x1000 to
0x1011

1 word

HEX

Port 1 to 8 Status
0x0000: Link down
0x0001: Link up
0x0002: Disable

0x1100 to
Ox1111

1 word

HEX

Port 1 to 8 Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x0002: 100M-Half
0x0003: 100M-Full

0x1200 to
0x1211

1 word

HEX

Port 1 to 8 Flow Ctrl
0x0000:0ff
0x0001:0n

0x1300 to
0x1311

1 word

HEX

Port 1 to 8 MDI/MDIX
0x0000: MDI
0x0001: MDIX

0x1400 to
0x1413 (Port 1)

0x1414 to
0x1427 (Port 2)

20 words

ASCII

Port 1 to 8 Description

Port Description = “100TX,RJ45.”
Word 0 Hi byte = ‘1’

Word 0 Lo byte = ‘0’

Word 1 Hi byte = ‘0’

Word 1 Lo byte =T’

Word 4 Hi byte = ‘4’
Word 4 Lo byte = ‘5’
Word 5 Hi byte = *
Word 5 Lo byte = \0’

Packets Information

0x2000 to
0x2023

2 words

HEX

Port 1 to 8 Tx Packets

Ex: port 1 Tx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2100 to
0x2123

2 words

HEX

Port 1 to 8 Rx Packets
Ex: port 1 Rx Packet Amount = 44332211
Received MODBUS response:
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0x44332211
Word 0 = 4433
Word 1 = 2211

0x2200 to
0x2223

2 words

HEX

port 1 to 8 Tx Error Packets

Ex: port 1 Tx Error Packet Amount =
44332211

Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2300 to
0x2323

2 words

HEX

port 1 to 8 Rx Error Packets

Ex: port 1 Rx Error Packet Amount =
44332211

Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 =2211

Redundancy Info

rmation

0x3000

1 word

HEX

Redundancy Protocol
0x0000: None
0x0001: RSTP
0x0002:Turbo Ring
0x0003:Turbo Ring V2
0x0004:Turbo Chain

0x3100

1 word

HEX

RSTP Root

0x0000: Not Root

0x0001: Root

OxFFFF: RSTP Not Enable

0x3200 to
0x3211

1 word

HEX

RSTP Port 1 to 8 Status
0x0000: Port Disabled
0x0001: Not RSTP Port
0x0002: Link Down
0x0003: Blocked

0x0004: Learning

0x0005: Forwarding
OxFFFF: RSTP Not Enable

0x3300

1 word

HEX

TurboRing Master/Slave
0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring Not Enable

0x3301

1 word

HEX

TurboRing 1st Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

0x3302

1 word

HEX

TurboRing 2nd Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning
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0x0005:Forwarding

0x3303

1 word

HEX

TurboRing Coupling

0x0000: Off

0x0001: On

OXFFFF: Turbo Ring is Not Enabled

0x3304

1 word

HEX

TurboRing Coupling Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

OXFFFF: Turbo Ring is Not Enabled

0x3305

1 word

HEX

TurboRing Coupling Control Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

0x0006: Inactive

0x0007:Active

OxFFFF:Turbo Ring is Not Enabled

0x3500

1 word

HEX

TurboRing V2 Coupling Mode
0x0000: None

0x0001: Dual Homing

0x0002: Coupling Backup

0x0003: Coupling Primary
OXFFFF:Turbo Ring V2 is Not Enabled

0x3501

1 word

HEX

TurboRing V2 Coupling Port Primary Status
(Used in Dual Homing, Coupling Backup,
and Coupling Primary)

0x0000:Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 is Not Enabled

0x3502

1 word

HEX

TurboRing V2 Coupling Port Backup Status
(Only using in Dual Homing)

0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Not Enable

0x3600

1 word

HEX

TurboRing V2 Ring 1 status
0x0000: Healthy

0x0001: Break

OxFFFF:Turbo Ring V2 Not Enable

0x3601

1 word

HEX

TurboRing V2 Ring 1 Master/Slave
0x0000: Slave
0x0001: Master
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OXxFFFF: Turbo Ring V2 Ring 1 Not Enable

0x3602

1 word

HEX

TurboRing V2 Ring 1 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004:Learning
0x0005:Forwarding

OxFFFF:Turbo Ring V2 Ring 1 is Not
Enabled

0x3603

1 word

HEX

TurboRing V2 Ring 1’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 Ring 1 is Not
Enabled

0x3680

1 word

HEX

TurboRing V2 Ring 2 Status

0x0000: Healthy

0x0001: Break

OXFFFF: Turbo Ring V2 Ring 2 is Not
Enabled

0x3681

1 word

HEX

TurboRing V2 Ring 2 Master/Slave
0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring V2 Ring 2 is Not
Enabled

0x3682

1 word

HEX

TurboRing V2 Ring 2’s 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not
Enabled

0x3683

1 word

HEX

TurboRing V2 Ring 2’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not
Enabled

0x3700

1 word

HEX

Turbo Chain Switch Roles

0x0000: Head

0x0001: Member

0x0002: Tail

OXFFFF: Turbo Chain is Not Enabled

0x3701

1 word

HEX

Turbo Chain 1st Port status
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0x0000: Link Down

0x0001: Blocking

0x0002: Blocked

0x0003: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 Not Enable

0x3702

1 word

HEX

Turbo Chain 2nd Port status

0x0000: Link Down

0x0001: Blocking

0x0002: Blocked

0x0003: Forwarding

OXFFFF: Turbo Ring V2 Ring 2 Not Enable
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4.2 Profinet I/O

Introduction

PROFINET is a communication standard for automation of PROFIBUS & PROFINET International
(PI). Itis 100% Ethernet-compatible as defined in IEEE standards. With PROFINET, applications can
be implemented for production and process automation, safety applications, and the entire range of
drive technology. With its integrated Ethernet-based communication, PROFINET satisfies a wide
range of requirements, from data-intensive parameter assignment to extremely fast /0O data
transmission.

PROFINET I/O is used for data exchange between 1/O controllers (PLC, etc.) and 1/O devices (field
devices). This specification defines a protocol and an application interface for exchanging 1/O data,
alarms, and diagnostics. And its real-time (RT) solution allows response time in the range of 5 ms,
which corresponds to today’s PROFIBUS DP applications.

4.2.1 PROFINET Environmental Introductions

PROFINET Networking Structure

PROFINET I/0O follows the Provider/Consumer model for data exchange. PROFINET forms logical
link relationships between network character types. They are shown below.

PC Run Deployment Software/ PLC

SCADA
xﬁ —
& " | (AA
L
Weidmiller Switch, =

Sensor, Motor I
Enable PROFINET ©
=

There are 3 major character types defined by PROFINET 1/O, including I/O controller, 1/O supervisor,
and 1/0 devices. Switches are considered 1/O devices.

/0O Controller

This is typically the programmable logic controller (PLC) on which the automation program runs. The
1/0 controller provides output data to the configured I/O-devices in its role as provider and is the
consumer of input data of 1/0 devices.

I/0O Supervisor

This can be a programming device, personal computer (PC), or human machine interface (HMI)
device for commissioning or diagnostic purposes.

1/0 Device

An /O device is a distributed I/O field device that is connected to one or more /O controllers via
PROFINET I/O. The I/O device is the provider of input data and the consumer of output data.
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PROFINET I/O Devices

The Weidmiller switch is a PROFINET 1/O device. A device model describes all field devices in terms
of their possible technical and functional features. It is specified by the DAP (Device Access Point)
and the defined modules for a particular device family. A DAP is the access point for communication
with the Ethernet interface and the processing program.

PROFINET Protocols

DCP In PROFNET 1/O, each field device has a symbolic nhame that uniquely identifies the field
device within a PROFINET I/O system. This name is used for assigning the IP address
and the MAC address. The DCP protocol (Dynamic Configuration Protocol) integrated in
every I/O device is used for this purpose.

DHCP Because DHCP (Dynamic Host Configuration Protocol) is in widespread use
internationally, PROFINET has provided for optional address setting via DHCP or via
manufacturer-specific mechanisms.

PROFINET Type LLDP

Automation systems can be configured flexibly in a line, star, or tree structure. To compare the
specified and actual topologies, to determine which field devices are connected to which switch port,
and to identify the respective port neighbor, LLDP according to IEEE 802.1AB was applied in
PROFINET I/0.

PROFINET filed bus exchange existing addressing information with connected neighbor devices via
each switch port. The neighbor devices are thereby unambiguously identified and their physical
location is determined.

Device descriptions

GSD file The GSD files (General Station Description) of the field devices to be configured are
required for system engineering. This XML-based GSD describes the properties and
functions of the PROFINET I/O field devices. It contains all data relevant for engineering
as well as for data exchange with the device.

0 Refer to Appendix C how to get the GSDML file from the Weidmdller Internet Server.

4.2.2 Configuring PROFINET I/O on Weidmuller Switches

Enable PROFINET I/O in WEB Ul on the Switch
The following steps show how to enable the Profinet 1/O function on the Weidmller switch:
1. Connect the configuration PC to the Switch
2. Change the IP address of the PC to one of the rang 192.168.1.0 / 24
e.g. IP address 192.168.1.200 / Subnet mask 255.255.255.0

3. Start a Web browser and log into the Web interface of the Switch (default IP address of the
switch is 192.168.1.110)

Username: admin / Password: Detmold

4. Select menu Industrial Protocol -> PROFINET 10
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& T PROFINET IO
{1 Overview
] Basic Seftings
{1 SNMP Settings
{1 Communication Redundancy | DISENE
] Traffic Prioritization
B Virual LAN
] Muticast Filtering
EI{_] Bandwidth Management
E{] Auto Warning
-] Line-Swap Fast Recovery
] SetDevice IP
B{_] Diagnosis
{21 Monitor
{1 MAC Address Table
] System Log

EM2Y Industrial Protocol
+(1 EtherNel/lP

{1 PROFINET IO
-{1 Modbus TCP

® Enable (Enable LLDP automatically after activating)

5. Select Enable option and click Activate to enable PROFINET I/O.

The PROFINET type LLDP will be enabled automatically when PROFINET /O is enabled.

Select the Disable option and click Activate to disable PROFINET 1/0.

The switch will disable PROFINET type LLDP and will use then standard LLDP.

\rl

PROFINET I/O functionality is implemented in firmware version 3.3.x and later.

If you use a managed Switch with firmware version 2.x you can update the firmware to latest
version 3.3.x. Your hardware already is capable to run the industrial protocols.

By factory default the PROFINET 1I/O functionality is disabled (all Weidmuller managed

0 Switches).

4.2.3 Step 7 Integration

Addressing of /O Data in PROFINET I/O Based on Slot and Sub-Slots

The concept of the Weidmidiller
PROFINET switch with GSD version
2 is shown the table below. In this
structure, each switch port represents
one sub-slot.

Manufacturer Information

Slot 0

Sub
Slot0

DAP

Sub Sub Sub Sub
Slot Slot Slot Slot
0X8000 | 0X8001 | 0X8002 | 0X8003
IO Data | Port1 Port 2 Port 3

Each PROFINET device is addressed based on a MAC address. This address is unique worldwide.
The company code (bits 47 to 24) can be obtained from the IEEE Standards Department free of
charge. This part is called the OUI (organizationally unique identifier).

Table of Weidmiiller QUI

Bit Value 47..24

Bit Value 23..0

0

1

5

7 E

X

X

X

X

Company Code (OUI)

Consecutive Number
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4.2.4 Overview of Operation Procedure

The following steps show how to integrate the switch into a PROFINET network:
1. Activate PROFINET protocol on the switch
- Enable checkbox PROFINET in switch web Ul

2. Create a PROFINET /O subnet project in STEP 7
- Create a PROFINET /O Ethernet project for deploying environment

3. GSD file installation
- Import Weidmiller switch GSD into the project

4. Device configuration
- Search and discover the switch in STEP 7. Configure PROFINET attributes such as IP
address, device name and I/O parameters.

5. Save and load the project into the PLC
- Load this project and save into the PLC

6. Monitoring the Switch
- Use STEP 7 to monitor switch attributes

4.2.5 Create a PROFINET I/O Subnet Project

\rl

Start SIMATIC Manager, click file in the menu bar > New Project = ==

New Project

User projects |L\b|aries | Multiprojects |

M ame: ‘ Storage path |
@W’eidmueller C:AProgram Files\SiemenshStep?haFprajhw eidmuel

Name your project in the Name field then click OK.

-
Mame: Type

‘Weidmueller m

-

Storage location [path):

‘C:\F'rogram Filzs\Siemens\Steps7praj Browse...
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Insert a station in your project by...
Right click in category column > Insert New Object > your PLC series (here we select SIMATIC 300

station).

& SIMATIC Manager - [Weidmueller -- C:\Program Files\Siemens\Step7\s7proj\Weidmuel]
8P File Edit Inset PLC View Options Window Help

Do |20 & B dello %) o[ 5 8 [[<Noers ST e@ REmMe
- el W
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Insert New Object 3 SIMATIC 400 Station
PLC > SIMATIC 300 Station
Rename B SIMATIC H Station
Object Properties...  Alt+Return I aton
Other Station
SIMATIC 55
PG/PC
MPI
PROFIBUS
Industrial Ethernet
PTP
Foundation Fieldbus
57 Program

Then you can see the new object in the project. Double click on the Hardware.

A SIMATIC Manager - [Wei -- C:\Program F p7\sTproj
5P File Edit Inset PLC View Options Window Help
Do |20 4 2R d[o %[

=-Bp Weidmueller = Harwa
Tl SIMATIC 3001)

(21 [ < Ho Fiter > ~% | e@® BEM

After double-clicking on HW, you will see the HW Config window.

4 W Confg - [SMATIC 30001) [Configuratin) — Weidmuelle] S| o
BN Ststion Eda bwet PLC View Options Window Help o=

D@Ed-® & & 0w dd @S 8 W

2 s
Bt atjal
B e <
& Y FROFEUS DF
FROFEUS P
w4 FROFRET D
S sikalic 00

8] smanic 20
(S| esgraion
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Drag a rack from the side bar to main dashboard. Click Rack-300 and drag Rail to the main screen.

B A Confg - [SMATIC 301) (Configuration) - Waidrmsie] F ==
N Sion Eda et PLC View Opions Wndow Help el

DEi-¥ & & e dda D3 8w

- EF
[t aflayl
B ™ |

= Y PAORRLS DF
PROPBUS P
w4 POPET 1D

[l ShaTiC 400
[l SIMATIC P Based Conie 200/400
5 B SIMATIC P Staser

]
S ] bokie O s Fore | P s | Lot | Qs | Comnen

F 3901700 %
b 1 varous gl

== ks

mEBR

Select your PLC CPU and drag it to the rack ]
2 PROFIBUS DP a
SIMATIC 300
{3 cPu-30
{3 cru st

Add PLC CPU in HW Config - PP
i Profie:  [Standard =]

slot 2. Please select by PLC you used. Here G :
we will select 6ES7-317-2EK14-0AB0 V3.2. L

{3 crusz

{0 CPU 3121FM

- cPUR3

{1 CPU 313C

{2 CPU 313C-2DP

- CPU 31302 PP

Qcrua

0 CPU 314 IFM

{0 crusec2DP

(3 CPU 21402 PNUDP

0 CPU Bt4C2 PP

! Qcrums

(1 CPU 315:2DP

{1 CPU 3152PN/DP

{0 cPU3ISF2DP

| ([0 CRU 315F-2 FH/DF

QO cPu e

{2 CPUB162DP

L cruzrz

(3 CPU 317:2PN/DP

£ BEST 31726100480

{0 BEST 317-2EK1340480

] BES7 31 72EK140480
8 vat

I

N1
QU

{1 CPU 317F-2 PHADP
-0 cPU 3182

(3 CPU 213.2PNIDP
] CPU 31973 PHADP
L cruste

0 Fu-300

0 Gateway

2 m300

0 Ps-300

0 Rack-a00

Now, the Ethernet interface dialog will pop out. Fill your PLC IP address in “IP address” column.
Then click New in subnet to create a new Ethernet subnet. Here we will create a subnet named
“PROFINET Ethernet”, then click OK.
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B VW Caniig - [SIVATIC 3000 Comgurabion] ~ Wedmusiar]
I SistonEt_insert_PLC View Optons Window Help

DF " § & (=0 dd O 8

(=& ="

Bl UR

- oin
Enct Aty
t
Profie: [Standard =l
R PROANET 10 A

Sl SIMATIC 300
ey

#-00 CPu B2IFM
@0 CPUBIE
@0 cPu a3
@00 CPU I

Properties - Ethernet interface PN-0 (RO/S2.2)
ot Faamtn |

ﬁ -0 CPURA20P
@2 CPUBIIC2AP

@0 cPu

M 2] CPU 314 IFM

® 0 CPU 314020P

% (2] CPU SMCZFNDR

Fasubnet s smlected.
the next avalatie sdizmes o suggested. # L U maCaRe

P addreas

ﬁnjm O rumber Fumvore | MR adbbers | oo af

Gatewsy. - >
= e ke [ | e © O crunF PR

£ Use router @] CPU 316
| @ (3 cPu E20P

Subret:

— v
PROFINET

0

tworked —

direen
Ades: | &0 U7z L
| 0 o N72PNDP I
&1 (3 6657 NTE00%80
a1 BES? NTEKI 30480
= | =0 e
[ [ | E— | I
Q w1 oRU B2

-0 CPU B2 PR

n oK

&3 cPu a2
= CPu 3 rDR
& L3 CPUIFIPUDR

&0 e
@ L uam

S SMTIC 0
w SIMATIC FC Basad Contiol 3004400
-8 SMATICFL Stgion

EES7 Z1T-2EK 140850 |
4 KB wolk memoy. 0 025ms/1000 rshucions. PROFINET |

corecton: 57 Commurvcation (adabie FBA/FCs) PROFNET

10 Corsober uppmnt= RTART: PROFINET ilefacs and 2 ports: -~

PROFINET I/O Ethernet subnet project now is accomplished.

BN Swtion Edit Insen PLC View Options Window Help
D0 8 &G e db M B

ST s

- [[=][x:

FROFINET Bhemet: PROFINET 0 Sysem (100}

Profie: [Siancerd =
& B PROFINET ID
&

a Bixl
EJ e miay

w1 crum2
50 CRUT2IFM
B4 Uz

00 CPU S IPM
@00 CPUFMC2DP

==

|sddess | O sdbess | Commen

] CPU 3152 PNIDP
® 0 U6
| ® ] CRU31B20P

w3 U2 L

=3 CRU3172PN/DP

757

@ 2 FES7 NTZEID04B0

eI

(] BES7 H17:26K130480

= 0 BES7 3 TEK14 0480

arae

vat

vz

& cuzE

3 CRUSTF2PHOP
&3 cruze2

0 cruzIB3PNDR

&3 CPUTIFIPNOP

0 e

3 Mam

L] Gty

Insertion possible

4.2.6 GSD File Installation

1. Start SIMATIC manager on your PC.
2. Open your project.

3. Open hardware configuration.

3 M3
=] Ps-200
& 1 Rack-300

sl
£ L 5300

58 SMATIC P Staon A

[GEST 317K 140880 - E
1024 KB work memeny: 0.025ms/1000 instnuctions: FROFINET |

[contcton: 57 Coftmmsicalin ladabis FB2/FCol, PROFINET
110 Coriraler supposts RTART. FROFINET iisiface and 2 pots, -

’-} SIMATIC Manager - [Weidmueller -- C:\Program Files\Siemens\Step7\s7 proj\Weidmuel]
% File Edit Inset PLC View Options Window Help

D |80a| ¢ 2Rz % %[>
E-EED Weidmueller
SIMATIC 300(1]

|[ <o Fiter >
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Installing the GSD file

4. Put the GSD file and icon file on your PC at the same folder.

@le » Computer » Removable Disk (E) » ProfiNet Switch

File Edit View Tools Help

Organize ¥ Sharewith »  Bum  Newfolder
A Fovorites Neme Date modified Type Size
B Desktop |} GSDML-V23-Weidmueller-TE-SW-VL08Mseries-20140325 xml 25/03/201418:22  XMLFile 175 KB
i Downloads [ GSDML-0134-0007-ESWVLO8M.ico 11/03/201411:43  Icon 20kB
%] Recent Places 2] GSDML-0134-0007-IESWVLOSM bmp 11/03/201411:81  Bitmap image 19K
A Libraries
[F Decuments
o Music
) Pictures
B Videos
% Computer
&, Local Disk (C})
= Removable Disk (E)
#3 BD-ROM Drive () X16-42555V52010ProTrial
€ Network
5. Click Options > Install GSD File
E!& HW Config - [SIMATIC 300(1) (Configuration) -- Weidmueller]
B} Station Edit Inset PLC View [Options | Window Help
0O & 8~ @‘13 =] Customize... Crl+Alt+E
Specify Module...
=N UR Configure Network
1 Symbol Table Ctrl+Alt+T
Z CUTZIONO st o
gﬁ?ﬁ ’Fm‘? Edit Catalog Profile
e T Update Catalog PROFINET Ethemet: PROFINET-I0-System (100)
3
n Install HW Updates ...
5 Install GSD File...
6
7 Find in Service & Support...
8
9 Create G5D file for I-Device...
10
1l
o i
o
Slat Module Order humber Firmware | MP| address | addiess | O address | Comment
1
2 |E]CPU317-2PN/DP__|GES7 317-2EK14-0AB0__ [v3.2 2
e MRS &£ Pt
AR FRAT EIHT
M) Pt i EIEF”
M Pt s ErEET
3

Install GSD Files = (==
6. Click button Browse... to select the | 1aigso Fies

GSD file and click Install

from the directory j

|E'\F’|nfiNet Switch Browise

Install Show Log Select All Dezelect All |

Help
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When the GSD file successfully is installed, you will find Weidmuller switches in the side bar under:
PROFINET IO > Additional Field Devices > Network Components > Weidmueller Switch series

7. Select the Weidmdiller switch from the side bar (in this case V3.3) and use Drag & Drop to pull the
switch onto the bus cable. Then you can see the Weidmuller switch icon displayed on the screen.
B HW Config

= = T [ == rn =]
By statien Ede Inser PLC View Opticns Window Help -]
DE-2 § 8 @B ded o %8 W

= e
= e i
T =
2 CPU 3172 PR/DP Frofie:  [Standard =]
ot o & B FROFEUS OF
et |20 0 0 PROFIBUS P4
xein [§ At PROFINET Bhamat: PROFINET-0-System (100) -8 FROFNET 10
wern [§ Porz i

£ AdSiional Feb Dessces

B0 10
- Network Compereris
520 Wb Soich s E SWALOGM
B 2 IESWHLSMI STX1SC25CS
B IESWAHLOMISTXISC
Z £ IESWMLOBMI 6TX-25C
10

15 21 IESWALDMI ST 2505
5 21 I SwALMT £y 5T
521 IESwLomraT
T
o @ v
660 SwhshingDevies

=

1 3 Mook Comporeres
(2] Semson

1 01 Swicking device:

=l SMATIC 20
Casnnt 7 [l SMaTICAm
] SMATIC PL Based Conicl 2004400
&L SIMATIC FC Station

124034000 %,
feinuelel Inaddace J
Mariaged Svalch, 8 Post: R4S

BSDHLVE 3 \Weidnnssber E-5\ A1 0BMseries 20140325 i

Tnsestion possible

Chg
1. Select PLC > Ethernet > Edit Ethernet node to open the Browse dialog.

TR FAW Config - [SMATIC 30001 (Configuration) - Weidmuelier] =] = |
By Swtion Edit Insen [PLC) View Options Window Help N
D88 B &  Download cuL

[ Upload.. = a5

DR i atail
0 L
= = Poie:  [Seondons =l
A1 MPLT w PROFIBUS DP
2 = CurlsD PROFIBUS PA
IR LoL) PROFINET Bthemet PROFINET-I0-System (1 =] PROFMET 10
xr2e [ ez Cuael ——————7——§—*ﬂ—— 1 22 Addiional ek Davicas
, =T
= 0 Menwork Componen:
5 1 W Sstch seiss [E-SWVL0EH
1 IESWVLIBMT ST 1502505
5 2 IESWLIBMT ST 35T
42 IESWALIBMT 6T 25T
5 2 IE SWVLBMT 672505
1 Memory Card. 20 ESWALIBMT 6T 25T
[ + EdtEthemet Node O vy e
. )| vy vedcetume b sogn
e Assign Device Hame. 1 L1 Gaway
— = 1 il
B0 10
. 1 Menwotk Conpaneris
5 O Sensors
]S ) £ swrLoen 8T 5 1 Swiching device:
o SMATIC
Stot| [ M| Ordorrmmber | | addbess | 0 ackdbes: | Diegrostc address: Commert | |o @ swestic am
Ar Y 7 5 | SIMATIC P Based Corvl S00/410
v [ v e .8 SIMATIC PC Seation
Ll e
Serd | A L
el A, e
S 1§ o Eod
o, 2
Lo 1Y e [
e f Y A [
AT Alat EA
1
2
e z
Rt htoce bl
Managed Swach, 3 Pa S
GSOMLA/2 3 st £ 5L 0B s 2014028 i

Displays the address of the station(s] on Ethemet to be changed
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2. When the Edit Ethernet Node dialog box appears, click =

Ethemet node

B rowse Nodes accessitle onine
MAC addiess I Browse

SetIP configuration

& Use IP parameters

Gateway

P ac I

oo Do not use rauter
Subret mask: © Userouter
€ Obtain P addvess from a DHCP server

Idenified by

& (o) (e}

ClientID: [

|

Assign device nsme

Devics name: —

Reset to actary saings

Close Help

3. Select your target switch and click Browse Network - 2 Nodes = =

OK Start || IP addiess MAC address Device type !

00-15-7E-09-00-58  Weidmueller Switch

192.168.1.110
19216801 00-1B-1B-24-45-43  57-300 [

[ Fast search

4 1 b

MAC address: 00-15-7E-09-00-58

B . . Edit Ethemnet Node =| ==
4. Assign IP address and Device name to the switch

Nodes accessible online

- Give the switch an IP address and subnet mask e

(e.g. 192.168.0.110, 255.255.255.0) DMl

- ) ) . 1P address: FE=TBE0T0 & popotuse outer
- Click Assign IP configuration =T

. . eereine
- Give the switch a name (e.g. IE-SW-VLO8SMT-8TX)

Idenified by
@ ol G

- Click Assigh Name G|

- Click Close to finish —temeonipen |

Assign devics name

Device name: [E-5W/VLOBMT-8TX Assign Name

Reset to factor settings

Fieset

NOTE The field Device name does not allow any empty spaces in the name. If the device name is entered
with a space, the system will remove words after the space automatically.
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L gr—

5. Set IP address and device name in =~ # e oo ne ac e o e s

D@ % & e dbd DO W v

your project =5
- Double-click the switch icon to S e 1 e et sencn
open switch property menu.

5 1 s

e e e e
:gm o EE-:
o
. . . Properties - [E-SW-VLOSMT-8TX ﬁl
- Set the Device name corresponding with those e
you have just assigned under section “Edit Sodmor - [ESTHATMTETY

Managed Switch, & Ports 45

Ethernet Node”. (e.g. IE-SW-VLOSMT-8TX) i

Order no./ fimware: 1240940000/ V3.3
Famiy: Weidmueller Switch series |E-SV/-VLOBM

Device name IE-SW-VLDBMT-8T

GSD file: GSDMLV2.3-Weidmueller- E-5\W-VL08Msenes-20140325 xml

Change Release Number.

Node in PROFINET IO sy:

Device number: |1 | [PROFINET-I0-System (100)

1P address; 19216802 Ethemet

[ Assign IP address via 10 controller

Commert:

Cancel Help

Properties - Ethemet interface TE-SW-VLOBMT-8TX =|
- Click Ethernet... and set manually the IP address | & o
corresponding with those you have just

assigned in STEP 7 (e.g. 192.168.0.110)

IP address: 192.168.0.2]

‘Subnet mask:

¥
& Donot use iouter

|255.255.255.0

€ Use router

Address:
Subnet.

ot networked — o
PROFINET Ethemet
Propeties
Delele

R [

Properties - IE-SW-VLOBMT-8TX =|
Genersl
Short description IE-SW-VLDBMT-8TX

Managed Switch. 8 Ports RJ45

- Then click OK =

Order o/ fimware: 1240940000 / V2.3

Family: Weidmueller Switch series |E-SW-VLOEM
Device name |E-SW-VLOBMT-8TX
GSDie: GSDMLV2.3-Weidmueller-IE-SW-VL08Mseries-20140325xmi

Change Release Nurber.

Node in PROFINET 10 sye

Device number. [ | [PROFINET-I0-System (100)

IP adress 192168.0.110

[¥ Assign IP address via IO cortroller

Comment

0K Cancel Help
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R HW Config - [SIMATIC 3001) (Configuration] - Weidmueller]
B Sation Edit Insen PLC View Options Window Help

6. Click Save and Compile

in the Hardware DR OICOICC) LIS
configuration. —
ﬁ?ggvepw
:; %‘E FADFINET Bihemes: PROFINET0-System (100

¥

(2 ==~ (=1~ 75 & % ™|
RRd

| 1) e SwALEMT 8T

Shat | M.| Dderrumber | 1 adbess | O sddiess | Diagrrastic address Commend
B -S| FA0S 0000 [ #186~

Sl | 7=

Al A T e

xrAl A T i

4.2.8 Configuring device properties

1. Select the switch and double-click the first sub-module slot O to set device properties.

:Iﬂ (1] IE-GWALOBMT-T

Order nurnber
124040000

0 address

| address Diagnostic address: Comment

= SE-SWN BT RTY

,'f AT ErEe
ATFT i 7 R Freg
AT AR S SR ErEF
AT FF o S FrE
Evye i S RN ErEr
XTFE Flf SR ETEr
AP FE S ERAE G
A7 AT i TR FrE
AT FE i EARAa Frm
:
2
Properties - IE-SW-VLOSMT-8TX (R-/50) = (=
General | Addresses Parameters |
2. Select Parameters and change the -
device parameter settings. T S
[Z] Redundant power1 supply No alarms
2] Redundant power 2 supply Ho darms |
] Device status Ho alarms
3. Click Save and Compile
Cancel Help
Properties - PN-10 (X1) ﬁl @
General | Addresses 10 Cycle |
Update Time
. . . Vode [Fedwatetme =]
Configuring I/O cycle time S ok ]
Update time [ms] [1z8o00 -] = [z -] x Wm
128.000
1. Select the switch and double-click the LR —
Number of accepted update cycles with missing 10 data: 3 hd
sub-module X1 to set the 1/O cycle. Wt ] [Er—
2. Select 10 Cycle and change the 1/O cycle
- Properties - PN-IO - Port 1 (RI45) (X1 P1) =| (=)
settlngs. General | Addresses | Topology | Options  Parameters |
3. Click Save and Compile. e f‘“* I
T m -
On
[

Configuring port property

14

Cancel Help
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1. Select the switch and double-click the sub-module X1 P1 to set port property for Port 1.
2. Select Parameters and change the port parameters settings.

3. Click Save and Compile

Properties - PN-I0 - Port 1 (R45) (1 P1) = =3
Configuring connection options Genera | Addresses | Topology Oions | Parometers
Connection
1. Select the switch and double-click the T
sub-module X1 P1 to set port options for Port :
Boundarie:
1. -
-
2. Select Options and change the port option r
settings.
3. Click Save and Compile
Cancel Help

4.2.9 Download the Project into the PLC
When the configuration is already saved and compiled, then click the icon (in red box) to download
project configuration to the PLC.

After the project is configured, SIMATIC STEP 7 will load all information required for data exchange
to the I/O Controller (PLC), including the IP addresses of the connected I/O devices.

Wﬂ HW Config - [SIMATIC 300(1) (Configuration) -- Weidmueller]
@l] Station Edit Insert PLC View Opticns  Window Help

D e® % &S w‘-’m (sul=N- A Vs
[
=0 UR
1
2 CPU 3172 PN/DP
X1 MPLDF
X2 PNIO
XZFIR Port 7 FROFINET Ethemet: PROFINET-IO-System (100)
X2P2R Port 2
3
1 (1) [ESWL
5 [
2 1
8
E]
10
11

4.2.10 Monitoring the Switch

PROFINET Attributes
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The PROFINET I/O connection can be configured for both cyclic I/O data and I/O parameters. 1/O
parameters are acyclic 1/0 data. These are major setup and monitor attributes in PROFINET.

Cyclic I/0O Data

Cyclic I/0 data are always sent between the PLC and Switches at the specified periodic time. These
data are transmitted almost real time. For example, status information from the Switches, and
variables to be written to the Switch would typically be part of the cyclic data.

I/O Parameters
PROFINET I/O parameters are defined for device configuration and status monitoring. These data
are useful for infrequent data transfers, or for very large data transfers. Only transfer when needed

Alarm

Alarms are mainly PROFINET /O transmitted high-priority events. Alarm data are exchanged
between an I/O device and an I/O controller. Once an event triggers it, the switch will send the alarm
to the PLC immediately. Enable or disable these alarms by setting I/O parameters.

PROFINET Cyclic I/0 Data

The Weidmdiller switch provides PROFINET 1/O cyclic data as described in below table.

NOTE: The default transfer frequency of the Switch’s PROFINET Cyclic I/O data is 128 ms. There
are 3 options available in SIMATIC STEP 7: 128 / 256 / 512 ms.

PROFINET Cyclic I/O Data Table

Category|Direction|Byte | Bit [Name Description
0 |Device status 0 is failed status, 1 is OK.
1 |[Powerl 0 is unavailable, 1 is OK
2 |Power 2 0 is unavailable, 1 is OK
3 |RSTP status 0 is disabled, 1 is enabled
Device Input 0 4 |Turbo Ring v1 0 is disabled, 1 is enabled
5 |Turbo Ring v2 0 is disabled, 1 is enabled
6 |Turbo Chain 0 is disabled, 1 is enabled
Turbo Ring v2 . .
7 urbo Ring 0 is broken, 1 is healthy
status
. 0 is not connected, 1 is
0 |Port 1 Connection I !
______________________________ connected
1 |Port 2 Connection 0 is not connected, 1 is
______________________________ connected
. |0is not connected, 1 is
2 |Port 3 Connection
______________________________ connected
. 0 is not connected, 1 is
3 |Port 4 Connection
Port nput | 1 ||| connected
. |0is not connected, 1 is
4 |Port 5 Connection
______________________________ connected
5 |Port 6 Connection 0 is not connected, 1 is
______________________________ connected
. |0is not connected, 1 is
6 |Port 7 Connection
______________________________ connected
7 |Port 8 Connection |0 is not connected, 1 is
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connected |

Monitor PROFINET I/O Cyclic Data

Weidmuiller switches provide PROFINET I/O cyclic data
for real-time monitoring. In side bar you can see Device

data and Port data.

End: |

=l

Frofil: [ Standard

- PROFIBUS DP

S8 PROFIBUS PA
=B PROFINET IO
EH{0 Additional Field Devices
10
=0 Metwork Components
-0 Weidmueller Switch series |E-S'wVLOSM
{2 |E-SWLDBMT ET%-15C-25C5
1 1E-SWHYLOBMT-5TH-35C
IE-SWALOBMT-6T-25C
IE-Sw/LOBMT-6T%-25C5
+-(C] 1E-SWHLDBMT-ETH-25T
- IE-SWLOSMT-8TX

B3 vas

E@
] Device data

- Port data
-] Switching Devices

-] Gateway
=+ HMI
=3 170
£
£

7L Metwork Components

i1 Sensors

A0 Switching devices

7 [f] SIMATIC 300

o [ SIMATIC 400

o [f] 5IMATIC PC Based Control 300/400
78 SIMATIC PC Station

B E-E-E

To monitor Device data, use Drag & Drop to pull the Device data onto slot 1. Right-click on slot 1,
then select Monitor/Modify.

| 1) IESw LB T 8T

Slot A todue

7 |g ME-SWVIOENT-FTX
AT AR
APET Fit 7 5]
Ll W
prrcll R
Pt Fot 4 55
el T
AT FE P B RS
Lt W
Arre ] Aovames

Go To

Filter Assigned Modules
Monitor/Modify

Edit Symbals...
Object Properties...

Open Object With...

Change Access

Assign Asset ID...

Product Support Information
FAQs

Find Manual

Start Device Tool

Alt+Return
Cirl+Alt+0

Ctrl+F2
Ctrl+F7
Ctrl+F6

3

Comment

i |

w

Use Monitor to check the input data value. In this
dialog, select Monitor and then, you can see the
status value of each address. Please refer to the

PROFINET Cyclic I/O data table to see the

meaning of each bit.

For example, address 0.2 is set to Bit 1. It represents
Power 2 status of the switch. 1 means Power 2 is
present and Green will be displayed in the section

Status value.

i Moniter/Modify - Device data - (R-/SL) = =)
Online via assigned CPU services
Path ['wieidmueler\SIMATIC 3001 NCPU 317-2 PN/DP
| Address | Symbol Display format | Status value | Modify value

1] 1 00 BIN I ED

2] 1 01 BIN i 220

3l 1 02 BIN il 20

4] 1 03 BIN 2

s] 1 04 BIN i 220

6] 1 05 BIN i 2#0

7] 1 08 BIN W z#0

8] 1 07 BIN T 200

¥ Flow Mot Effective Update Forcs Symbal with F5

Fiun conditionally
F# Monitor

I~ Modiy

€ Trigger.
Close

Run immediately

i Status Value n
3 ModiyValus I 140 Display

<> [RUNNING

Help

Refer to the PROFINET Cyclic I/O data table at the beginning of this chapter for the meanings of

each address.
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To monitor Port data, follow the same steps, drag Port data in the side bar and drop it onto slot 2.

Go To 3

Filter Assigned Modules

—_— Monitor/Modify
D] ) SO b,
Slot Module Object Properties... Alt+Return © address; Camment
L Woss T Open Object With... Ctrl+ Alt+0
A7 g _
Ky it ] 5T Change Access 3
::;ﬁ} ii};ﬁg::; Assign AssetID...
975 |\l | Aty Product Support Information Ctr+F2
MNEFE P BERES
A ot BRI FAQs Ctrl+F7
T S TS Find Manual Ctrl+F6
NP P BiRs
1 Device data Start Device Tool
¢ Menitor/Modify - Port data - (R-/52) =| ==l
Then right click on slot 2 and select Monitor/Modify. i vis asared CPU soces
You will see a monitoring window. Please refer to the . i SHATIC 001G 3”‘”“’”1
i i A Address | symbol Display format | Status value | Modify value
PROFINET Cyclic I/O data table to see the meaning ot B =£
of each bit. B BN T ED
4 113 BIN 0l 2n
5 114 BIN Bl 2
8] 1 15 BN 1 220
7 1 16 BIN =2m
8 17 BIN 220
For example, address 1.3 is set to Bit 1. It represents
the connection status of Port 4 of the switch. Bit 1
means that a connection is present at Port 4 and [ Fon ittt | UpdaoFacesintotn o
A . . . FAun condtionally Run immediately
Green will be displayed in the section Status value. W Mori & Stausvae ||
I Modity & Modify Value [~ 10 Display
& T | < RUNNING
Close: Help

Module Information
Weidmiller switches support SIMATIC STEP 7 Ethernet traffic information monitoring and

PROFINET alarms. These attributes can be monitored in module information dialog. Following are
the steps of operation.

PROFINET Ethemet: PROFINET-I0-System (100)

1. Select Weidmdiller switch icon in the HW config.

2. Click menu bar PLC > Module Information
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Eﬁ HW Config - [SIMATIC 300(1) (Configuration) -- Weidmueller]
B Station Edit Insert View Options Window Help

0 & 2~ =1 Download... Crl+L
| Upload...
=(0) UR Download Module Identification...

1 Upload Medule Identification to PG...

2 ii CPU

Xt MPVE  Faulty Modules...

X2 PO

A2rrR ] Pot i Rleduchioatons S PROFINET Ethemet: PROFINET-I0-System (100}

A2P2R FPort 2 Operating Mode... Ctri+1

3 ;

2 Clear/Reset...

5 Set Time of Day...

6 Menitor/Modify

7

8 Update Firmware...

9

10 Save Device Name to Memary Card...

1
Ethernet 3
PROFIBUS 3
Save Service Data...

The module information dialog will then pop up.

PO rt Statl S t | cs O ut Ut G Module Information - [E-SW-VLOSMT-ETX = =] = =
p Path:  [Weidmueller\SIMATIC 300(1\CPU 317:2 P, Operating mode of the CPU: i RUN
Status: OK
General | 10 Device Diagnostics | Communication Diagnostics | Interface |
Select Statistics tab. Find out each port ez Bz attes e |
H H H H Port Statistical value Curment -
traffic information list below. Port 10<1 1) T e e T e 0
Port 1 (X1 P1) Bad received packets 0
Port 1 <1 P1) Recsived actets 0 £
Part 1 (X1 £1) Dropped sert packets -no resources 0
Port 1 (X1 P1) Bad sent packets - ransmt colisions a
Lo . . Port 1 (X1 P1) Sent octets 0
Port 2 (X1 F2) Dropped received packels -no resources ]
The Statistics tab lists each port traffic Sebyecy Dpped recevedoac :
. Port 2 (X1 P2) Recsived actels 143430
status and the number of packets. Click Pt 2(X1 P2 Dropped st packet -no esources 0
Port 2 (X1 F2) Bad sent packels - ransmt colisions (]
Port 2 (X1 F2) Sent octets 154730
U ] date to refresh the data. Port 3 (X1 P3) Dropped received packets -no fesources 0
Part 3 (X1 P Bad received packets 0
Port 3 (X1 £3) Received actels 9384
Port 3 (X1 £3) Dropped sert packets -no resorces 0
Port 3 (X1 P3) Bad sent packets - ransmit colisions 0 z
Settings
Close Update | Print Help

4.2.11 1/0O Device Diagnostics

Weidmiller PROFINET switches support PROFINET alarms. These alarm messages will be sent by
the switch immediately when an event is triggered. These alarms can be enabled/disabled using
PROFINET I/O parameters (see chapter PROFINET I/O Parameters).

H H H H F& Module Inf tion - IE-SW-VLOBMT-8TX = = |
Select 10 Device Diagnostics tab to view Ui nformetion Sl =] o e
Path |We|dmueller\5\MATIC 300(1\CPU 3172 PN Operating mode of the CPU; @HUN
. .
alarms received by the PLC. ik 1o .
Network Connection | Siatistics | Identification
General 0 Device Diagrostics | Communication Diagnostics | Inteface |
10 conroller. prio
Manufacturer's description  Weidmdiller Device ID: 1640007

The Channel-specific diagnostics field is
displaying link-down alarm information. Click
Update to refresh the data.

Hex. Format
Standard diagnostics:

Channel-specific diagnostics:
St Channdl... | Erer
Fower supply 1 emor (162 0000, 162 0D0D0000)

0.X1P6 - Link down (164 DDOD, 164 00000DDD)

Help on selected diagnostic row: Display
Close pdate | Pt | Help
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Select Network Connection Diagnosis tab to

view the connection status.

4.2.12 Topology Editor

Weidmiiller 3t

7 Module Information - IE-SW-VLOBMT-8TX =| |
Path:  [Weidmueler\SIMATIC 300(1\CPU 3172 P Operating mods of the CPU:  <i> RUN
Status: OK
General | 10 Devios Diagnostios | Communication Disgnostics | Interface
Network Connection Statistics Identification
Physical Properties
Name | Port status | Settings | Mode -
Port 1(X1P1) @ Disconnected Automatic seftings
Fort 2 (X1 P2) @ Disconnected Automalic settings =
Port 3 (X1P3) @ Disconnected Automatic seftings
Port 4 (X1 P4) oK Automatic seftings TP 100 Mbps full
Fort 5 (X1 P5) @ ok Automatic seftings TP 100 Mbps ful .
Fort & (X1 P6) @ Disconnected Automalic settings -
Detais of Port Port 1(X1P1)
nieface MAC address; 00-15-7E 050058
Medium: Copper
Cose | Update Print Help

Weidmuiller switches support SIMATIC STEP 7 Topology editor. Select Weidmiller switch Icon on
the screen, then right click on PROFINET IO Topology.

i ~Viedmuster] =T
O Sion £t buen PLC View Options Windew Hlp = le]x
D@8 %@ b b @08
aw
e | il
Pt [Sandad =
S o o
PRORDUS £
PROFINET Bhare PADANET 5 Stem 16 = 48 om0
aderd i Devices
"
sl
o comc
Replace Obect
- [ _ e —
i [T —— il
PROFINET I0 Tepelogy.—. 3G
Dt ou
] ) sweLoMTan
I Ldtes | Qaddes Conmert
oo v :
AeRetun o ]| SMATIC P BaiedConrl 20600
Open Object With. whednep {5 B SIMATICRC Sution
Ausign Amet
Produst cer
Fan
Feet M
‘
S0 Dovice Tool

it opology of the current submet.

All port’s status will be displayed in
table view tab.

e

ia

Fut
(GSOMLY2 34kl 5408 seses 20N ol

'3 Topology Editor =
Table view | Graphic view | Offine/orline comparison
table
¥ Show station name Fter [Showaipots =] P e T T —|
Port | Partner port | Cable fen | Signal del| Comment -~ TE-SWALOBHTTX

- E-SW-VLOBUT-8TX
Port1 (RI45) (X1 P1)
Port2 (RI4S) (X1 P2)
Port3 (RI4S) X1 3)
Port 4 (R4S) (%1 P4)
Part 5 (RJ45) (X1 PS)
Port6 (RJ45) (X1 P6)
Port7 (RI4S) (X1 P7)
B Port8 (RUS) (X1 PB)
(- SMATIC 300(1)

E1- PIHIO(CRU 317-2 PIDF)

B Port! (X2P1R)

B Pot2(eP2R)

<[ i ]

Onine | Upic Object Praperies Evport Options.

‘SIMATIC 300(1)

Cro | Hop
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In the Offline/Online Comparison tab, e - =

Table: view | Gispvic view Offine/orine compasion |

you can compare device partner ports. oo A

. . . Flter [Show shdeviees =] tant jevicas found
Click Start to discover connection — e - -

) ) e e
relationships. peEaEy e

Part 2 (RU4S) (X1 P2) Port 2

Port 3 (RJ45) (X1 P2} Port3

Port& (R45) (X1 P8) ‘ Ports

o )5 #1 pi
Port 8 (RU45) (X1 PB) Port8
Ponz D22 R) | ez

ok, Cancel Help

=5 Topology Editor = ==
Table view | Grephic view  Offine/orline comparison |

Configured topology fofine]

Select the every connected port in the E

. . . e o
online topology window and click Apply
Port 2 (RJ4S) (X1 P2) Port 2
. - Port 3 (RJ4S) (X1 P3) Port 3.
button to confirm the device partner
Pors 5 41 5)
Port & (RJ4S) (X1 PS) Port &
ports. ]
Port 8 (RJ45) (X1 P8) Port 8
=1~ PN-IO(CPU 317-2 PN/DP) - pn-io.
Port2 (X2 P2 Ry Port2

< i v | semy || Ewer. | optens. |
—
Cancel Help

='3 Topology Editor = ==
. . Table view | Graphic view Offine/online comparisors ‘
After compared devices partner ports in
Configured topalogy (offine] Detected topology (onling)
the Ofﬂ | n e/o n | | ne CO m p ar | son tab Filer: [Show sl devices < Stat | 2devicss found
! Object name: Partner port Cable data Object name Partner port Cable data
1 H 1 H = [E-SW-VLOBMT-8TX = ie-sw-vi08mt-8bc
click Graphic view to display the
Port 2 (RJ45) (X1 F2) Port2
Port 3 (RJ45) (X1 P3) Port3
network topology.
Port5 (RI4S) (X1 PS)  SMATIC 300(1) \ PN-IO(CPU 31 Port5. pr-io\ Port 1 )
Port & (RJ45) (X1 PB) Port6
Port 7 (RJ45) (X1 P7) Port 7
Port 8 (RJ45) (X1 P8) Portg
=1~ PN-IO(CPU 317-2 PNDP) (=~ p-io.
Port1(X2P1R) [E-SW-VLOBMT-8TX \ Port § (RJ... Port1 ie-sw-vI08mt-8tx \ Port & -(-)
N ;
- ; e |

55 Topology Editor =| ==

Table view Gaphic view | Offine/online comparison

You can also draw the connection of
each port manually in Graphic view tab. \SIMATIC 300(1) \ hﬂ
m PN-IO(CPU 317-2 PN/DP)

Passive Components
1~ SCALANGE X100

IE-SW-VLO8MT-8TX

1 SCALANCE W
- medium converter

6 SMATIC WM

Mave picture mode deactivated

| Obict Pt Optos

Caeel Help
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4.2.13 PROFINET 1I/O Parameters

Weidmiiller defines comprehensive PROFINET 1/O parameters for more flexible settings and
monitoring. There attributes are readable or writable. PROFINET 1/O parameters use PROFINET
acyclic data to achieve communication in the network. You can use the SIMATIC STEP 7 tool or
engineering deployment software to edit it. There are 3 categories of parameters, including Device
Parameters, Device Status and Port Parameters. The following tables provide parameter
information:

rw: Read and Write

ro: Read Only

Device parameters

These parameters control PROFINET Alarm functions. PROFINET Alarm is a message which sends
from switch to PLC immediately once the event is triggered.

Default
Byte |Name Access | Value |Description Value
0 |[Status Alarm rw | O |Donotsendanyalarms 0: No alarms
Send alarm if any status
1 |change
Do not send power failed
1 |Power Alarm 1 rw | 0 jaams 0: No alarms
Send alarm if power supply 1
1 |fails
Do not send power failed
2 |Power Alarm 2 rw | 0 jaams 0: No alarms
Send alarm if power supply 2
1 |fails
Device Status
Byte [Name Access | Value [Description
0 |Device Status ro 0 Unavailable
S S 1 SO
2 Device bootup fails
1 |Fault Status ro 0 Unavailable
N | SO
2 Device detect fault
2 |Power 1 Status ro 0 Unavailable
B N 1
2 Power 1 fails
3 |Power 2 Status ro 0 Unavailable
1 oK
2 Power 2 fails
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4 |DI 1 Status ro 0 Unavailable
.1 [Closed .
2 Open
5 |DI 2 Status ro 0 Unavailable
L [Closed
2 Open
6 |Redundant Mode ro 0 Unavailable
A RSTR
.2 _|TuboRingV1l
3 [TuboRingV2
4 |Turbo Chain
7 |Ring Status ro ~_ 0 |Unavailable
L |Heatthy
2 Break
8 |Redundant Port 1 Status ro 0 Unavailable
Lo Juinkisup
2 Link is down
9 |Redundant Port 2 Status ro 0 Unavailable
Lo Juinkisup
2 Link is down
10 |Ring Coupling Mode ro 0 Unavailable
1 |Backup
2 |pdmary
3 Dual homing
11 |Coupling Port 1 Status ro 0 Unavailable
Lo unkisup
2 Link is down
12 |Coupling Port 2 Status ro 0 Unavailable
Lo unkisup
2 Link is down
13 |Connection ro 0 Unavailable
Lok
2 Connection failure

Port Parameters

\rl

Byte [Name Access | Value |Description
0 rw 0 |Do not send alarm
Port Alarm ""1"""s'é'r{a'é]ar}{{Vvh'éh'b’éit’ii’rik"
down
1 |Port Admin State rw 0 |Unavailable
Off
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2 |On
2 |Port Link State ro 0 |Unavailable

1 |unkisup |

2 |lnkisdown |
3 |Port Speed ro 0 |Unavailable

1 jo ]

2 o ]

3 Jwooo
4 |Port duplex ro 0 [|Unavailable

1 Mt

2 ffar ]
5 |Port Auto-negotiation ro 0 |Unavailable

1 ot ]

2 lon ]
6 |Port flow control ro 0 |Unavailable

1 ot ]

2 lon ]
7 |Port MDI/MDIX ro 0 |Unavailable

1 Mo

2 moix

4.3 Ethernet/IP

Introduction

\rl

EtherNet/IP is an Industrial Ethernet Protocol defined by the ODVA association. The protocol is open
to the public and vendors can implement EtherNet/IP into their industrial devices without incurring a

license fee. Many vendors have adopted this protocol as the standard communication protocol

between devices. For example, Rockwell Automation uses EtherNet/IP as the standard protocol for

their Logix controllers over Ethernet networks.

To allow complete integration with a Rockwell system, Weidmiiller switches not only provide a

full-functioning of industrial network infrastructure, but also enable the SCADA system to monitor the
status of the switches as well as that of the PLCs, making the switches part of a Rockwell system.

Messaging Types

EtherNet/IP supports two types of communication methods for EtherNet/IP devices: Explicit

Messaging and Implicit Messaging. Explicit Messaging is unscheduled and is used for a
request/response communication procedure (or client/server procedure). Explicit Messaging uses

TCP/IP over Ethernet. Implicit Messaging is scheduled and is used for a producer/consumer

communication with UDP over Ethernet. Implicit Messaging is also called I/O Messaging.

4.3.1 Configuring Ethernet/IP on Weidmuuller Switches

The following steps show how to enable the Ethernet/IP function on the Weidmdller switch:

1. Connect the configuration PC to the Switch
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2. Change the IP address of the PC to one of the rang 192.168.1.0 / 24 (e.g. IP address
192.168.1.200 / Subnet mask 255.255.255.0)

3. Start a Web browser and log into the Web interface of the Switch (default IP address of the
switch is 192.168.1.110)
Username: admin / Password: Detmold

4. Select menu Industrial Protocol -> Ethernet/IP

4 Main Menu Ethernet/IP

] Oveniew
*{_] Basic Settings
+_] Port Trunking
{_] SHNMP Settings

Lommunication kedundancy
{1 Communication Redundancy
+{_] Traffic Prioritization

#{] Virtual LAN
*{_] Multicast Filtering
#{_] Bandwidth Management
#{_] Auto Warning
{1 Line-Swap Fast Recovery
#{ ] SetDevice IP
+{_] Diagnosis
(] Monitor
) MAC Address Table
+{] System Log
= Industrial Protocol
L EtherNet/IP
{1 PROFINET IO
{1 Modbus TCP

Enable (Enable IGMP Snooping automatically after activating)
@ Disable (Disable IGMP Snooping after activating)

5. Select Enable option and click Activate to enable Ethernet/IP.

With EtherNet/IP enabled, IGMP Snooping and IGMP Query functions will be enabled automatically
to be properly integrated in Rockwell systems for multicast Implicit (1/0) Messaging.

Ethernet/IP functionality is implemented in firmware version 3.3.x and later.

0 If you use a managed Switch with firmware version 2.x you can update the firmware to latest
version 3.3.X. Your hardware already is capable to run the industrial protocols.

By factory default the Ethernet/IP functionality is disabled (all Weidmiller managed
0 Switches). EtherNet/IP functionality can only be enabled, if Profinet functionality is
disabled.

4.3.2 CIP Objects of EtherNet/IP

Several communication objects are defined in CIP (Common Industrial Protocol). Weidmiuller
switches support the following objects for PLCs and SCADA systems to monitor:
* Identity Object

* TCP/IP Interface Object

* Ethernet Link Object

» Assembly Object

» Message Router Object

» Connection Manager Object

* Port Object

» Weidmdller Networking Object (Vendor Specific)
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\rl

The supported attributes and services of the above objects are introduced in the table below,
including the access rules for each attribute. To understand the details of each attribute of the
standard objects, refer to the official documents of CIP introduction (Vol. 1) and the EtherNet/IP
Adaptation of CIP (Vol. 2).

Identity Object

The Class code of Identity object is 0x01 (Defined in CIP Voll, 5-2).

There is one instance of this object in our product. It stores the information about the production and
the device. The following tables summarize the class attributes and the instance attributes.

Class Attribute List

Attr ID Access | Name Data Description
Rule Type
1 Get Revision UINT (16) | Revision of this object
2 Get Max Instance UINT (16) | Maximum instance number of an
object currently created in this
class level of the device
3 Get Number of Instances UINT (16) | Number of object instances
currently created in this class level
of the device.
6 Get Maximum ID Number UINT (16) | The attribute ID number of the last
Class Attributes class attribute of the class
definition implemented in the
device
7 Get Maximum ID Number UINT (16) | The attribute ID number of the last
Instance Attributes instance attribute of the class
definition implemented in the
device
Instance Attribute List
Attrl | Acces Name (Struct.) | DataType Description
D Rule
1 Get Vendor ID UINT (16) 1015, the vendor ID of Weidmdiiller.
2 Get Device Type UINT (16) 0x307, “Managed Ethernet Switch”.
3 Get Product UINT (16) Please refer to Product Code Table.
Code
4 Get Revision (Struct.) The version of the Identity object
Get Major USINT(8) The structure member, major
Get Minor USINT(8) The structure member, minor.
5 Get Status WORD(16) | Not used
6 Get Serial UDINT(32) | The serial number of each device
Number
7 Get Product SHORT_ The product name in
Name STRING human-readable format
15 Get/Set | Assigned STRINGI The assigned switch hame For
Name example: “Managed Redundant
Switch xxxxx”.(Xxxxx is series
number.)
17 Get/Set | Geographic STRINGI The assigned switch location The
Location default string is “Switch Location”.

157




User Manual Managed Switches

\rl

The Identity Object Instance supports the following CIP Common services:

Common Service List

Service |Implementation Service Name Description
Code
Class Instance

0x01 v v Get_Attributes_All Returns the contents of all
attributes of the class

Ox0E v v Get_Attribute_Single Used to read an object
instance attribute.

0x10 4 Set_Attribute_Single Used to write an object
instance attribute

0x05 v Reset Invokes the reset service for
the device

TCP/IP Interface Object

The Class code of TCP/IP Interface object is 0xf5 (Defined in CIP Vol2, 5-3).

There is one instance of this object. The following tables summarize the attributes of this object.

Class Attribute List

Attr ID Access Rule |Name Data Type |Description

1 Get Revision UINT (16) |Revision of this object.

2 Get Max Instance UINT (16) |Maximum instance number of an object
currently created in this class level of
the device

3 Get Number of UINT (16) |Number of object instances currently

Instances created at this class level of the device

6 Get Maximum 1D UINT (16) | The attribute ID number of the last class

Number Class attribute of the class definition
Attributes implemented in the device
7 Get Maximum 1D UINT (16) |The attribute ID number of the last
Number instance attribute of the class definition
implemented in the device
Instance
Attributes

Instance Attribute List

Attr |Access |[Name (Struct.) Data Type Description

ID Rule

1 Get Status DWORD (32) Interface status

0 = The Interface Configuration
attribute has not been configured.

1 = The Interface Configuration
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attribute contains valid configuration
obtained from BOOTP, DHCP or
non-volatile storage.

2 Get

Configura-
tion
Capability

DWORD (32)

Interface capability flags
Bit map of capability flags:
Bit 0: BOOTP Client

Bit 1: DNS Client

Bit 2: DHCP Client

Bit 3: DHCP-DNS Update

Bit 4: Configuration Settable

3 Get/Set

Configura-
tion Control

DWORD (32)

Interface control flags
Bit map of control flags:
Bit 0 to 3: Startup Configuration

0 = The device shall use the interface
configuration values previously stored
(for example, in non-volatile memory
or via hardware witches).

1 = The device shall obtain its
interface configuration values via
BOOTP.

2 = The device shall obtain its
interface configuration values via
DHCP upon start-up.

3 tol5 = Reserved.

4 Get

Physical
Link Object

(Struct.)

Path to physical link object

Path Size

UINT (16)

Size of Path

Path

Padded EPATH

Logical segments identifying the
physical link object

5 Get/Set

Interface
Configura-
tion

(Struct.)

TCP/IP network interface
configuration

IP Address

UDINT (32)

The device’s IP address

Network
Mask

UDINT (32)

The device’s network mask

Gateway
Address

UDINT (32)

Default gateway address

Name
Server

UDINT (32)

Primary name server

Name
Server2

UDINT (32)

Secondary name server

Domain
Name

STRING

Default domain name
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6 Get/Set |Host Name STRING Host name

The TCP/IP Object Instance supports the following CIP Common services:

Common Service List

Service Implementation | Service Name Description

Code Class |Instance

0x01 4 4 Get_Attributes_All Returns the contents of all attributes of the
class

OxOE v v Get_Attribute_Single | Used to read an object instance attribute

0x10 v Set_Attribute_Single | Used to modify an object instance attribute

Ethernet Link Object

The Class code of Ethernet Link object is 0xf6 (Defined in CIP Vol2, 5-4). For each switch port, there
is an instance of this class. The following table shows the mapping of instance number and the switch
port number.

Instance Number Mapping to

0 Ethernet Link class
1 1st switch port

2 2nd switch port

3 3rd switch port

The following tables summarize the attributes of the Ethernet Link object.
There are some vendor specific attributes in the table (Starting from attribute Id 100).

Class Attribute List

Attr ID |Access |Name Data Type |Description
Rule
1 Get Revision UINT (16) Revision of this object
2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device
3 Get Number of Instances | UINT (16) Number of object instances currently

created in this class level of the device

6 Get Maximum ID Number | UINT (16) The attribute ID number of the last class
Class Attributes attribute of the class definition
implemented in the device

7 Get Maximum ID Number | UINT (16) The attribute ID number of the last
instance attribute of the class definition

Instance Attributes . . )
implemented in the device
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100 Get Weidmuiller-specific |UINT (16) Revision of Weidmdtller specific attributes
Revision and services

Instance Attribute List

Attr ID |Access |Name (Struct.) Data Type Description

Rule

1 Get Interface UDINT (32) Interface speed currently in

Speed use (Speed in Mbps, e.g., 0,
10, 100, 1000, etc.)

2 Get Interface DWORD (32) |Refer to the Interface Flags
Flags table below.

3 Get Physical ARRAY of 6 | MAC layer address (The
Address USINT(8) System MAC address).

4 Get Interface (Struct.) Counters relevant to the
Counters receipt of packets.

In Octets UDINT (32) Octets received on the
interface.

In Ucast UDINT (32) Unicast packets received on

Packets the interface.

In NUcast UDINT (32) Non-unicast packets

Packets received on the interface.

In Discards UDINT (32) Inbound packets received
on the interface but are
discarded.

In Errors UDINT (32) Inbound packets that
contain Errors (does not
include InDiscards).

Out Octets UDINT (32) Octets sent on the interface.

Out Ucast UDINT (32) Unicast packets sent on the

Packets interface.

Out NUcast UDINT (32) Non-unicast packets sent on

Packets the interface.

Out Discards UDINT (32) Discarded outbound
packets.

Out Errors UDINT (32) Outbound packets that
contain errors.

5 Get Media (Struct.)
Counters Alignment UDINT (32) Received frames that are

Errors not an integral number of
octets in length.

FCS Errors UDINT (32) Received frames that do not
pass the FCS check.
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Single UDINT (32) Successfully transmitted

Collisions frames which experienced
exactly one collision.

Multiple UDINT (32) Successfully transmitted

Collisions frames which experienced
more than one collision.

SQE Test Errors | UDINT (32) Number of times the SQE
test error message is
generated.

Deferred UDINT (32) Frames for which first

Transmissions transmission attempt is
delayed because the
medium is busy.

Late Collisions |UDINT (32) Number of times a collision
is detected later than 512 bit
times into the transmission
of a packet.

Excessive UDINT (32) Frames for which

Collisions transmission fails due to
excessive collisions.

MAC Transmit |UDINT (32) Frames for which

Errors transmission fails due to an
internal MAC sublayer
transmit error.

Carrier Sense  |UDINT (32) Times that the carrier sense

Errors condition was lost or never
asserted when attempting to
transmit a frame.

Frame Too UDINT (32) Received frames that

Long exceed the maximum
permitted frame size.

MAC Receive |UDINT (32) Frames for which reception

Errors on an interface fails due to
an internal MAC sublayer
receive error.

6 Get/Set |Interface (Struct.) Configuration for physical
Control interface.
Control Bits WORD (16) Bit 0: Auto-Negotiate

Value O: Force
Value 1: Auto-Neg
Bit 1: Half/Full Duplex
Value 0O: half duplex
Value 1: full duplex

Bit 2 to 15: Reserved, all
zero
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Forced Interface |UINT (16) Speed at which the interface
Speed shall be forced to operate
10 Get Interface SHORT _ Human readable
Label STRING identification
100 Get Interface Port UDINT (32) Port index
Index
101 Get Interface Port STRING Port description
Description
Get/Set |Broadcast USINT (8) Value 0: Disabled Broadcast
Storm Storm Protection.
Protection Value 1: Enable Broadcast
Storm Protection.
(Only selected products
support this function)
103 Get Interface USINT (8) RX interface utilization in
Utilization percentage
104 Get/Set | Utilization USINT (8) RX interface utilization
Alarm Upper upper limit in percentage
Threshold
105 Get/Set | Utilization USINT (8) Not supported
Alarm Lower
Threshold
106 Get/Set | Port Link USINT (8) Value 0: Ignore
Alarm Value 1: On (Relay 1)
Value 2: On (Relay 2)
Value 3: Off (Relay 1)
Value 4: Off (Relay 2)
107 Get/Set | Port Traffic- USINT (8) Value 0: Disable
Overload Value 1: Enable(Relay 1)
Alarm
Value 2: Enable(Relay 2)
108 Get Tx Unicast UDINT(32) Number of TX unicast
Packet Rate packets per second
109 Get Rx Unicast UDINT(32) Number of RX unicast
Packet Rate packets per second
110 Get Tx Multicast UDINT(32) Number of TX multicast
Packet Rate packets per second
111 Get Rx Multicast UDINT(32) Number of RX multicast
Packet Rate packets per second
112 Get Tx Broadcast UDINT(32) Number of TX broadcast
Packet Rate packets per second
113 Get Rx Broadcast UDINT(32) Number of RX broadcast
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Packet Rate

packets per second

114

Get Tx Multicast
Packet

UDINT(32) Total number of TX
multicast packets

115

Get Rx Multicast
Packet

UDINT(32) Total number of RX
multicast packets

116

Get Tx Broadcast
Packet

UDINT(32) Total number of TX
broadcast packets

117

Get Rx Broadcast
Packet

UDINT(32) Total number of RX
broadcast packets

118

Get Redundant
Port Status

UDINT(32) Bit 0 = Disable

Bit 1 = Not Redundant port
Bit 2 = Link down

Bit 3 = Blocking

Bit 4 = Learning

Bit 5 = Forwarding

Interface Flags

Bit(s) Called Definition

0 Link Status 0 = indicates an inactive link;
1 = indicates an active link.

1 Half/Full Duplex 0 = indicates half duplex;
1 = indicates full duplex.

2-4 Negotiation Status Indicates the status of link auto-negotiation
0 = Auto-negotiation in progress.
1 = Auto-negotiation and speed detection failed. Using default
values for speed and duplex. Default values are
product-dependent; recommended defaults are 10Mbps and half
duplex.
2 = Auto negotiation failed but detected speed. Duplex was
defaulted. Default value is product-dependent; recommended
default is half duplex.
3 = Successfully negotiated speed and duplex.
4 = Auto-negotiation not attempted. Forced speed and duplex.

5 Manual Setting 0 = indicates the interface can activate changes to link

Requires Reset parameters (auto-negotiate, duplex mode, interface speed)

automatically.
1 = indicates the device requires a Reset service be issued to its
Identity Object in order for the changes to take effect.

6 Local Hardware Fault |0 = indicates the interface detects no local hardware fault;
1 = indicates a local hardware fault is detected. The meaning of
this is product-specific. For example, an AUI/MII interface might
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detect no transceiver attached, or a radio modem might detect no
antenna attached. In contrast to the soft, possibly self-correcting
nature of the Link Status being inactive, this is assumed a
hard-fault requiring user intervention.

7-31 Reserved. Shall be set to zero

The Ethernet Link Object Instance supports the following CIP common services:

Common Service List

Service |Implementation Service Name Description
Code
Class Instance
O0x0E 4 v Get_Attribute_Single Used to read an object instance
attribute
0x10 v Set_Attribute_Single Used to modify an object instance
attribute

Assembly Object

The Weidmuller switch supports static assembly object setup for CIP 1/O messaging.

The Class code is 0x04 (Defined in CIP Vol 1, 5-5). There are three instances of this object as the

following.
Instance Number |Size (32 bit)
Input 2 5
Output 1 2
Configuration |3 0

The Input means the data is produced by switch which includes the information and status report to
the originator for monitoring. The Output means the data is generated by the originator (remote host)
and is consumed by switch.

Class Attribute List

Attr ID Access Rule |Name Data Type Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID Access Rule |Name (Struct.) |Data Description
Type
3 Get/Set Data Array of | The implicit messaging

BYTE content

4 Get Size UINT (16) | Number of bytes in Attr. 3

165




\rl

User Manual Managed Switches

Common Service List

Service |Implementation Service Name Description
Code
Class Instance
Ox0E v v Get_Attribute_Single | Used to read an object instance
attribute
0x10 v Set_Attribute_Single | Used to modify an object instance
attribute

For the definition of the I/O messaging, see the following table for details.

Direction [1/O data Size Value & Description

Input Switch Fault UDINT (32) | Please refer to Weidmuller Networking Object Attr ID 2.
Status
Port Exist ULINT (64) |Please refer to Weidmdiller Networking Object Attr ID 4.

Port Link Status |ULINT (64) |Please refer to Weidmdller Networking Object Attr ID 6.

Output Port Enable ULINT (64) |Please refer to Weidmiller Networking Object Attr ID 5.

Message Router Object
The object within a node that distributes messaging requests to the appropriate application objects.
The supported messaging connections are as the following:

e Explicit Messaging
e Unconnected Messaging
¢ Implicit messaging

When using the UCMM to establish an explicit messaging connection, the target application object is
the Message Router object (Class Code 2).

Class Attribute List

Attr |Access Rule |Name Data Type Descriptions
ID
1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID |Access |Name (Struct.) Data Type |Description
Rule
1 Get Object_list (Struct.) A list of supported objects

Number UINT (16) Number of supported classes in the
classes array

Classes Array of List of supported class codes
UINT (16)
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2 Get Number UINT (16) Maximum number of connections
Available supported

3 Get Number UINT (16) Number of connections currently
Active used by system components

4 Get Active Array of A list of the connection IDs of the
Connections UINT (16) currently active connections

Common Service List

Service Implementation Service Name Description
Code
Class Instance
Ox0E v Get_Attribute_Single | Used to read an object instance
attribute

Connection Manager Object
The Connection Manager Class allocates and manages the internal resources associated with both
1/0 and Explicit Messaging connections.

The class code is 0x06. There is one instance of this object. The supported connection trigger type is
cyclic and change of state. The instance attribute list is introduced as the following.

Class Attribute List

Attr ID Access Rule [Name Data Type Description

1 Get Revision UINT (16) Revision of this object

Instance Attribute List

Attr ID Access Rule |Name Data Type Description

1 Get/Set Open Requests |UINT(16) Number of Forward Open
service requests received

Common Service List

Service Implementation Service Name Description
Code
Class Instance

0x0e v 4 Get_Attribute_Single | Returns the contents of the specified
attribute

0x10 v Set_Attribute_Single |Used to modify an object instance
attribute

Ox4E v Forward_Close Closes a connection

0x54 v Forward_Open Opens a connection

Port Object
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The port object represents the underlying interface of CIP which is EtherNet/IP.

The class code is 0xf4. There is one instance of this object. The instance attribute “Port Type’

identifies the CIP adaptation.

Class Attribute List

Attr ID | Access | Name (Struct.) Data Type | Description
Rule

1 Get Revision UINT (16) Revision of this object

2 Get Max Instance UINT (16) Maximum instance number
of an object currently created
in this class level of the
device

3 Get Number of UINT (16) Number of object instances

Instances currently created at this class
level of the device.

8 Get Entry Port UINT (16) The attribute ID number of
the last class attribute of the
class definition implemented
in the device

9 Get Port Instance (Array of

Info Struct.)
Port Type UINT (16) Enumerates the type of port
Port Number | UINT (16) CIP port number associated
with this port

Instance Attribute List

Attr Access |Name (Struct.) Data Type |Description

ID Rule

1 Get |Port Type UINT (16) Enumerates the type of port.
4 = EtherNet/IP.

2 Get Port Number UINT (16) CIP port number associated
with this port. (Value 1 is
reserved for internal product
use)

3 Get |Link Object (Struct.)

Path Length  |UINT (16) Number of 16 bit words
in the following path.
Link Path Padded Logical path segments
EPATH that identify the object
for this port.
4 Get |Port Name SHORT_ String which names the
STRING physical network port. The
maximum number of
characters in
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5 Get |Port Type Name SHORT _ String which names the port
STRING type. The maximum number
of characters in the string is
64.
6 Get/Set [Port Description SHORT_ String which describes the
STRING port. The maximum number of]
characters in the string is 64.
7 Get |Node Address Padded Node number of this device on
EPATH port. The range within this
data type is restricted to a Port
Segment.
9 Get |Port Key Padded Electronic key of
EPATH network/chassis this port is
attached to. This attribute
shall be limited to format 4 of
the Logical Electronic Key
segment.
Common Service List
Service Implementation Service Name Description
Code Class Instance
Ox0E v v Get_Attribute_Single | Used to read an object instance
attribute
0x10 v Set_Attribute_Single | Used to modify an object instance
attribute

Weidmuller Networking

Object

The Weidmdller Networking object includes system information and status.

It can also be used to do the device diagnostic & configuration through explicit messaging. The class

code is 0x404.
Class Attribute List

Attr ID Access Rule Name Data Type Description
1 Get Revision UINT (16) Revision of this object
Instance Attribute List
Attr ID Access Rule Name Data Type | Description
1 Get Firmware UDINT (32) | Switch firmware version
Version
2 Get System Fault | UDINT (32) | Switch fault status

Status

Bit 0: Reserved (0 = Ok, 1 = Fail)
Bit 1: Reserved (0 = Ok, 1 = Fail)

Bit 2: Port utilization alarm (0 = No
alarm , 1 = alarm)

Bit 3: Port link up (0 = No alarm, 1 =
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Alarm)

Bit 4: Port link down (0 = No alarm, 1 =
Alarm)

Bit 5: Turbo ring break(Ring Master
only, 0 = No alarm, 1 = Alarm)

Bit 6: Power Input 1 fail (O = No alarm,
1= Alarm)

Bit 7: Power Input 2 fail (O = No alarm,
1= Alarm)

Bit 8:DI 1 Off (0 = No alarm, 1 = Alarm)

Bit9: DI 1 On (0 = No alarm, 1 =
Alarm)

Bit 10: DI 2 Off (0 = No alarm, 1 =
Alarm)

Bit 11: DI 2 On (0 = No alarm, 1 =
Alarm)

Bit 12: Reserved (0 = Not support, 1 =
Detected)

Bit 13: Power supply 1 (0 = Off, 1 =
On)

Bit 14: Power supply 2 (0 = Off, 1 =
On)

Bit 15~31: Reserved.

3 Get Switch Port USINT (8) Switch max port number
Number
4 Get Port Exist ULINT (64) | Switch per port exist
Bit mask, the LSB indicates the first
port.
0 = Not exist
1 = Exist
5 Get/Set Port Enable ULINT (64) | Switch per port enable
Bit mask, the LSB indicates the first
port.
0 = Enable
1 = Disable
6 Get Port Link ULINT (64) [ Switch per port link status
Status Bit mask, the LSB indicates the first
port.
0 = Link down
1 =Link up
7 Get/Set IGMP USINT (8) IGMP snooping enable:
Snooping 0 = Disable
Enable 1 = Enable
8 Get/Set Query UDINT (32) | Query interval range from 20 to 600
Interval secs
9 Get/Set IGMP USINT (8) IGMP enhanced mode
Enhanced 0 = Disable(default)
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Mode 1 = Enable
14 Get/Set Relay 1 USINT (8) Override relay warning setting
0 = Disable(default)
1 = Enable
15 Get/Set Relay 2 USINT (8) Override relay warning setting
0 = Disable (default)
1 = Enable
16 Get/Set Power 1 USINT (8) Power input 1 failure (on->off)
Relay 0 = Disable (default)
Warning 1 = Enable (relay 1)
2 = Enable (relay 2)
17 Get/Set Power 2 USINT (8) Power input 2 failure (on->off)
Relay 0 = Disable (default)
Warning 1 = Enable (relay 1)
2 = Enable (relay 2)
18 Get/Set DI 1 (Off) USINT (8) DI 1 (Off)
Relay 0 = Disable (default)
Warning 1 = Enable (relay 1)
2 = Enable (relay 2)
19 Get/Set DI 1 (on) USINT (8) DI 1 (On)
Relay 0 = Disable (default)
Warning 1 = Enable (relay 1)
2 = Enable (relay 2)
20 Get/Set DI 2 (0ff) USINT (8) DI 2 (0ff)
Relay 0 = Disable (default)
Warning 1 = Enable (relay 1)
2 = Enable (relay 2)
21 Get/Set DI 2 (on) USINT (8) DI 2 (On)
Relay 0 = Disable (default)
Warning 1 = Enable (relay 1)
2 = Enable (relay 2)
22 Get/Set Turbo Ring USINT (8) Turbo ring break (Ring Master only)
Break 0 = Disable (default)
Relay 1 = Enable (relay 1)
Warning 2 = Enable (relay 2)
23 Get CPU Usage USINT (8) Percent of usage (0 t0100)
24 Get Device Up UDINT (32) [ Number of seconds since the device
Time was powered up
25 Get/Set Reset MIB USINT (8) Reset port MIB counters.
Counts
26 Get Redundant UDINT (32) [ Bit mask of device roles.
Device Mode Bits 0= RSTP
Bits 1= Turbo Ring
Bits 2= Turbo Ring v2
Bits 3= Turbo Chain
Bits 4= MSTP
27 Get/Set Reset Device | USINT (8) Reboot and reset to default
1 = Reboot the device
2 = Reset to default
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4.3.3 Electronic Data Sheet (EDS) File

The EDS (Electronic Data Sheet) file contains electronic descriptions of all relevant communication
parameters and objects of an EtherNet/IP device. It is required for RSLogix 5000 to recognize
Weidmdiller switch and its CIP capability.

The list includes the sections which are described in our EDS file.
« [File]

* [Device]

* [Device Classification]

* [Port]

Icon should be 32 * 32 in pixel.

4.3.4 Commissioning with RSLogix

To install a Weidmdller switch into an RSLogix EtherNet/IP environment, you must use Rockwell
RSLogix 5000 version 18 or later and Weidmiiller managed Ethernet switches with firmware version
3.0 or later.

Add Weidmuller switch to the I/O configuration tree
1. Open RSLogix 5000 and create a new controller. Click Type and select the

Rockwell PLC model of the PLC connected to the Weidmiiller switch. Input a
Name and Description for this new controller.

Mew Controller [&J
Wendar: Allen-Bradley
Type: 1756063 Controll ogis5563 Controller -
R ewizion: 20 - Cancel
Bedundancy Enabled Help
Mame: witd_EIP_E nample]
D escription:
Chassis Type: 1756410 10-5lot ControlLogix Chassi -
Slat: 0 =
Create In: CARSLogix S000%Projects Browse...
2. (Optional) Add an Ethernet Bridge Module to the Controller Backplane

Configuration (e.g. 1756-EN2T Ethernet Bridge), if the selected Rockwell PLC
does not provide an Ethernet interface. In the controller organizer window, select
I/0 Configuration, right click 1756 Backplane and select New Module.
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Controller Organizer > 0 X
-3 Controller WM_EIP_Example
- Controller Tags
-3 Controller Fault Handler
3 Power-Up Handler
o5 Tasks
5--@ MainTask
-8 MainProgram
--[[7 Unscheduled Programs
£1-451 Motion Groups
(23 Ungrouped Axes
-[23 Add-On Instructions
£1-45 Data Types
-5 User-Defined
L strings
[ Add-On-Defined
L3 Predefined
-2 Module-Defined
[ Trends
-3 /O Configuration

-8 [EETEET i Madule.,

i o117 Discover Modules...
2 Paste Ctrl+V
Properties Alt+Enter
Print »

Create the Ethernet Bridge device the Weidmdiller switch is connected to.

Select Module Type
Catzlog | Module Discovery | Favorites
=
Catalog Number Description Vendor Category
1756-EN2F 1756 10/100 Mbps Ethemet Bridge. Fiber Media Alen-Bradiey Communication
1756-EN2T 1756 10/100 Mbps Bthemet Biidge, Twisted-Pair Media_ Alen-Bradiey Commurication
1756-EN2TR 1756 10/100 Mbps Ethemet Brdge, 2-Port, Twisted-P...  Alen-Bradiey Communication
1756-EN3TR 1756 10/100 Mbps Ethemet Bidge, 2-Port, Twisted-P. Allen-Bradley Communication
1756 ENBT 1756 10/100 Mbps Ethemet Bridge, Twisted-Pair Media  Allen-Bradiey Communication
1756 ENET 1756 Ethemet Communication Interface Alen-Bradey Communication
1756-EWEB 1756 104100 Mbps Ethemet Bridge w/Enhanced Web...  Allen-Bradley Communication
OCX-EMOD Fiber Optic Ethemet and Modbus Phoenix Digital ...  Communication
OCXETF Fiber Optic 10/100 Mbps Ethemet Phoenix Digtal ... Commurication
SST-ESRZCLX-RLL Ethemet and 2 Port Serial Commurication Module Molex Incorporat...  Commurication
10 of 124 Module Types Found Add to Favarites
[ Close en Create

Configure the Ethernet module with the correct name, description, IP address
and Slot within PLC Backplane and click OK.

#7 New Module =5

General™ | Connection | Time Syne | Module Infa | Irtemet Protocel | Port Configuration | RSN etw/ors

Type: 1756-EN2T 1756 10100 Mbps Ethernet Bridge, Twisted-Pair Media

Wendor: Allen-Bradley

Barent Local Ethernet Address

Name: EN2T_Adapter Private Network: 15921681
Deserigtion: p @ [PAddess 192 . 188 . 1 . &1

() Host Name:

Module Defirition

Revision: a1
Electionic: Keying Compatible Moduls
Rack Cennection: Nene
Time Sync Connection None
Status: Creating [ ok | [ cancel | [ Help
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3. Add a Generic Ethernet Module to the 1/0 Configuration. In the controller
organizer window, select I/O Configuration, right click Ethernet under the PLC
Ethernet port or the Ethernet Bridge Module port of the PLC connected to a
Weidmdiller switch, and select New Module.

Controller Organizer
=123 Controller WM_EIP_Example
Controller Tags
I3 Controller Fault Handler
L[ Power-Up Handler
-4 Tasks
£ MainTask
¢ @-C3 MainProgram
i [ Unscheduled Programs
5 Motion Groups
g3 Ungrouped Axes
[ Add-On Instructions
£1-£ Data Types
Cﬂ User-Defined
L@ Strings
Oy Add-On-Defined
Cﬂ Predefined
O Module-Defined
-.[13 Trends
=-£3 /0 Configuration
E|- 1756 Backplane, 1756-A10
-f0 [0)1756-163 WM_EIP_Example
- 8 [171756-EN2T EN2T Adapter
&

> X

Create a Generic Ethernet Module device, which represents the Weidmdiller
switch.

Select Module Type

Catalog | Module Discovery | Favorites

Gener Clear Filters Show Filters ¥
Catalog Number Description Vendor Category

ETHERNET-BRIDGE Generic Etheret/IP CIP Bridge Allen-Bradisy Communication

ETHERNET-MODULE Generic Ethemet Module: Allen-Bradiey Commurication

2 o 236 Module Types Found

[F] Clese on Create
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4. Configure the Ethernet module with the correct name, description, IP address
and connection parameters and click OK. Please refer to the Assembly Object
section within the “CIP Objects of EtherNet/IP” chapter to understand the
connection parameters (Assembly Instance and Size) and the Assembly data

structure.
Mew Module Iﬁ
Type: ETHERMET-MODILE Generic E thermet Module
Wendor: Allen-Bradley
Farent: ENZT_Adapter _
M arme: WM_IE_PLTEM_ 16T Connection Parameters
Azzembly ;

Dezcription: L Instance: Size:

Input: 2 5 = [32-hit)

z Output: 1 2 = (Ez

C E t:| Data - DINT - = .
S - - Configuration: 3 0 o [8-hit)
Address / Host Name
@ IP Address: 192 . 168 . 1 . 110
() Host Mame:

[ akK ] [ Cancel ] [ Help ]

5. After finishing configuration, the new Ethernet module representing the
Weidmoiller Ethernet switch will appear under the I1/O Configuration list in the

controller organizer window.

Controller Organizer 31X
=53 Controller WM_EIP_Exarnple

1] Controller Tags
3 Controller Fault Handler

[—]S Tasks
-8 MainTask

.. Unscheduled Programs
-5 Motion Groups

-3 Data Types
: [ User-Defined
L Strings
[ Add-On-Defined
[ Predefined
- Module-Defined
----- 3 Trends
-3 /O Configuration
E|- 1756 Backplane, 1756-A10
: 4 [0]1756-L63 WM_EIP_Example
- 8 [1]1756-EN2T EM2T_Adapter
BE?E Ethernet
] 1756-EN2T EN2T_Adapter

W, B ETHERNET-MODULE WM_IE_PL16M_16TX
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A. Weidmuller Switch Configuration Utility

The Weidmdller switch configuration utility (WM_Switch_Utility.exe) is a comprehensive
Windows-based GUI that can be used to configure and maintain multiple Weidmiller managed
switches.

A suite of useful functions is available to help you

to locate Weidmdiller switches which are attached to the same LAN as the PC host (regardless of
whether or not you know the IP addresses of the switches)

to connect to an Weidmiller switch whose IP address is known

to modify the network configurations of one or multiple Weidmidiller switches

and to update the firmware of one or more Weidmdiller Switches.

The Weidmdiller Switch Configuration Ultility is designed to provide you with instantaneous control of
your Weidmiller Switches regardless of location. You may download the Weidmiller Switch
Configuration Utility software from Weidmiuiller's website free of charge.

The following topics are covered in this chapter:

e Starting Weidmuller Switch Configuration Utility
e Broadcast Search

e Search by IP Address

e Unlock the Ethernet Switch

e Upgrade Firmware

¢ Modify IP Address

e Export Configuration

e Import Configuration
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Al.1 Starting Weidmuller Switch Configuration Utility
To start the Weidmiller Switch Configuration Utility, locate and then run the executable file
WM_Switch_Utility.exe.

For example, if the file was placed on the Windows desktop, it should appear as follows. Simply
double click on the icon to run the program.

The Weidmdller Switch Configuration Utility window will open, as shown below.

% Weidmueller Switch Configuration Utility =& =
List Server  Firmware Configuration View Help
£ %
Model IP Address MAC Address Status Narne Locatio
] T b
Ready NUM

NOTE: You may download the Weidm{ller Switch Configuration Utility free of charge
0 from the Weidmdller Internet Server.

The information how to download is described in Appendix C.

Al.2 Broadcast Search

Use the Broadcast Search function to search the LAN for all Weidmuller managed switches that are
connected to the LAN. Note that since the search is done by MAC address, Broadcast Search will
not be able to locate Weidmiller Ethernet Switches connected outside the PC host's LAN.

Start by clicking the Broadcast Search icon 2 or by selecting Broadcast Search under the List
Server menu.The Broadcast Search window will open, displaying a list of all Weidmller managed
switches located on the network, as well as the progress of the search.
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Broadcast Search EI

—Status

Tolal Courd = 2 tec = 3sec

Model | IP Address | MAC Address | Progess |
[E-SWwWPLIBM-2GC.. 1321621110 00:15:7E:069:00: 33 Finish
[ESWVLOBMT-8TX 1921681118 OMISTE:0S0058  Finish

Once the search is complete, the Utility window will display a list of all switches that were located.
-lojx|

List Server Fimware Configuration View Help
|2alg=n2z 2]
Model IP Address MAC Address Status Name L plodel IE-SW-PL18M-2GC14TX28CS

1E-SW-PL18M-2GC14TX2SCS 192,168 G 5: 7E:00:00:33 ockec Spite. . plame Managed Switch 00935
IE-SW-YLOSMT-8TX 192.168.1.119 00:15:7€:09:00:58 Locked IP Address 152.168.1.110
pletuask 255.255.255.0
[Gateway 0.0.0.0
PIAC Address 00-15-7E-09-00-33
[Serial No 00935

Firmware Ver. V3.3.1 build 13100210
Location

i el e 7

A1.3 Search by IP Address

Use the Search by IP Address function to search for Weidmuller managed switches one at a time.
Note that the search is conducted by IP address, so you should be able to locate any Weidm{ller
switch that is properly connected to your LAN, WAN, or the Internet. Start by clicking the Specify by
IP address icon &%, or by selecting Specify IP address under the List Server menu.

The Search Server with IP Address window will open. Enter the IP address of the switch you wish
to search for, and then click OK.

Y
IF Address |192_159_ 1 .19

oK Cancel
| | |
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Once the search is complete, the Utility window will add the switch to the list of switches.

T Weidmueller Switch Configuration Utility i

List Server Frmware Configuration View Help

=lolx|

EOHEEE IR
Model

plodel

flane

IP Address
Pletunask
[Cateway

PIAC Address
[Serial No
Firuvare Ver.
Location

Al.4 Unlock the Ethernet Switch

IE-SW-VLOBNT-8TX

192.168.1.119
255.255.255.0

0.0.0.0
00-15-7E-09-00-58
03502

¥3.3.16 build 14032117

\
\
;

The Unlock function is used to open a password protected switch so that the user can modify its

configuration, import/export a configuration and perform other procedures.

Follow the steps given below to unlock a locked Weidmiiller switch. Highlight the switch (from the

Ethernet Switch list in the Utility window's left pane), and then click the Unlock toolbar icon ‘=, or
select Unlock from the Configuration menu.

1. Enter the switch's Password when prompted, and then click OK.

T Weidmueller Switch Configuration Utility

i =lof |
List Server  Firmwars  Configuration  View Help
EEHEEEEREE
Model | 1P Address | MAC Address | Status | Name [t prode1 1E-SU-VLOBMT-8TX
1E-SW-PL18M-2GC14TX25CS 192.168.1.110 00:15:7€:09:00:33 Locked Managed Swic... plome
E-SW-VLOSMT-8TX 7E Locked 1P Address 192.168.1.119
pletnask 255.255.255.0
Gateway 0.0.0.0
PAC Address 00-15-7E-09-00-58
[Serial No 03502
Firmware Ver. V¥3.3.16 build 14032117
Location
ioput passmord X
UseName  admin
P & l .......
[E=|

2. When the Dialog window reports Progress as OK, click the Close button in the upper right corner

of the window.

179



User Manual Managed Switches Weidmiiller 3t

MAL Addiess | Pooges |
00.15.7€-03.00.58 oK.

3. The status of the switch will now read Unlocked.

"7 Weidmueller Switch Configuration Utility o =101 x|
[UstServer Fimwors Configuration View: Heb

|eajagn=2Zal@)
Model [ 1P address | Mac address [ status [ Name [t proge1 1E-SU-VLOBHT-8TX
IE-SW-PL18M-2GC14TX25CS 192.168.1.110 Locked Managed SwRc... Plane

1% Undocked TP Address 192.168.1.119

00:15:7€:09:00:33

pletmask 255.255.255.0
[Gateway 0.0.0.0

PIAC Address 00-15-7E-09-00-58
[Serial No 03502

Firmware Ver. V3.3.16 build 14032117
[Location

A1.5 Upgrade Firmware

0 You may download the latest Firmware from the Weidmidiller Internet Server.

The information how to download is described in Appendix C.

Keep your Weidmdller switch up to date with the latest firmware from Weidmiller. Perform the
following steps to upgrade the firmware:

1. Download the firmware (*.rom) file from the Weidmuller website (www.weidmueller.com).

2. Click the switch (from the Weidmuller Switch Configuration Utility window) whose firmware you
wish to upgrade to highlight it.
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T weidmueller Switch Configuration Utility - Iﬂlﬁ
List Server Fimware Configuration View Help
|2a8dn2z2|@
Ad flodel IE-SW-VLOSNT-8TX
plane
IP Address 152.168.1.119
pletnask 255.255.255.0
[Gateway 0.0.0.0
PIAC Address 00-15-7E-09-00-58
[Serial No 03502
Firuware Ver. V3.3.16 build 14032117
Location
| | |
Upgrade firmware YA

3. Click the Upgrade Firmware toolbar icon &, or select Upgrade under the Firmware menu. The
Switch has to be unlocked to be able to use this function. Use the Open window to navigate to the
folder that contains the firmware upgrade file, and then click the correct "*.rom" file
(FWR_IE-SW-VL08M_V3.3.16_Build_14032117.rom in the example shown below) to select the file.
Click Open to activate the upgrade process.

o 21
Look in: I._;I IE-5'w WLOEM_Finmware j ol e e

| PR _IE-5W-YLOGM_Y3.3.16_Build_14032117.rom

Flename:  [FWR_IE-SW-PLOSMSGC-46T_V26.18_Buid_ Open |

Files of type: IFi-:mIlles I*-rom) ﬂ Cancel

™ Open a3 read-only

&

A1.6 Modify IP Address

You may use the Modify IP Address function to reconfigure the Weidmdller switch network settings.

Start by clicking the Modify IP address icon B, or by selecting Modify IP address under the

Configuration menu. The Switch has to be unlocked to be able to use this function.

The Setup Configuration window will open. Checkmark the box to the left of those items that you
wish to modify, and then Disable or Enable DHCP, and enter IP Address, Subnet mask, Gateway,
and DNS IP. Click OK to accept the changes to the configuration.
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Modify IP Address x|

Model Name: 1E-SW-VLOSMT-8TX
MAC address 00:15:7€:03:.00:58
Serial Number 03502

[CAUTOIP @ Dissble € DHEP € 8ootp
I~ IP Addess l 192 168 . 1 . 118
™ Netmask | 25 .29 .25 . 0
MGatowsy | O -0 . 0.0
Fowse |0 .8.0.0
Fonsze | 0 0.0 .0

Tip: Chick the check box to select/un-select change item.

| 0K l Cancel

Al.7 Export Configuration

The Export Configuration function is used to save the entire configuration of a particular
Weidmiller managed switch to a text file. The Switch has to be unlocked to be able to use this
function.Take the following steps to export a configuration:

1. Highlight the switch (from the Server list in the Utility window's left pane), and then click the Export
toolbar icon & or select Export Configuration from the Configuration menu. Use the Open
window to navigate to the folder in which you want to store the configuration, and then type the name
of the file in the File name input box. Click Save.

savens 21|

Savein: | () Config Files x| &= ®cF @

Filename:  [192.186.1.118_Cariig Save |
Save a5 type: | ini fles ("ini) = Cancel
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1. Click OK when the Export configuration to file OK message appears.

x|
1) Exportconfiguration o e OK:

o]

2. You may use a standard text editor, such as Notepad under Windows, to view and modify the
newly created configuration file.

P 192.168.1.119_Config.ini - Notepad =] S
File Edit Format Wiew Help
[EtherDevice Server Configuration File] 3
Model Wame
odelname IE-SW-VLOBMT -BTx

#EEEFFEEERFE SRR FREEPRRF IR R R R EERRRERRERFREER TS
system Identification #

Lt e Ll R

# [switchuame]: switch Mame

# --» max. length = 35 words

SwitchMame

[Location]: Switch Location
--> max. length = 80 words
Location

# [SysDescr]: switch pescription
# -=-> max. length = 30 waords
SysDescr IE-SW=-WLOBMT =BT

I: [Contact]: Maintainer Contact Info
--> max. length = 30 words

ConTact

--x 0 : pisable web Configuration

--»> 1 : Enable hrtrp, https configuration
-=> 2 : redirect http(80) to https(443)
webConfig 1

E [TelnetConsale]: Telnet Console

F [webConfigl: web Configuration
#

=% 0 : Dpisable Telnet Console
--» 1 : Enable Telnet Console
TelnetConsole 1

--> 0 : pisable web auto-Togout
--» others : enable web auto-logout (ms)
webTimeout

F [WEET AUTO-LOGOUT]: weh auto-Tlogout
#

A1.8 Import Configuration

The Import Configuration function is used to import an entire configuration from a text file to the
Weidmdiller switch. The Switch has to be unlocked to be able to use this function.This function can be
used to transfer the configuration from one Weidm{ller managed switch to another, by first using the
Export Configuration function (described in the previous section) to save a switch configuration to a
file, and then using the Import Configuration function. Perform the following steps to import a
configuration:

1. Highlight the switch (from the Ethernet Switch list in the Utility window's left pane), and then click
the Import toolbar icon /&, or select Import Configuration from the Configuration menu.
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2. Use the Open window to navigate to the text file that contains the desired configuration. Once the
file is selected, click Open to initiate the import procedure.

21
Look i | (3 Config Files =] « & ek B

% 192,168.1.119_Conifig.ini

Fiename: ||

Files of type: | ini fles ["iri]
™ Open as read-only

3. The Setup Configuration window will be displayed, with a special note attached at the bottom.
Parameters that have been changed will be activated with a checkmark. You may make more
changes if necessary, and then click OK to accept the changes.

Modify IP Address 1 _X_l

Model Name:
MAC address
Serial Number

IE-SW-VLOSMT-8TX
00:15:7€:09:00:58
03502

[T AUTOIP & Disable € DHCP € Boolp
™ IP Addiess | 192169121 118

I Nemask |25 255 255 . 0
MGatewy | 0 0 0 0
Fowse |0 0.0 . 0
|Fons2e | 8 -0 -0 .0

Tip: Click the check box to select/un-select change item.

This dialog displays the impart fle settings which wil

4. Click Yes in response to the following warning message to accept the new settings.
seachitiy 5

Warning!
Q Some or all of your Industrial Ethernet Switch's own network settings have besn changed.
Once the new settings have been updated, you may need to use the new network settings
( IP address, Netmask, Gateway, etc. ) to re-establish a Console session with your Industrial Ethernet Switch, Would you like to update network

setting now ?
[vs | ™ |
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B. MIB Groups

B1.1 Supported standard MIB Il groups

The Weidmdller switch comes with built-in SNMP (Simple Network Management Protocol) agent
software that supports cold/warm start trap, line up/down trap, and RFC 1213 MIB-II.

The standard MIB groups supported by the Weidmdaller switch are:

MIB 1.1 — System Group
sysORTable
MIB 11.2 — Interfaces Group
ifTable
MIB 1.4 — IP Group
ipAddrTable
ipNetToMediaTable
IpGroup
IpBasicStatsGroup
IpStatsGroup
MIB 1.5 — ICMP Group
lcmpGroup
IcmplnputStatus
IcmpOutputStats
MIB 11.6 — TCP Group
tcpConnTable
TcpGroup
TcpStats
MIB 1.7 — UDP Group
udpTable
UdpStats
MIB 11.10 — Transmission Group
dot3
dot3StatsTable
MIB 11.11 — SNMP Group
SnmpBasicGroup
SnmplnputStats
SnmpOutputStats
MIB 11.17 — dot1dBridge Group
dotldBase
dotldBasePortTable
dot1ldStp
dot1ldStpPortTable
dot1dTp
dot1dTpFdbTable
dotldTpPortTable
dotldTpHCPortTable
dot1dTpPortOverflowTable
pBridgeMIB
dotldExtBase
dot1dPriority
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dotldGarp
gBridgeMIB

dotlgBase

dotlqTp
dotlgFdbTable
dotlqTpPortTable
dot1qTpGroupTable
dotlgForwardUnregisteredTable

dotlqgStatic
dotlgStaticUnicastTable
dotlgStaticMulticastTable

dotlgVian
dotlgVlanCurrentTable
dotlgVlanStaticTable
dotlgPortVianTable

Additionally for each Weidmdller managed switch series a private MIB file is available which can be
downloaded from the Weidmdiller Internet Server (Download information described in Appendix C).

B1.2 Implemented SNMP Traps

Public Traps:
e Cold Start
e Link Up

e Link Down

e Authentication Failure

e dotldBridge New Root

e dotldBridge Topology Changed

Private Traps:

e Configuration Changed

e Power On

e Power Off

e Traffic Overloaded

e Turbo Ring Topology Changed

e Turbo Ring Coupling Port Changed
e Turbo Ring Master Mismatch
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C. Downloads (Software and Documentation)

Using below described link you can download following items:

e Firmware Upgrades

e Private MIB files

e PROFINET GSDML file

e EtherNet/IP EDS file

e Weidmiller Switch Configuration Utility

e Documentation (User Manual and Hardware Installation Guide)

Download via Product Catalogue (Online Catalogue)

+« Download latest Firmware version, Private MIB file, PROFINET GSDML file, EtherNet/IP
EDS file, Tool Switch Configuration Utility or Documentation.

http://www.weidmueller.com
» Select Product Catalogue
= Select ,Active Industrial Ethernet*
= Select ,Managed Switch‘ product group® (eg. ValueLine managed Switches)
= Select Product model
= Click and expand section ,Downloads*
= Download the needed items
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